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THE SMART CITY INFRASTRUCTURE OBJECT:  
A SYSTEM FOR ENVIRONMENTAL MONITORING  
AND PUBLIC INFORMATION / WARNING 
 
E.A. Basinya  
Novosibirsk State Technical University,  
Research Institute of Information and Communication Technologies 

20, Prospekt K. Marksa, Novosibirsk, 630073, Russian Federation  

Abstract. One of the possible tools to improve the living standards of citizens is automa-
tion of urban infrastructure management using information and communication solutions. 
An original system for environmental monitoring and public informing / warning as an in-
frastructure object of the smart city is reviewed. The design and software implementation 
of the client and server parts of the project based on the Alpine Linux operating system, 
the Python programming language, the Django web framework, and the Docker container-
ization technology are described. One of the implemented hardware and software client 
solutions using Wi-Fi, 4G / LTE and LoRaWAN wireless data transfer technologies is re-
viewed. The final consumers of this system are both government institutions and private 
enterprises. The methods of use are not strictly regulated, the implementation from smart 
transport stops to factory and city distributed public information / warning systems with 
environmental monitoring is recommended and tested. This work is an extension of the au-
thor’s project of a distributed information and emergency public warning system. The sci-
entific novelty lies in the implementation of additional authentication of control actions 
based on hidden marking of information flows, independently calculated and produced on 
the client and server side through meta-information about previous network interactions 
(trace route, commands, timestamps, etc.). To achieve this, the convolution function is 
used. Data of arbitrary length is converted into an output bit string of a set dimension, fol-
lowed by signature matching with a table of actions that do not interfere with network 
communication and are not detected by network traffic self-similarity tools. The architec-
ture provides for the possibility of integration with author's knowledge-intensive solutions: 
a system for intelligent adaptive management of the enterprise network infrastructure, as 
well as a self-organizing virtual secure communication channel module based on stochas-
tic multilayer encryption and overlay technologies.  

Keywords: Smart Cities, smart / intelligent objects, public information and warning sys-
tems, environmental monitoring systems, TCP / IP, wireless data transmission, Wi-Fi, 4G / 
LTE, LoRa, information flow management, information resources security. 
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