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A BRIEF OVERVIEW OF DATA HIDING METHODS IN DIGITAL IMAGES
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The Internet and wireless communications have created new opportunities for the mass exchange of multimedia
information. This has created new challenges in terms of the security and storage of the information transmitted through
global and local networks. This article is devoted to the study of steganography methods of safety, in particular, those
based on LSB concealment, in the spatial area of digital images. The classification of steganography methods has given
based on the works of the last 5 years. The most popular and widespread image steganography methods have been
investigated, describing their merits and challenges. The most commonly used terminology was identified and various
methods of data concealment are presented. The visual and statistical steganalysis methods for computing the statistical
difference between the input image and the stegoimage is also considered. The article may be useful to researchers in
developing new, more effective steganography methods of information hiding.
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Introduction

Two decades of our century is characterized by
increasing the number of digital cameras and devises
of mobile communication and accordingly flow of
information circulated over the Internet in the shape
of multimedia. Recently developed and implemented
worldwide, nets, software, and devices have enhanced
the ability of users to access multimedia sources
globally. This in turn, has increased the interest of
the attackers in detecting and using the transmitted
over public communication channels secret data.
Thus, the growing role of scientific research aimed
at ensuring the reliability of information systems, i.e.
information security, is evident.

Cryptography, steganography and watermarking
methods have been developed and used for this
purpose. When using Cryptography, a secret message
is encrypted and sends via an open communication
network to the recipient of the message. In this case,
the eavesdropper may detect the presence of the
message but cannot read the encrypted information.
When using Steganography, a secret message is
hidden in a certain media domain [12]. The intruder
does not know or suspects the existence of a secret
message.

The watermarking technique, like steganography,
is another way of concealing data and is used
to protect copyrights, medical images, military
purposes, and others. In contrast steganography the
presence of hidden information may be known at
the watermarking method [2]. Ideally, the purpose
of watermarks is to make the removal/manipulate
hidden information impossible.

Various multimedia media have contributed to
the development of many different concealment
technologies for information security. Information
security means preventing an attacker from detecting
the presence of hidden information. The concealment
and transmission of data take place in verbatim
systems.

When designing stegosystems, the most important
issue is to ensure that safety criteria are properly
developed. The main purpose of this article is to
study these criteria for creating novel steganographic
systems with higher attack resistance and payload
capacity.

Steganography

Steganography is a new branch of science used
to hide data [23; 27], preferable to cryptography
and watermarking, because it securely hides
communication, and no one can know about the
presence of hidden data other than the sender and
the receiver. Simply put, steganography is invisible

communication. The word steganography has
the Greek origin stegano (securely) and graphics
(writing).

Ancient Greeks used primitive elements of
steganography, but computer steganography is
now used, consisting of many branches. Secret
information is hidden in various multimedia media,
the so-called containers. There are many unused
spaces in the container that are convenient to insert a
secret message.

Once the message is inserted into these spaces,
the container is sent to the recipient and the data must
be invisible to a third party. You can hide information
in any part of the container, but some spaces are more
convenient for data hiding.

There are different types of steganography
dependent on the cover medium [23; 27].

1. Text steganography. Under this approach,
hidden data are embedded in a text document.

2. Image Steganography. Classified information
is hidden in an image because it has a large amount
of information space to hide a secret message.

3. Audio steganography. This type of
steganography hides a secret message in a sound
document.

4. Video steganography. In implementing this
method, M4, MPEG, AVI video documents are used
to hide data.

5. Network or protocol steganography: In this
case, the secret message is hidden by adopting a
network protocol such as TCP, UDP, ICMR, IP, etc.

Sufficiently noteworthy scientific works from
different countries devoted to digital steganography
and its part of the image steganography is
performed [1]. Abbas Cheddad et al. published in
2009 a review of steganographic methods developed
by that time, their features, and their effectiveness.
This was a serious analytic work that attracted
the attention of experts in the field of information
hiding. Steganographic methods developed up to
2009 have been analyzed and systematized. Based
on this systematization, some recommendations
were made regarding the object-oriented embedding
mechanism. The innovative secret communication
technologies developed over decades have become
an independent scientific field and, according to the
authors’ classification [1], looks like Figure 1.

Cheddad. A., et al [1] are made comparison
of methods of steganography, watermarking, and
cryptography, including modern and popular methods
of data hiding, such as spatial and frequency domain,
adaptive steganography, and others. All these
considerations are accompanied by comprehensive
illustrative material and their explanations.
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All aspects and drawbacks of the methods discussed
were also considered. In general, this work of the
authors can be estimated as a very successful survey
of concealment techniques.

Another equally appealing and comprehensive
review by Mehdi Hussein et al. was devoted to
steganography [13]. According to their critical
opinion, Cheddad et al. published their article in 2009,
and therefore it does not contain the achievements of
the last six years. At the same time, Cheddad A. et
al. classification of image steganography is limited
by spatial and transform domain, adaptive technics.
They, therefore, presented new, more comprehensive
observations on the spatial domain method, which
differs from the Cheddada article and others a new
classification concerning the embedding of the
domain, the types of encryption of the classified
information, the format of the images. Each of the
methods proposed in the literature has its weaknesses
and strengths, as well as its scope of application.
If in the earliest publications [3; 4; 9-11; 14-16;
21; 24] Special attention was paid to increasing of
payload hidden information, the recent work shows
a tendency to develop algorithms with a higher level
of security. It follows from the literature that there
is no one-size-fits-all method of steganography for
all cases of concealment. Each method used has its
peculiarities. For example, using the LSB-based
spatial domain method makes it possible to hide a
large amount of information, is characterized by
the ease of implementation, and the possibility of
combining with different methods. But at the same
time, the higher the payload capacity, the more
distorted the image is. While PVD is characterized
by more degree of security.

Application of steganography:

— Covert communication and
concealing;

— Digital watermarking;

— E-commerce;

— Protection of stored data alteration;

— Media;

— Database system [20].

The terms most commonly used in steganography:

1. Stegosystem — the set of necessary software
and devices to implement the secret communication.

2. Embedding — the operation of inserting a secret
message into a container.

3. Cover Image—Input Image for Data Embedding.

4. Capacity is the amount of information that can
be inserted into cover image without much distortion.

5. Stego image — Input Image with embedded data.

6. Secret message or payload — message to be
transmitted via an open channel of communication.

secret data

‘ Security system ‘

\
[ l

‘ Cryptography ‘ ‘Information hidiné

‘ Steganography H Watermarking ‘

Linguistic Technical ‘ Robust H Fragile ‘
steganography || steganography
— — |

‘Digital imagesH Video H Audio H Telxt ‘

Figure 1. Classification of information security systems

7. Embedding distortion — is a distortion that
appears in a stegoimage as a result of data hiding.

8. Robustness — the ability of the stegosystem to
protect the contents of stegoimage.

9. Extraction is an operation to extract an
embedded secret message from stegoimage.

Image investigation using MATLAB

At the time of researching and designing
steganographic algorithms, the most convenient
and effective tool is MATLAB [23; 14] which
allows focusing on the data hiding algorithm itself.
At this time, you don’t have to waste time opening
a file, recognizing its format, putting an image on
the screen. MATLAB allows you to visualize an
image directly in the form of a matrix, perform bit
operations (AND, OR, XOR, ..., etc.), and much
more. Using these conveniences and the capabilities
of MATLAB, it is possible to perform all kinds of
manipulations with digital images.

Image steganography

The last decades have been characterized by the
wide implementation of digital cameras and high-
speed internet transmissions and connected with
that world wide circulated huge flows of data on the
shape of an image.

A big part of the global population is connected
over e-mail and social sets and their applications as
a messenger, Whats App, Instagram. Most of those
connections are accompanied by images. That’s
the reason why image steganography has so rapid
development and implementation accordingly.

The most popular and well-known steganography
techniques are the new directions of steganography.
Image Steganography is the science and art of
concealing data in digital images to ensure secret
communication [1; 13; 15] Due to its advantages,
image steganography became more popular than other
methods The digital image in a image steganography
is called a container and plays the role of a hidden
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Figure 2. The principal scheme of the reversible steganography system

Table. Image embedding algorithms assessment

Measures Advantage Disadvantage
High Capacity High Low
Perceptual transparency High Low
Robustness High Low
Temper resistance High Low
Computation Complexity Low High

information carrier. The container must be selected
correctly since the reliability of the stegosystem
depends on the characteristics of the image [8; 11].
Therefore, steganographic methods for the selection
of digital images were develop [9; 10; 24].

For this purpose, the statistical characteristics
of the different images are compared and the
those samples that provide a higher quality of
stegoimage, the larger payload, a better indicators of
imperceptibility, high security are selected. Various
preliminary container improvement technologies are
available. One of them is image interpolation technic
[4; 6; 17].

Image steganography techniques

Image steganography is a way of hiding
information in a digital image so that it becomes a
steganographic image. The image is then transmitted
through an open channel of public communication to
the recipient of the information. If the third party (the
attacker) interested in the information transmitted
does not know and does not suspect the presence of
the hidden information, the communication system
is considered to be of high quality [20; 5; 18].
The algorithms for hiding data are reversible and
irreversible. In the first case, depending on the type
of algorithm used, the recipient of the secret message
can retrieve the message with or without a stegokey.
During the use of irreversible algorithms, it is not
possible to extract a secret message.

The principal scheme of the reversible
steganography system is shown in Figure 2.

Steganography image algorithms differ from each
other in their characteristics given in Table. For ex-
ample, after the embedding of a large amount of se-
cret information into the cover image, the visual qual-
ity of the stegoimage deteriorates compared to the
container. The amount of distorting between of the
stegoimage and the container determines the quality
of the secret information embedding algorithm used.
Similarly assessed other characteristics of stegan-
ography algorithms in the process of which verbal
terms of type High or Low are used. An example of
this evaluation is given in Table [11].

In [20; 18] authors gave an overview of the
most popular steganography methods in the field of
digital images and discussed important techniques
concerning exploiting image formats into the two
categories, Figure 3. Image steganography techniques
can be divided into two subdivision:

1. Image (spatial) domain.

2. Transform (frequency) domain.

Following the classification of Mehdi Hussain
et al. [13] spatial domain techniques are looking as
listed below:

1. List Significant Bits (LSB).

2. Pixel Value Difference (PVD).

3. Exploiting Modification Direction (EMD).

4. Multi-Base Notation System (MBNS).

5. Pixel Pair Matching (PPM).
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Figure 3. Scheme of image steganography classification

6. Gray Level Modification (GLM).

7. Pixel Value Prediction (PVD).

8. Histogram based methods.

9. Edge-based methods.

10. Mapping based methods.

11. Pixel/block indicator base methods.

12. Color model-based methods.

13. Machine learning-based methods.

The methods of a spatial domain are characterized
by the simplicity of the embedding of secret
information into the cover image while it is possible
to insert a greater amount of information. At the same
time, a significant disadvantage is low robustness
to stego attacks. Transform Domain techniques are
classified [7; 25] as:

1. Discrete Fourier Transform Technique (DFT).

2. Discrete Cosine Transform Techniques (DCT).

3. Discrete Wavelet Transform Method (DWT).

4. Lossless or reversible method (DCT).

5. Embedding in coefficient bits.

The merit of methods of embedding information
into the frequency domain is the most greater
resistance to stego attacks. The disadvantage is the
complexity of the algorithms and the lower payload
capacity compared to the spatial domain methods.

List of significant bits (LSB)

There are many methods for concealing
information in an image. Secret information can be
hidden in sequential or randomly selected image
pixels. Typically, noisy image space is ideal for data
hiding because most pixels on the noisy parts of
the image have different colors during embedding.

Cover image pixel

158 » 10011110 . .
« Stego image pixel
/ 157 » 10011101
4
166 »10100110
Secret message bits

Figure 4. A model of cover image pixel value
calculation (replaced secret message bit value is 1)

Therefore, the probable small distortions do not
hurt the image and are invisible to the human eye.
The LSB method implementation is based on the
replacement of LSB bits of the image with secret
information bits.

Implementation of the LSB method using
different algorithms it is possible to identify the bits
to be modified [23; 13]. The container capacity and
the visual quality of the stegoimage depend on the
format of the digital image [8; 22]. The following
image formats are used to select the containers:

1. BMP — Point Map.

2 .GIF — Graphical Data Interchange Format.

3. TIFF — Tagged Image File Format.

4. PNG — Portable Network Graphics.

5. JPEG — Joint Photographic Experts Group.

The basic concept of LSB substitution is shown in
Figure 4. According to this concept, the last bits in a
sequence of bits can be evaluated as less significant.
If these bits are replaced by bits of secret information,
the distortions in the stego image are very small. It is
possible to replace all pixels in the sequence of bits
of the stegoimage, but usually, two pixels [23; 5] are
used for hiding.

If the value of the bit of the hidden image in the
cover image is 1, then the value of this pixel increases
or decreases (+/-1). If the value of the hidden secret
message bit is 0, no change will occur.

Suppose pixel value of the cover image is 158,
and in the binary system it is 10011110 (Figure 4.)
and the bit value of the hidden secret message is 1
and during the embedding fixed as (+/—1) then the
pixel value of the cover image increases to + 1 and
becomes 159 (originally 158) or value is equal to
—1, this number becomes 157. In the other case, the
cover image value is 175, and in the binary system it
is 10101101. If the hidden secret message bit is 0, the
cover image pixel value is unchanged see Figure 5.

LSB based steganography is an art of data hiding
and in the same time fundamental direction of IT
science which can hide an big amount of secret
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Cover image pixel

173 » 10101101 . .
A Stego image pixel
/ 173 || 10101101
¥
125 > 01111101
Secret message bits

Figure 5.A model of cover image pixel value
calculation (replaced secret message bit value is 0)

information. The selection for modification pixels of
container image or sequence of their replacement is
determined by stego key [23; 25].

Steganalysis

To study the efficiency of the developed
steganographic algorithms, there exist specially
developed and widely used methods of steganalysis
which, as part of steganography, are steganographic
attacks, i.e. a countermeasure against concealment
methods [13; 4].

Steganalitic methods are divided into visual and
statistical methods. In the first case, the presence
of hidden information in the container is visually
assessed by the expert. Although this method is
simple but based on subjective data limited by
human perception, the result is not very precise.
Statistical methods of steganalis are based on more
precise mathematical methods, and the results based
on quantitative descriptions of statistical indicators
are much more accurate [1; 4; 19].

To detect the presence of concealed information
in a stegoimage, it is compared to the cover image.
This comparison is made based on several objective
indicators of the image. The several most popular
indicators of interference assessment are known [7].
These are MSE, RMSE, PSNR, and NCC.

1. MSE (Mean Square Error) c°:

S (P)-SEA)
O =N i,j)-S@.j), (M
where S(i,j) is cover pixel value; P(i,j) — is
stego image pixel value; M x N the height and
width dimension of the cover image. If MSE value is
estimated low it means the difference between cover
and stego image very slightly.

2. PSNR (Peak Signal to Noise) measures the
similarity of two images, i.e. how the matched
images differ from each other

2

X
PSNR(dB)=10log,, ~= )
(&)

2

where x,,, =255 here x is the max value of pixel
vary on the range [0..255],

3. RMSE — measures the difference between these
two images. Because the computation of these two
metrics (PSNR and RMSE) is very simple and fast,
they are widely used.

RMSE = !
[M xN]
M N 2 M (3)
X;Z}(Xf/_yij) Z:(X _X)

where: N — is the number of lines in the cover
image; M — is the number of columns in the cove
image; X, — is the intensity of 7, pixels in the
cover image; Y, ; — is the intensity of 7, j pixels in
the stego image.

4. NCC, Normalized cross-correlation is used to
calculate the degree of similarity (or distinctiveness)
between two analyzed images:

M N
Z Z (xi/' * Yy )

NNC=12 (4)

A more comprehensive listing and critical analysis
of steganalysis methods are given by Dr. Rajkumar
L. Biradar and Ambikea Umashetty [25] and Mehdi
Hussaina et al [13].

In turn, statistic steganalysis methods are divided
into dependent (specific) algorithms for embedding a
secret message and independent (universal) methods
that can be used for a wider range of embedding
techniques discussed in this review. Steqanalytic
techniques are used to detect the presence of a secret
message in a stego container or to eliminate traces
of the introduction of a secret message. In [13;
18; 26] is described in each method used to detect
the transmission of a secret message. A comparative
analysis of various steganalysis methods was made
and their effectiveness was described. For example,
Pallete image steganalysis, Raw image steganalysis,
YPEQ image steganalysis.

Specific methods include Pairs of Values, RS,
Chi-square analysis, and others which are focused
on List Significant Bits methods. However, all
these steganalysis methods are not very popular,
cause the attacker does not know in advance which
method of embedding was used to hide information.
Binary Similarity Measures (BSM), Wavelet-Based
Steganalysis, Feature-Based Steganalysis, etc. refer
to the number of universal algorithms that detect
hidden information [13; 26].

Let consider an example of calculating the
difference between a container and a stego image.
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Figure 6. Cover image Lena

Figure 7. Stego image Lena

For this purpose PSNR method has used. Depending
on the type of implemented embedding algorithm,
the PSNR values may vary considerably. The result
is also vary depending on the types of images. The
quality of the used algorithm is determined by the
value of the PSNR. The standard Lena image Figure 6
with the size 512x512, taken from the image database
of Granada University (USA) has used. A secret
message with a size 1x2097152 was embedded into
the container. The PSNR was calculate by equation

255%

5 1 512x512 o Y
° TS12x512 Z (P(:.1)=S(0.))"
Calculations are carried out according to the
corresponding program in the MATLAB. The initial
image and the stego image are entered consecutively.
Based on data from the stego image P(i,/) and
container S(i, /) under formula (4), o is calculated.
M x N is equally 512x512 the size of the images.
The result is very high, it means that the images
being compared are almost the same Figure 6,

Figure 9. Stego image pepper

Figure 7, Figure 6, shows the image of Lena on the
cover image and Figure 7, shows the stegoimage.
As can be seen from the visual comparison of the
images there is no visible distortions or difference
between them.

In the same way, was calculated PSNR for another
standard pepper image Figure 8, Figure 9, the result
is 47.36431

That shows that PSNR differs for each concrete
image. In [10], a serious study was conducted of the
algorithms developed by the authors for message
embedding aimed at ensuring high reliability
and invisibility while introducing as much secret
information as possible. The methodology of the
experiments carried out when 30 different digital
images are used as a container is described. At that
time, the maximum payload capacity of each of
them was determined, which ensured that the system
was sufficiently reliable, which ensured the high
reliability of the stegosystem in terms of image
quality and invisibility. Invisibility was measured
against criteria such as MSE, PSNR, etc. The PSNR
values for containers with different capacities were
compared.
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Conclusion

Based on many scientific publications, a literary
review of steganographic methods of embedding
secret information into digital images has been made
with the priority work of recent years. During the
review of these works, it became clear that most
of them were published in 2009-2013 years and
are mostly devoted to methods of embedding in
the spatial domain, based on LSB. The weaknesses
and strengths of the proposed methods have been
examined.

Methods of estimating statistical characteristics
of steganographic algorithms by steganalysis have
been studied. From the large number of publications
reviewed in this work, it can be seen that every year
new and new steganographic methods are offered
and this process is endless. And even though there’s
been a lot of success in concealing information in an
image, there’s still a lot of problems to solve.

Despite the obvious progress in image
steganography, there are many problems in
developing novel steganographic algorithms with
a higher level of robustness by selecting more
suitable stego containers and taking into account the
features of the embedded information. A reasonable
compromise must be found between the maximum
possible payload capacity and the quality of the stego
image. Here we have chosen and described those
methods, which have interest in our further research
on the development of a new method of embedding
the message in the spatial domain using the LSB
methodology, which must be characterized by a
more accurate information embedding technique and
a high level of safety.
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Oonee HIHUPOKO pACTIPOCTPAHCHHBIC U UCTIOJIb3YCMbIC MCTOAbI CTeFaHOFpa(I)I/II/I H306pa)KeHPII>i C OIMMCaHUEM UX TOCTOUHCTB
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OB OIITUMAJBHON MOJU®UKAIIMU MPOEKIIUI N30BPAKEHUI
HA BA3VCHBIE BEKTOPHI ITPU CKPBITHOM BHEJIJPEHVUY WH®OPMAIIUH

Yepnomopey A.A., boneosa E.B., Kosanenxo A.H.
bencopodckuii 2ocydapcmeennblil HAYUOHATbHBIL UCCTe008amenbeKull yuusepcumem, beneopoo, P®
E-mail: chernomorets@bsu.edu.ru, bolgova_e@bsu.edu.ru, kovalenko a@bsu.edu.ru

CraTbsi OCBsLICHA NpoOiIeMe pa3padOTKU METOJOB CKPBITHOIO KOHTPOJIS 3@ HCIOJIb30BAHHEM H PACIPOCTPAHCHUEM
UG POBBIX M300paKeHUI Ha OCHOBE MOIU(PHUKAINH KOAI(PPHUIIMEHTOB Pa3IoKEeHUS (TIPOCKIHNNA) N300paKCHUH B pa3ind-
HBIX CHCTeMax Oa3HCHBIX BEKTOPOB, ONpPECIICMbIX HCIOIb3yeMbIM JBYMEpPHBIM IpeoOpa3oBanueM. B pabore npen-
JIO’)KCHO IS OLICHUBAHHS MUCKKCHUH M300pakeHUIT-KOHTEHHEPOB MPU CKPBHITHOM BHEAPCHHH MH(POPMALMK Ha OCHO-
Be CyOIIOJIOCHOrO aHaIM3a B paMKax JBYMEPHOIO KOCHHYC-IIPeoOpa3oBaHMs MPUMEHATh OLCHKH HCKaKCHHS 3HAYCHHUH
MIPOEKINiT n300pakeHN Ha COOCTBEHHBIC BEKTOPHI CYyOIIOIOCHBIX MaTPHIl JaHHOTO peodpaszoBanusi. ChopMyarmpoBaHa
W aHAJMTHYECKH PElleHa 3a7ada MOMCKa ONTHMAJIbHBIX MOAU(HIMPOBAHHEIX 3HAYCHHI MPOEKIMH N300paKeHNA-KOH-
TeifHepa ¢ MO3UIMH MHUHUMHU3ALIUK €r0 MCKAaKCHHUS, 3a1aBaeMOro Kak KBaJpaTr eBKIHMIOBOH HOPMBI PAa3HOCTH HCXOJ-
HOTO M MOANU(HIMPOBAHHOTO M300pakeHNH. I HILTFOCTpaluy MPEUMYIIECTB pa3padoTaHHOTO METOa ONTHMAILHON
MOIU(UKAIUK 3HAYCHUI MPOEKIMI OBUTH MPOBEICHBI BBIYUCIUTEIBHBIE SKCIEPUMEHTHL. [loka3aHo, 4TO MpHUMEHEHHEe
pa3pabOTaHHOTO METOIA MO3BOJISET MONYYHTh MEHBIINE MCKAKEHHS aHAIU3HPYEMbIX H300pakeHUI-KOHTEHHEPOB 110
CPaBHEHUIO C U3BECTHBIMU METOIAMU CKPBITHOTO BHEIPEHUS TaHHBIX B H300payKeHHS.

Knrouegvie cnoga: ckpvimnoe rnedpenue, u30opadicenue-konmeinep, cyonoiochvlil anaius, KoOCUrnyc-npeobpasosanue,
€Y6nON0CHbIE MAMPUYbL, COOCMEEHHbBIE BEKMOPbL, NPOEKYUU UZ00PAICEHUS

BBenenue CKPBITHOTO BHEAPCHUSI KOHTPOJIbHON HH(OPMALIIH B
m3oopaxkenus [1-3].

Bo MHOTHX MeTOMaX /TSI CKPBITHOTO BHEIPEHUS B
BAHHEM HM300paXCHNI, COICPKAIINX BAKHEIC JaH- n300paXeHus1 OJHOTO OMTa MH(POPMAIUH TIPUMCHSI-
HBIE, JIOCTATOYHO HIMPOKO HPUMEHSIOTCSI METOJBI eTcs OTHOCUTENbHAs 3aMeHa (MonuduKaLus) 3Haue-
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