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MOJEJUPOBAHME 3AIUIIEHHBIX KAHAJIOB TEJIEKOMMYHUKAIAN
C UCIIOJIB3OBAHUEM CPEJICTB BUPTYAJIM3ALIUN

Bacun H.H., Upbaxmun A.A.
Tosonscckutl eocyoapcmeenubill yHugepcumem meiekommyHuxayui u ungpopmamuxu, Camapa, PO
E-mail: vasin@psuti.ru

B coBpeMeHHBIX yCIOBHAX PaOOTHI TEIEKOMMYHUKAIIMOHHBIX CHCTEM BO3ZHHMKAIOT Pa3IMYHOTO PO/ia YIpo3bl 0€30MacHo-
ctr. st Toro 94TOOBI MPEayNpPEeTUTh BO3MOKHOCTD MX PEan3alii, He0OXOMUMbI COBPEMEHHBIE METOABI 3aIIUThL. Jlist
UCTIBITAHHUS METOJIOB 3aIIUTHI OT BO3MOXKHBIX YTpo3 HanOoliee 1enecoo0pa3HbIM SBISETCS METOA MOJEIHpOoBaHMs. B
paboTe paccMaTpuBaeTCsl IPOrPaMMHO-AIIAPATHBIN KOMIUIEKC 10 MOJEIMPOBAHMIO 3AIINIIECHHBIX KaHAIOB CBS3H C HC-
MIOJTE30BAHUEM CPEJCTB BUPTyanu3ain. OMIcaHbl COCTaBHBIE KOMITOHEHTHI ITPOTPAMMHO-AIIAPATHOTO KOMITIEKCa B UX
B3aMMOJICHCTBHE MKy co00i. PaccMoTpeHs! IBa mprMepa 1o UCTIONBE30BaHHIO TAHHOTO KoMIriekca. [1epBori mpumep
omnmceiBaeT nepenady FTP-tpaduka mo 3amumeHHoMy ¥ HE3aIUIIEHHOMY KaHaJlaM CBSI3H. DTOT MPHMeEp MOKa3bIBacT
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Ba)KHOCTb HAJIMYHS 3ALIUIICHHBIX COSANHEHNH B TEICKOMMYHHKAIMAX 1 METOIUKY MOZEINPOBAHUS C TIOMOIIBIO CPEJICTB
BUpTyanu3anuu. Bropoii npumep onmceiBaeT MoaenupoBanne DOS-arakn Ha cepBep. DTOT MPUMEp OMTUCHIBAET BO3MOXK-
HOCTb MOJICTIMPOBAHNUS aTaK C IIOMOIIbIO KOMITJIEKCA ¥ TPOPAOOTKY MEXaHU3MOB 3aIIUThI OT IIPHUMEHIEMBIX aTak.

Knrwuesnie cnosa: PIH(bOpMaIII/IOHHaﬂ 6€3OHaCHOCTL, TCJICKOMMYHUKAUXU, MOACITINPOBAHUC

BBenenue

B nacrosiee BpeMsi BONpOChl KOHTPOJIST HHPOP-
MAaIMOHHOM O€30MacHOCTH CETEBBIX YCTPOWCTB M
CepBEPOB UMEIOT OonbLIoe 3HaUYeHHE. CeTb SBISETCS
MEPBbIM OapbepoM 3alIHUThI, IOITOMY MpPU MOCTPO-
CHMU U IKCIUTyaTallid ceTed HeoOXOIUM KOHTPOJIb
YA3BUMOCTEH B KOH(UIypauuu yCTPOHCTB, a TAKKE
YA3BUMOCTEH IPOrPaMMHOTO 00€CTICUEHUS.

TectupoBaHue CETEN U BBISIBICHUE YA3BUMOCTEN
JTaeT BO3MOXKHOCTH MPEABAPUTEIBHOTO YCUJICHUS
3alIUTHl CETU M CEpPBEPHOM uacTu. BakHbIM BO-
npocoM HH(GOPMAIIMOHHOW 0E30IIaCHOCTU SIBJISICT-
Cs1 HACTPOMKA 3alMIICHHBIX KAHAJOB CBA3U IyTEM
mmdpoBaHuss HHPOPMAIIMOHHBIX M CITY)KEOHBIX TIe-
peaaBacMbIX JaHHBIX, 4 TAKXKE MIPOBEPKH IIEIOCTHO-
CTHU TIPUHSTHIX TAHHBIX.

HacTb

B rar

Serverl

52;
rc2 I [ .

PC3

BupTyansHas

Server2

du3HYecKas
4acTh

B ecs

Puc. 1. O600meHHas CTPYKTypHAas cxeMa KOMILIEKCa

OcHoBa KOMILIEKCA

YuuThiBasi BAXKHOCTb BBILIECKAa3aHHBIX (DAKTO-
POB, HEOOXOMMO OTMETHUTbH, YTO Ba)KHBI U HOBBIC
MeTonbl 00ydeHHs CTyneHTOB. Paspaboran mpo-
IPaMMHO-aINapaTHBIH KOMIUIEKC 110 U3YYEHHUIO U
MOJIEJIMPOBAHUIO 3aIIUIIEHHBIX KaHAJIOB CBS3H. B
COCTaB KOMILJIEKCA BXOAUT 3MyaaTop ceteit GNS3
[1], cuctema Bupryanuzanuu VirtualBox [2], map-
wpyTtuszatopsl ¢ OC Vyatta [3], 6 mapuipyTuszaro-
poB Cisco cepun 2800, 6 xommyraropoB Cisco
Catalyst 2900, cepsep ¢ OC Ubuntu Server, pa6o-
gue [1IK ¢ OC Ubuntu, IIK mrst ananuza tpaduka
¢ OC KaliLinux, mporpaMmMa MOHUTOpPHHTA U aHa-
nu3a Tpaduka Wireshark [4].

COBOKYIIHOCTh NMPOTrPaMMHBIX M alllapaTHBIX
CpencTB 00pa3yloT yHUBEPCAJbHBIM KOMILUICKC,
MTO3BOJISIOLIMN MOAECIMPOBATh U HACTPAUBaTh pas-
JUYHBIE CXEMBbI Iepefadn Tpaduka Mo NPUHLHUITY
«Kmnent-Cetn-CepBep» Kak Ha peaJlbHOM 000py-
JOBaHUH, TaK U C MOMOIIBIO CPEICTB BUPTyaJH-
3anud. B nanpHeimeM K HACTPOCHHBIM cXeMaM
nepeaayu Tpapuka MOXHO NPUMEHSTH pasiiny-
Hbl€ METOJbl 3allUThl HH(OpPMALUHU, HANPUMEP
Takue, kKak GrrpTpamus Tpaduka U muppoBaHUE
KaHaJIOB nepenayu: opranuzanus VPN no cxemam

«CETBh-CETh», «XOCT-CETh», «XOCT-XOCT», OpraHu-
3anust TSL/SSL mmudposanus.

IIpuanun noctpoenus moaenu «Knuent-Cetb-
CepBep» MO3BOJISIET U3y4aTh MPOTOKOJIBI CETEBO-
ro YpOBHS, IPU HacTpoiike yactu «CeTb», U Ipo-
TOKOJIbI BEPXHHUX YPOBHEH, MPU HACTPOWKE YacCTH
«Kmunent-CepBep», a TakKe aHAJIU3UPOBATh 3aKO-
HOMEPHOCTH pabOThl 3TUX MPOTOKOJIOB. AHAaIU3
nepenaBaeMoro Tpapuka CIy)KUT OCHOBOH IS
MCCJICIOBAHMSI U CPaBHEHHUS IPOLECCOB, MPOUC-
XOASIIMX B KaHajlax repeaadyud MHPOpPMaluu, Kaxk
MCIIOJIB3YIOIIMX 3aIlUTY, TaK U 0e3 Hee.

Omynsatop cereir GNS3 B COBOKYNHOCTH C
cucteMoil BupTyaiduszauuu VirtualBox oOpasyror
OCHOBY IIAT(GOPMBI sl BUPTYaJIbHOTO MOJEIH-
pOBaHUS, BO3MOKHOCTH KOTOPOH OrpaHUYEHBI CHU-
CTEMHBIMH pecypcamu ucnoiszyemoro IIK. O6-
masi CTPyKTypHasi cxeMa MOCTPOCHHUS MOJEIN Ha
OCHOBE KOMIIJIEKca MpeCcTaBleHa Ha puc. 1.

[Iporpamma Wireshark [4; 10] mupoko pac-
NPOCTPAHCHHBIH MHCTPYMEHT JJIsl 3aXBaTa M aHa-
nu3a tpaduka. Bxomutr B cocrae OC KaliLinux
100 MOXKET OBITh yCTAHOBJICHA HA JIIOObIE IpyTrue
OC. IIporpamMmMa uMeeT BO3MOKHOCTD 1€TaJIbHOTO
PacCMOTPEHHsI CTPYKTYPHI [TaKeTa, YTO AeJIaeT ero
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MOIITHBIM CPEICTBOM IJiA TepexBaTa W aHaln3a
Tpaduka. AHanu3 Tpaduka MPOUCXOIUT JTOKATh-
HO Ha XOCTe JTM0O0 MOAKII0YasCh B HHTEPECYIONINE
MECTa, HalpUMepP C TTOMOIII0 KOMMYTaTopa ¢ Ha-
CTPOEHHBIM 3epPKAIMPOBAHUEM TTOPTOB.

Jns 6omee yrimyOIeHHOTO H3YUCHUS U aHAIIA3a
0e30MMacHOCTH MOECITUPYEMONW CXEMBI HCIIOIb3Y-
ercs OC KaliLinux, xoTopasi mMo3BOJISIET TECTH-
poBaTh ee KOMIIOHEHTHI Ha MPEaMET BO3MOXHBIX
aTaK M BBISBJISATH NMPUUYHMHY HUX BO3HHKHOBCHHS.
OTH 3HaHUS MTOMOTAIOT B JAJIbHEHIIIEM YCTPAHITh
BBISIBIICHHBIC YSI3BUMOCTH.

R1

FTP-cepsep
0e3 mHQPOBAHHA

FTP-cepeep

¢ muppoBaHHEM IIK ananu3a Tpadguka

Puc. 2. CtpykTypHas cxema MOJCIH JIJIs Iepeaadn
FTP-tpaduka xommiaekca

B kauectBe mepBoro mpuMepa paccMOTPUM
CeThb Inepeiaud JaHHbIX 1o mnportokony FTP c
mudpoBarueM no kaHamy VPN u 6e3 mudpoa-
HHSI C OTKPBITBIM KaHAJIOM repenadu. s storo
MMOCTpOEHa MOJIelb, II0Ka3aHHas Ha puc. 2. B ka-
yecTBe MapuipytuzaTtopoB R1 u R2 ncnonsiyror-
cs mporpamMMHble MapmpyTuszaropsl ¢ OC Vyatta
6.6, ocaoBanubie HAa OC Linux. B kadectBe cep-
BepoB ucnonsdyercss OC Ubuntu Server 14.04
[5-6]. dns monuTopuHTa Tpaduka MCIOIb30BaHA
OC Kali Linux co BCTpOCHHBIM aHAJIHU3aTOPOM
tpaduka Wireshark. Ha kommyTaropax ucmonb3y-
eTCsl 3epKaJIMPOBAHNE TIOPTOB HIIM UCIIOIB3YIOTCS
xa0pl. TakuM 00pa3oM, KOMILIEKC TMOCTPOCH Ha
06aze cBoOomHO pacmpocTpansemoro I10.

IIpumepsl HCIIOIB30BAHUSA

PaccmoTpuM n1Ba mpuMepa 1mo HCTI0JIb30BaHHUIO
BO3MOKHOCTEH MPUMEHEHUS MOJIETUPOBAHHUS:

— opraHuzanusg IMHPPOBAHHOTO COCIMHEHUS
s FTP-tpaduka m mokazanme 3pPEeKTUBHOCTH
mupoBaHUS,

— monemupoBanue DOS-aTaku ¢ UCIOJIB30Ba-
HHUEM YTHJIUT JJIs B3JIOMA.

IIpu HacTpolike ceTH Il MapuIpyTH3alUU
ncnonp3zoBad nporokon OSPF [3; 7-8], mexnmy
mapumpytuzatopamu R1 u R2 co3gaH TyHHenb

IPSec [9]. Ha OC Ubuntu Server ycTaHoBIeHa U
Hactpoena yrtunuta vsFTPd [5], peamusyromas
FTP-cepep. Ha FTP-cepBepe ¢ mmudpoBanuem
yCcTaHOBJIEHa W HacTpoeHa yrmiuta VvsSFTPd B
KOMIIJIEKCE C KpUMTOrpaduIecKuM MaKeTOM s
muppoBanus OpenSSL. Takum oOpa3om, CKOH-
tdurypuposan cepsep ¢ mupposanuem FTP-gan-
HbIX 1o mportokory SSL [9]. Taxxke nns mud-
pOBaHMS MaHHBIX MOXET OBITh HMCIOJB30BaH H
nporokon TLS [9].

s ananusa mepenaBaemMoro mo cetu Tpaduka
BBITIOTHEHBI CIEAYIONINE ACHCTBUSA:

— samymen Wireshark ma IIK mns amamuza
Tpaduka;

— cnenand FTP-3anpoc nmonydenus ¢aiina c [1K
knuenTa Ha FTP-cepBep. Ha FTP-cepBep 3apanee
MTOMEIIEHBI TECTUPYEeMBbIe (hailirpl, HaIpuMep, U30-
OpakeHwus;

— anamm3 Tpaduka, mepexBaueHHoro [IK2
Mexay Mapuipytu3aropamu R1 u R2, cBugerens-
CTBYyET 0 TOM, 4To naHHbie FTP-ceccuu Henocryn-
HBI JJIs] U3BJICUCHUS;

— IIK1 mnepexBarbiBaer FTP-ceccuio u pgan-
HbIE, TIepeaBaeMble MEXJy KINEHTOM M CepBe-
pom. C momomneio onnuit Analyze > Follow TCP
Stream Wireshark jerxko oO0Hapy>XKHWBaeT OTKpPBHI-
tyto FTP-ceccutro.

Ha puc. 3 m3o6paxeH mpuMep IepexBayeH-
Hol FTP-ceccuu. IlepexBaueHbl ynpaBJsiiOLIde
koMaHabel nporokona FTP, umms mnone3oBaresns
(USER alex), mapons mons3oBarens (PASS 1234),
nepenaBaembrii aitn (PETR image for test.png).

IIpuBeneHHbIE NaHHBIE MO3BOJISIFOT PaccMo-
TPeTh MPOIECC MHUIHAIN3AINN CECCHHU W TIepe-
naqy aitna:

— HIDKE TaKeTa C 3alpocoM Ha TMepenady
PETR mnaitinen maketr FTP-DATA (cM. puc. 4) u ¢
nomotpio oniuii Analyze > Follow TCP Stream
> Save coxpaHeH TepemaBacMbIi (aim (image
for test.png);

— TepenaBaeMblii (Galyl TMOJTHOCTHIO COOTBET-
cTByeT (aiimy, 3apanee momemeHHoMy Ha FTP-
cepsep;

— TIpOjieNIaHbl aHAJOTHYHBIE JIEUCTBUS TIPH 3a-
npoce Ha FTP-cepBep ¢ mmdposanuem;

— TIepexBauCHHBIC MaHHBIC OymyT 3amudpoBa-
HBI C TOMOIIBI0 TIpoTOKoNa SSL, 4TO HE MCKIIO-
YUT, HO 3HAYUTEIHHO 3aTPYAHUT WX U3BJICUCHUE.

IIpuBeneHHbINI TPpUMEP HAITISAIHO MOKA3bIBAET
METOANKY aHaiau3a Tpaduka, MUCIOIB3YyEeMOro B
KOMIUIEKCe, a Takke 3((PeKTUBHOCTH MpHUMEHE-
HUS 3alIUIIEHHBIX COeIMHEHUN M X BaXKHOCTH B
TEIEeKOMMYHHKAIITHOHHBIX CETSX.
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Stream Content

220 (vsFTPd 3.0.2)

USER alex

331 Please specify the password.
PASS 1234

230 Login successful.

SYST

215 UNIX Type:
CwWD /

250 Directory successfully changed.

PORT 192, 168,0,6, 13G% 79

200 PORT command su ssful. Consider using
LIST

150 Here comes the directory listing.

226 Directory send OK.

TYPE I

200 Switching to Binary mode.

PORT 152,168,0,6,141,230

200 PORT command successful. Consider using
RETR image_for_test.png

150 Opening BINARY mode data connection for
226 Transfer complete.

QUIT

221 Goodbye.

L8

Entire conversation (577 bytes)

Follow TCP Stream = =

PASV.

PASV.

image_for_test.png (92958 bytes).

Haiati CoxpaHuTe Kak MevaTe ASCII EBCDIC Hex Dump C Arrays @ Raw
Cnpaeka Filter Qut This Stream 3aKkpuTh
Puc. 3. IlepexBauennsrii FTP-3ampoc
Source Destination Protocol | Lengtl | Info
LLLLLLLLLLL T P PP
192.168.2.2 192.168.0.6 FTP-DATA 13926 FTP Data: 13860 bytes
192.168.0.6 192.168.2.2 TCP 66 36326 = ftp-data [AcK] Seg=1 Ack=27721 v
192.168.0.6 192.168.2.2 TCP 36326 = ftp-data [ACK] Seq=1 Ack=41581 ¥

.168.

192.168.2.2 0.8 FTP
192.168.0.6 192.168.2.2 TCP
192.168.0.6 192.168.2.2 TCP
oo .0.8
192.168.0.6 192.168.2.2 TCP
192.168.2.2 192.168.0.6 FTP
192.168.0.6 192.168.2.2 TCP
192.168.0.6 192.168.2.2 TCP
192.168.2.2 192.168.0.6 TCP
192.168.0.6 192.168.2.2 FTP

d unsee
FTP Data: 5544 bytes
48252 = ftp [ACK] Seq=126 Ack=409 Win=2¢
36326 = ftp-data [ACK] Seq=1 Ack=47125 v
FTP Data: 45834 bytes
36326 = ftp-data [ACK] Seq=1 Ack=92960
Response: 226 Transfer complete.
48252 = Ttp [ACK] Seq=126 Ack=433 Win=2¢
36326 = Ttp-data [FIN, ACK] Seq=l Ack=9:
ftp-data > 36326 [ACK] Seq=92960 Ack=2 V
Request: QUIT

DATA

45500
66
90
66
66
66
72

Frame 73: 45000 bytes on wire (367200 bits), 45900 bytes captured (367200 bits) on interface 0
Ethernet II, Src: CadmusCo_f2:ff:d7 (08:00:27:f2:ff:d7), Dst: CadmusCo_88:84:68 (08:00:27:88:84:68)

Trtarnat Drataral Uareinn 4 Sree

102 1Ra 2 2 (102 1RE 2 20

net: 102 1ARR A A (102 1RA N R

Puc. 4. ITaketsl ¢ FTP-manabivmu (FTP-DATA)

Paccmorpum npumep mozpemupoBanus DOS-araku.
Ha puc. 5 nokazana cxema ceTH, IIO3BOJISIIOLIAS CMOJIE-
JIMPOBATh JaHHYIO araky. CeTb HaCTpauBaeTcsi Ha TPo-
tokone Mapmpytiaiuu OSPF [3; 7-8]. Cepsep Serverl
TMIPEZICTABIISIET COOOM XOCT, HA KOTOPBIA IPOWU3BOIWT-
cst DOS-araka u koropslii peaymzoan Ha OC Ubuntu
Server ¢ 3anyieHHbIM cepBepoM Apache Server [11].
Takum 00pa3zoM, oTkpsIT goctyt o HTTP [9] (cm. mopr
80). Xoct PC2 sBnsieTcs y37moM, ¢ KOTOPOTO TIPOHM3BO-
JmTcs araka, peaymsoBanHbiid Ha OC Kali Linux ¢ ycra-
HOBNIeHHBbIMU yTriMTamu Slowloris[12] i Torshammer
[13]. Xoct PC1 sBnsiercst y31moM MOHHTOPHHTA TpaduKa
C ycTaHoBIeHHOH rporpammoit Wireshark. Mapiipyra-
3arop R1 seisercs numo3om mepen Serverl, KOTOpbIit

pearm3oBan ¢ noMoriisio odpaza OC Cisco ASA ¢ Ha-
CTPOCHHBIMHU (DYHKIUsIMU 3anThl 0T DOS-arak.

DOS-attack

Puc. 5. CtpykrypHas cxema moaenupoanus DOS-ataku

«HpoxoMmyHHKaMOHHBIC TexHOTOrun» Tom 15, Ne 1, 2017, ¢. 29-35



Vasin N.N., Irbakhtin A.A. 33

Yrunuta Slowloris 3actaBnsieT arakyembIit
cepBep oOCITYyXHBaTh 0OJBIIOE KOJIUYECTBO OT-
KPBITBIX COCAMHEHUN NYTEM HENPEPBIBHOW OT-
npaBku HeszaBepuieHHbIXx HTTP-3anpocos. B
pe3yibpTaTe BCe MOTOKHU 3aHATH 00pabOTKO# 3a-
npocoB. /lanHas aTaka ocHOBaHa Ha YA3BUMOCTH
CaMUX CEpBEpPOB W TPYAHOPA3IUYUMa Cpeau
npyroro tpaduka. OcoOCHHO YA3BHUMBIMHU CUH-
TarTcs cepBepsl Apache.

Torshammer sBusieTcs YTUIUTOH, KOTOpas
peanusyeT ysA3BUMOCTb CEPBEPOB K MEIJICHHBIM
POST-3anpocaM. MeayenHble 3ampoCchl OCHOBA-
HBI Ha TeHeparnuu POST-3ampocoB, KOTopwIie 3a-
TE€M JOJITO JAOTOJHSIOTCSA, OOBIYHO MOCHMBOJb-
HO. B pesymbprare paboume MOTOKH 3aBHUCAIOT.
JlanHas araka OoCHOBaHa Ha yS3BUMOCTH CaMOTO
nporokona HTTP. /JanHO# ys13BUMOCTH mOABEP-
JKEHBI TIOUTH BCE CEPBEPHI, U aTaka Ha €e OCHOBE
TOXE TPyAHOpa3IWduMa Cpeau Apyroro Tpadu-
Ka.

PaccmaTpuBaeMble aTaku SBISIOTCS KpaiiHe
OTIaCHBIMH JUIsl cepBepoB. 1103BOIAIOT BRIOMBATH
MaJble U CPEHUE CAUThI U3 pab0dero COCTOSHUS
B CYNTAHHBIE MUHYTHI, HCTIOJIB3YS OJUH KOMITBIO-
Tep. 3amyCTUB JaHHBIC YTHJIUTH Ha xocTe PC2,
MOXKHO yOEIUTBhCSI, 9TO cepBep Serverl mpurmen
B HepaboTocmocoOHOE cocTostHUE, TO ecTh DOS-
aTaka yCHIEeNHO peain3oBaHa. MapmipyTusarop
R1, BRIMONMHAIOMUA POJIF MEXKCETEBOTO dKpaHa,
He P (PEeKTHBEH MPOTHB TAKOTO POJa aTak.

Takum o0Opa3oM, TaHHBIE aTaKW HEBO3MOXKHO
MpEeaOTBPATUTh HAa ypoBHE ceTu. OOHAPYXHUTH
TakWe aTaKW MOXXHO JIUIIb C TMOMOIIBIO CHCTEM
MOHUTOPHHTA pealibHOTO BpeMeHu. [loaTomy pe-
IIeHNe TaHHbBIX Mpo0ieM HeogHOo3HauHO. OTHUM
W3 METOJIOB SBJISETCS YCTAHOBKA Ha CEPBEPHI
crierquanbHOTO 1O, KOHTPOMUPYIOMIEr0 KOJIHYe-
CTBO COEIMHEHHWH W cOPachIBAIOIIETO 3aBUCIINE
yepe3 ONpeelIeHHBIE NPOMEKYTKH BpPEMEHH.
Eme oqHoO pemenne 3amMThl OCHOBAaHO Ha Mpa-
BUJILHOM HAacTpONKe MEHe)Kepa TallM-ayToB.

Cepsep Apache 3amuImaeTcs OT aTak MEJICH-
HOTO YTEHHUS 3a CUET YCTAaHOBKH paCIIMpPEHUSA
Mod security [14]. Ho u mannoe pemenune He
obecmeunBaeT moaHOW 3amuThl. Mod Security
— Moayibk Apache, mo6aBIsSIIOTIINIT BOSMOXHOCTH
0o0HapyXXEeHUS W TPEeIOTBPALICHUS BTOPKEHUS
Ha Web cepBep. Moayns momoben IDS cucre-
Me, KOTOPYI0 4YacTO HWCHOJB3YIOT IS aHaju-
3a ceTeBoro tpaduka, 3a MCKIIOYEHHUEM TOTO,
gto Mod security paboraer Tompko Ha HTTP
ypoBHe. CyIIecTBYIOT U JpyTrue MpoTrpaMMHBIE
CpencTBa JJIs 3alIUTHI CEPBEPOB OT TAKOTO poja
aTax.

3akJoueHue

Mcnonp3oBaHue KOMILJIEKCA HE OI'paHUYMBA-
ercs JaHHbIMH THpuMmepamu. Kommiekc mpeno-
CTaBJISIET IIMPOKHMI CIEKTP IO M3YyYEHHUIO KOH-
¢durypanuu ceteid U cepBepoB, KOHQUTYPALNH H
TECTUPOBAHUS 3AIIUILEHHBIX COCIUHEHUIN, MOJE-
JMPOBAHUIO PA3IMYHOTO POJia aTak U pa3paboTke
COOTBETCTBYIOUIUX MEP 3aIUThl OT HUX.
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In modern world upgrade of protect of communications channels is essential. Modeling is one of the methods
for learning new methods of attacks and new methods of protect. We solved this problem by using a hardware-
software complex for modeling. Complex for modeling works by using virtualization. Complex includes
virtualization system VirtualBox, network simulator GNS3, routers Cisco, switches Cisco, operation systems
KaliLinux, operation systems Ubuntu, program Wireshark, and program routers on the operation system Vyatta.
In this paper, we consider two examples of use of the complex for modeling. The first example describes the
transfer of FTP-traffic on open and secure channels. The second example describes the modeling of the DOS-
attack on the server. These examples describe some modeling techniques, used in the complex. We modeled
the operations of networks, servers, applications and attacked them. The identified vulnerabilities are closed
by means of protective measures.
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WEB APPLICATION OF ESTIMATING PROTECTION SYSTEM EFFECTIVENESS
OF THE ENTERPRISE

Bakhareva N.F., Fedorov S.V.
Povolzhskiy State University of Telecommunications and Informatics,
E-mail: fstepan2010@gmail.com

This article describes the WEB-application algorithm that allows to automate the audit of the company and to generate
recommendations for the protection of the company in accordance with the requirements of the legislation. Moreover, it
deals with the principle of the database formation. The authors describe the database according to the thematic issues of
the information security for all the selected groups, private indicators and reference base, which is the master system of
the protection. It is also represented the system of the group assessment, performance information security and the current
reporting security of the enterprise. In the result, the authors give an algorithm of the visualization of the audit results.
Using this application will reduce the resource and time which can be spent on the audit.

Knrouesvie cnosa: audit; algorithm; group metrics; private metrics; information security; information system; polar
coordinates; Cartesian coordinates

Introduction

The initial step in the constructing comprehensive
information protection system in the enterprise is the
audit of the information security, which comprises the
determination of the baseline level of the information
system security.

Nowadays, the information security audit
represents one of the most actual and dynamically
developing directions of the strategic and operational
management in the field of the company’s information
security. The relevance of the performing the audit
is caused by the necessity to ensure information
security in the organizations of various forms of
ownership.

From the perspective of the audit work, there are
three principle steps:

— collecting information and data, interviewing
workers and the study of organizational, administrative
and technical documentation;

— the analysis of data;

— the recommendations  development to
harmonize the safety requirements and reporting

documents (report or conclusion on the results of the
audit).

To automate the audit, to reduce resource and time
expenses for it’s conducting and visualization of the
results together with Information System Technology
(IST) a software in PHP language has been developed.
The database was created on the basis of MYSQL.
JavaScript and a technology for displaying Canvas
material were used for visualization of results.

The purpose of the project

Create a WEB-application, which allows to
automate the company’s audit and to form the
recommendations for the system protection of the
company in accordance with the requirements of
the legislation. The diagram of the WEB-application
operation is shown in Picture 1.

The basic tasks of the application

1. To get information about the company, its
functioning and security which is realized in the
course of specially organized interviews with senior

«Infokommunikacionnye tehnologii» 2017, Vol. 15, No. 1, pp. 35-39



