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WEB APPLICATION OF ESTIMATING PROTECTION SYSTEM EFFECTIVENESS
OF THE ENTERPRISE

Bakhareva N.F., Fedorov S.V.
Povolzhskiy State University of Telecommunications and Informatics,
E-mail: fstepan2010@gmail.com

This article describes the WEB-application algorithm that allows to automate the audit of the company and to generate
recommendations for the protection of the company in accordance with the requirements of the legislation. Moreover, it
deals with the principle of the database formation. The authors describe the database according to the thematic issues of
the information security for all the selected groups, private indicators and reference base, which is the master system of
the protection. It is also represented the system of the group assessment, performance information security and the current
reporting security of the enterprise. In the result, the authors give an algorithm of the visualization of the audit results.
Using this application will reduce the resource and time which can be spent on the audit.

Knrouesvie cnosa: audit; algorithm; group metrics; private metrics; information security; information system; polar
coordinates; Cartesian coordinates

Introduction

The initial step in the constructing comprehensive
information protection system in the enterprise is the
audit of the information security, which comprises the
determination of the baseline level of the information
system security.

Nowadays, the information security audit
represents one of the most actual and dynamically
developing directions of the strategic and operational
management in the field of the company’s information
security. The relevance of the performing the audit
is caused by the necessity to ensure information
security in the organizations of various forms of
ownership.

From the perspective of the audit work, there are
three principle steps:

— collecting information and data, interviewing
workers and the study of organizational, administrative
and technical documentation;

— the analysis of data;

— the recommendations  development to
harmonize the safety requirements and reporting

documents (report or conclusion on the results of the
audit).

To automate the audit, to reduce resource and time
expenses for it’s conducting and visualization of the
results together with Information System Technology
(IST) a software in PHP language has been developed.
The database was created on the basis of MYSQL.
JavaScript and a technology for displaying Canvas
material were used for visualization of results.

The purpose of the project

Create a WEB-application, which allows to
automate the company’s audit and to form the
recommendations for the system protection of the
company in accordance with the requirements of
the legislation. The diagram of the WEB-application
operation is shown in Picture 1.

The basic tasks of the application

1. To get information about the company, its
functioning and security which is realized in the
course of specially organized interviews with senior

«Infokommunikacionnye tehnologii» 2017, Vol. 15, No. 1, pp. 35-39



36 Bbaxapesa H.®., ®enopos C.B.

officials of the company, by examining technical,
organizational and administrative documentation, as
well as the study of the system information with the
help of special software;

2. To create a database application. The first
database represents the description of group and
private information security indicators which are
formulated in the form of thematic issues on the
information security, and the answers to them will
allow to describe the system of information protection
in the enterprise in detail. The group indicators are
formulated in the basic directions assessment of
the state security company. 16 group performances
(evaluation areas) are defined. The further stage of
the development is to expand the number of group
and private indicators depending on the specific of the
undertaking, the volume and the area of the survey.

The second database is a reference system
protection. The reference system is formed according
to the requirements of the Russian Federation

legislation in the field of information security. Audit is
conducted on the bases of the requirements for public
information systems that process personal data. These
requirements are regulated in accordance with the
Federal service of the Technical and Export Control
(February 11, 2013, Ne 17) «The approval of the data
protection requirements which don’t constitute a state
secret of the state information systemsy.

The answers to all thematic issues must be
evaluated by the unit, which has the full conformity
with the requirements. The organizational and
technical requirements for the information security are
formed according to the class of security information
system. The program includes all possible classes of
the security, ranging from 1 (the highest) to 4 (the

lowest).
After generating report, we compare obtained
results with the standard audit protection

system, and form recommendations to eliminate
vulnerabilities.

( Beginning
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Picture 1. Schematic diagram of the algorithm of the WEB-application
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3. The system of group performance assessment.
The evaluation of group indicator P is computed
from the estimates which contain private indicators
P, in it. It’s necessary to consider the significance of
the coefficients ¢;, which define the importance of the
private indicators for evaluating group indicators. When

counting coefficients of the significance ¢; it should be

n
performed the normalization condition: ZO{ ;» where
=1
n — the number of private indicators in tile i-th group
indicators. In this work, the coefficients inside each
group indicators are equal and their sum is one. The
plans of this work development is to build a detailed
algorithm for calculating the significant coefficients
which define the importance of the private indicators.

4. The formation of audit reports. The obtained test
answers (calculation of the group and private indicators,
pie chart) are reflected in the conclusion (report) about
the results of the audit. The report which is obtained
after the audit will allow to organize work about the
construction of enterprise protection system. It is a key
document describing: parameters and properties of an
information system, its organizational and technical
description, interaction with other systems, organization
of information security (physical security arrangements,
software, firmware and hardware protection), tasks
and business processes, which enterprise information
system carries out. It’s also important to determine
the most probable threats for the security concerning
resources and information system security that makes
possible the realization of these threats.

Thus, the construction of current status of company
security and the recommendations to harmonize the
protection system are formed.

5. The visualization of results. In addition to the
reports and recommendations of audit, the results are
presented by yet chart, as it is illustrated in Picture 2.
All the calculated parameters are displayed in the group
chart information of security sectors.

UKF IAF

ZIs

FALS

sV

ANZ

Picture 2. The Diagram of the indicators security
enterprise

Where IAF — Identification and authentication;

UPD — Management software access;

OPS — Limits software environment;

ZNI — Protection machine data carriers;

RSB — Registration of events security;

ABZ — Anti-virus protection;

SOB — Intrusion Detection;

ANZ — Analysis of data protection;

OCL — Ensuring the integrity of the information
system;

ODT - Providing access to information;

ZSV — Protection virtualization environment;

ZTC — Protection technical means;

Z1S — Protect information system and her means
of transmission;

INC — Detection incidents and respond to them.

UKF — Configuration management information
system.

In the sector, one of three zones is colored in
different colors, depending on the value of indicator.
In final evaluation of indicator group red (critical)
level is displayed from O to 50 percent, yellow
(average) level of protection is displayed from 50
to 75, and green (high) level is from 75 or higher.
To place text next to the levels, it’s necessary to
convert the polar coordinates to Cartesian.

The definition zones of the filling one security
indicator. This code fragment draws the arc and
reduces to the center of the circle line:

var start=(Math.PI/180)*270+(Math.P1/180)*num?*i;

context.arc(beginX,beginY,radius3,start,start+
(Math.PI/180)*num,false);

BeginX — Initial coordinates - X

BeginY — Initial coordinates - And

Radius3 — The radius of the circle

Start — Start coordinates

Num — Number of categories.

For example, to display the name of the measures
security next to the indicator in the chart, it is
necessary to translate the coordinates from polar to
Cartesian. The code snippet of the conversion from
polar to Cartesian coordinates to print the text in
the chart:

x=(beginX-42)*Math.cos (start+(Math.P1/180)

*num/2) + (beginX-30);

y=(beginY-50)*Math.sin(start+(Math.PI/180)

*num/2)+(beginY+10);

context.beginPath();

context.fill Text(«»+arrayKategory[i]+»», X, y);

BeginX — Initial coordinates — X

BeginY — Initial coordinates — And

Start — Start coordinates

Num — Number of categories
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( Begining ) Conclusion

— — The software is situated at the implementation
Definition of indicators of stage in the IST Company and is used to audit the

information security and security state of information system in the enterprise.
fundamental variables
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WEB-ITPUJIO’KEHHUE OHEHKH D9OPEKTUBHOCTH
CUCTEMBbI 3AIIUTHBI NPEAITPUATUA

baxapesa H.®., ®edopog C.B.
Tosonicckuti cocyoapcmeenubill yHugepcumem meiekommyHuxayui u ungpopmamuxu, Camapa, PO
E-mail: fstepan2010@gmail.com

Aymut MHQOPMALIMOHHOM 0€30IacCHOCTH MPEANpPUSITHS IPEICTaBIIeT cO00H OfHO U3 Haubojee aKTyaJbHBIX
Y IMHAMUYHO PAa3BHUBAIOILMXCS HAPABJICHUI CTPATErMYECKOr0 U ONIEPaTUBHOIO MEHEKMEHTa B 00JIaCTH MH-
(opmaroHHol 0e30MacHOCTH. AKTYyaJIbHOCTb IPOBEIEHMS ayIuTa 00yCcIOBIeHa HEOOXOIUMOCTBIO o0ecTeye-
HUsI THQOPMALIMOHHOM 0€3011aCHOCTH B OpraHU3alMsX pa3innyHbIXx popM coOcTBeHHOCTH. [Ipn opranuzanuu
ayauTa BBIIGJIAIOT TPU 3Tamna: coop MHGOPMALMK M CBEICHUH, HHTEPBBIOUPOBAHUE PAOOTHUKOB M M3yUYECHHUE
OpTraHU3aLUOHHO-PACTIOPSIIUTENBHON M TEXHUYECKOH NOKYMEHTALMH; aHAIN3 IOJyYeHHBIX IAAaHHBIX; BBIpa-
00TKa peKOMEeHIAIMH 10 MPUBEACHUIO B COOTBETCTBUE TPeOOBaHUSIM OC30MIaCHOCTH U MOATOTOBKA OTYETHBIX
JOKYMEHTOB (OTUET WJIM 3aKJII0UEHHE 0 pe3ysibTaTaM IPOBEACHHOTO ayanuTa). B crarbe npuBeaeHs! alroputm
WEB-npusoxenus, H03BOJSIOETO aBTOMAaTU3UPOBATh ayIUT KOMIIAHUU U C(OPMUPOBATH PEKOMEHAALMH T10
NPUBEICHNAIO CUCTEMBbI 3aLUThl MPEANPUATHS B COOTBETCTBUE C TPEOOBaHMSAMH 3aKOHOAATEIbCTBA, A TAKKeE
NpUHIKT GOPMHUPOBAHMS UCTIONB3YEMOM 0a3bl TaHHBIX: 0a3bl TEMaTHUECKUX BOIIPOCOB TI0 BCEM BBIACICHHBIM
IPYIIIOBBIM U YaCTHBIM MIOKA3aTeJIsIM U STAJIOHHOHM 0a3bl HHPOPMALMOHHON 0€30I1acCHOCTH, KOTOPas IPEeCTaB-
JsieT co0OH ATaOHHYIO cucTeMy 3auThl. [IpencTaBinena cucremMa OLeHKU MPYINOBBIX OKa3areneil nadopma-
LMOHHOM 0€30MacHOCTH U (OPMHUPOBAHHUE OTUETA O TEKYILIEM COCTOSHHUM 3allMIIEHHOCTH npeanpustus. [Ipu-
BEJICH QJITOPUTM BH3yaJHM3aLUM PE3y/bTaToB ayauTa. [locTpoeHHas nuarpamma rnoxasaresiell 3aiiieHHOCTH
CHCTEMBbI IIPEATIPUATHS HAITISHO MOKA3bIBACT YPOBEHB 3aLUILEHHOCTH HHPOPMALMOHHON CUCTEMBI IPEAIpHU-
ATHUSI IO OCHOBHBIM TIpyInaM Ioka3areseil. Mcrnonabp30BaHne MPUIIOKEHHUS MTO3BOJIMT COKPATHTh PECYPCHBIE U
BpPEMEHHBIC 3aTpaThl Ha IPOBEICHNE ayIuTa IPH COOTBETCTBUH TpeboBanusaM [Iprkaza denepanbHO cyKObI
M0 TEXHUYECKOMY U 3KCHOPTHOMY KOHTpoito oT 11. 02. 2013 Ne 17 «O0 yTBepkIeHNN TpeOOBaHUI O 3alNTe
nH(OpMAaLIK, HE COCTAaBISIOIICH TOCYyIapCTBEHHYIO TaiiHy, CoAeprKalleiics B rocylapCTBEHHBIX HHpOpMAaLH-
OHHBIX CHCTEMaX».

Knrwuesvle cnoga: aymut, anropuT™, TPYIIOBOM IIOKas3arelb, YaCTHBIM IIOKa3arelb, HH(OPMAIFOHHAS
0e30macHOCTh, HH()OPMAIIOHHASI CUCTEMA, TOJISIPHBIE KOOP/IMHATHI, ICKAPTOBBI KOOP/TUHATHI
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