AKTYAJIbHAA TEMA

. https://doi.org/10.17816/RJLS46406

The Influence of the Destructive Internet
Content on the Legal Awareness of the Youth'

Check for
updates

Gaivoronskaya Yana,

PhD in Law Science,

Associate Professor of the Department
of Theory of State and Law

at Far Eastern Federal University
E-mail: yanavl@yandex.ru

Karimova Yulia,

3 year Student

of Law School

at Far Eastern Federal University
E-mail: karimovazooi@bk.ru

Abstract. The paper analyzes the ways in which destructive internet content influences the legal awareness of youth.

Young people use the Internet most actively, so they are the most subject to the influence of both positive and

negative internet trends. Various means of legal education will be inefficient if the character and learning styles of

the younger generation are not taken into consideration. The authors define the specifics of the perception of the

information by Generation Z, aka “zoomers.” Also, they briefly survey some features of internet content, especially

those that are significant for perceptual psychology. The authors draw conclusions about trends in the sphere of

education, as well as offer some recommendations about how to use the knowledge of the specifics of Generation Z

in the legal education process.
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new laws and suppress unrest. Instead,
it means to cultivate a true and ever-
deepening, growing sense of justice.” This quote
from the Russian philosopher and state researcher
L.A. Ilyin, widely reproduced in school textbooks, is
gaining new relevance in the digital age. Successful
functioning of law and the state largely depends
on the legal consciousness in general and the
legal consciousness of young people in particular.
As a rule, the term “legal awareness” refers to
a system of ideas and theories, concepts, feelings,
and habits, formed on the basis of legal knowledge
and legal reality, as well as value orientations and
attitudes designed to regulate human behavior [1].
Simply put, these are the ideas of a person and
society concerning lawful and deviant behavior,
legal versus illegal, permitted versus punishable,
as well as the people’s attitudes to the law, the
state, legislation, government, and justice.

€( To make the law does not mean to invent

1

The study was financially supported by the Grant of the
President of the RF Ne HIII-2668-2020.6 “National-cultural and
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The main idea of public legal consciousness
today is the law’s high social value, the need for
its unwavering observance, and strict adherence
to legal requirements [2]. Such attitudes should
be the focus of attention in young people’s legal
education. However, in practice, everything is
much more complicated.

The most important factor in the formation
of legal awareness is legal education. Generally,
legal education leads to the formation of an
individual’s legal consciousness and culture under
the influence of sociopolitical, socioeconomic, and
other factors. Legal education in the narrow sense
is defined by experts as a systematic, purposeful,
controlled educational process of influencing
people's consciousness in order to form deep
and stable legal ideas, knowledge and beliefs [3].
However, the characteristics of manageability,
purposefulness, and systematicity are more related
to legal training, the effectiveness and scale of
which for youth audiences are quite relative.
Formal legal education is only one type of actual
legal education, and rather narrowly focused,
while sociopolitical and socioeconomic factors,
among others, have much more influence on the
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youth audience, especially considering the period
of impact on their consciousness. The Internet
and information technologies are today the most
important complex factors affecting young people’s
consciousness.

In a certain sense, one can say that in modern
reality, an individual is responsible for his own legal
education. More precisely, the main form of legal
education is spontaneous self-education, which is
associated with the lifestyle and typical modern
youth pastimes. The main source of information
for a modern person is now the Internet, so it
also becomes the main “source” of the individual’s
legal education.

According to the Digital 2020 study, at the
beginning of 2020, more than four and a half
billion people in the world are using the Internet,
and the audience of social networks has exceeded
the mark of 3.8 billion. Statistics show that almost
60% of the world's population is already online. In
this regard, experts have very reasonably concluded
that by mid-2020, half of all people on the planet
will use social networks. In Russia, the number
of Internet users was 18 million. This means that
81% of all Russians use the Internet.

Of course, the most active Internet users are
the younger generation. They are the first to pick
up trends and start using them in their daily lives.
This is quite logical, since users from 13 to 24 years
old are the first digital generation, whose growing
up was inseparable from technology. These are the
zoomers, Generation Z. In their habits, values, and
behavior online, they are fundamentally different
from millennials (Generation Y) and previous
generations. Most importantly, they spend much
more time online than do 25-34 year-old users3.

The main source of information, news,
communication, and entertainment for the new
generation is social networks. According to the
Digital 2020 study mentioned above, social
networks have already overtaken search engines
as the most popular way to get information online
in the group of 16- to 24-year olds*.

The zoomer generation is receiving information
in a whole new way. These features of perception

2 All Internet statistics for 2020—Figures and trends in

the world and in Russia. URL: https://www.web-canape.
ru/business/internet-2020-globalnaya-statistika-i-trendy/
(accessed 10.06.2020).

> A new generation of Internet users: a study of the habits

and behavior of Russian youth online. URL: https://www.
thinkwithgoogle.com/intl/ru-ru/insights-trends/user-insights/
novoe-pokolenie-internet-polzovatelei-issledovanie-privychek-
i-povedeniia-rossiiskoi-molodezhi-onlain/ (accessed
10.06.2020).

* All Internet statistics for 2020—Figures and trends in
the world and in Russia. URL: https://www.web-canape.
ru/business/internet-2020-globalnaya-statistika-i-trendy/
(accessed 10.06.2020).

change both the form and content of information
intended for young people. A different perception
of information is not just a fact, it is important for
their psychology. Far-reaching conclusions follow
from this, and these conclusions affect various
spheres of social life, including the educational
system, the media, public administration, the
cultural industry, the labor market, and the
economy. Let's take a closer look at these features
of information perception by Generation Z.

First, they are visual. Video blogs have
become the main source of information and
acquaintance with any material. Online videos
perform entertainment, education, and many other
functions for teenagers and young men.

Second, unlike other generations, Generation
Z has the property of “photographing” information.
Voluminous research and detailed articles are
a thing of the past. The picture is what is really
relevant now.

This is due to the active spread of so-called
“memes” in the Network. The history of Internet
memes began around 20065. Almost instantly, they
gained the attention of the younger generation,
becoming more widespread every year. The last
few years have been the peak of funny pictures’
popularity. Now a meme is not just a reason to
smile; it is a source of news, a popularizer of
science and art, a way to express oneself, even
a tool for passing exams of varying complexity.
Their specificity lies in the almost lightning-fast
reflection of reality: one minute this or that event
happened, the next minute the “meme” on this
occasion has already spread on the Network.

For more than a decade, young people have
become accustomed to this way of perceiving infor-
mation. As a rule, the text contains a lot of addi-
tional information; to remember them, you need to
understand what exactly you need to remember. The
picture makes it easier to perceive: it reflects the text
essence and, therefore, is better remembered. “I saw
(“I 8photographed”) a picture = I remembered the
material.” This is a new reality formula for zoomers.
The consequences will be discussed below.

Third, zoomers are influenced by video bloggers.
Young people are guided by the recommendations
of bloggers not only when buying goods and
choosing services, but also when determining the
concept of their own appearance, attractiveness, and
“status” ways of spending time, attitudes toward
things or people when forming assessments and
beliefs, life expectations, etc. In fact, these “opinion
leaders” form the worldviews and mentality of
young people; legal training within educational
institutions cannot compete with them. Moreover,
the blogger’s competence and qualifications, the

> Memes: myths and reality. URL: https://www.marketing.
spb.ru/lib-around/socio/meme.htm (accessed: 08.07.2020).
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degree of their involvement in the topic under
discussion, and quality of the information provided,
remains “behind the scenes,” i.e., almost without
affecting the audience’s trust.

Fourth, Generation Z consumes information
very quickly. This factor is fundamentally
important, since the Internet and, in particular,
social networks are quite a toxic and stressful
environment. Facebook and Instagram posts, for
example, generate not only joyful emotions, but
also envy. Read messages in a social network,
VKontakte, often go unanswered, and Facebook
posts draw a lot of negative comments. All of
this becomes an occasion for emotions, changes
in self-esteem, and the search for new forms of
psychological protection.

Of course, we do not pretend to put an end
to the controversial impact of social networks on
young people’s psyche. It’s necessary to understand
that many people perceive criticism completely
indifferently. For some, ignoring and being
optional in virtual communication is already a
“new etiquette” and goes unnoticed against the
background of many communications. For some,
“a better life” becomes a motivation, but not
a reason for envy. For some, but not for all. Virtual
communication carries over all the characteristics of
live “offline” communication, including needs and
expectations. Consequently, all the complexes and
experiences that could be inherent in an ordinary
young person in the communication process will
manifest themselves in virtual communication.
On the other hand, the distance and isolation of
the subject during Internet communication, as
well as occasional anonymity, bring completely
new features to the interaction, manifestations,
and consequences of which have not yet been
studied. Such communication conditions contribute
to forming a false sense of security and impunity,
a loss of responsibility and empathy toward
others, and a manifestation of selfishness and
aggression. All of this suggests that the experience
of communication in social networks (and virtual
space in general) can be very traumatic.

Associate Professor Christian Mayer of Bamberg
University, who collected data from Facebook users,
drew the following conclusions about the impact
of social networks on users’ emotional states and
behaviors. “Social networks offer such a wide range
of functions that they simultaneously act as stress
factors and as a way to distract from this stress,”
says the scientist. When people use [different
features] of the same platforms in order to cope
with stress, they eventually develop compulsive
behavior, and with it addiction is developing.”®

¢ Study: stress from social networks results in the addiction

to them. URL: https://habr.com/ru/news/t/465671/ (accessed:
08.07.2020).

Considering the speed of information
consumption, unpleasant impressions, reproduced
behaviors/responses and actions to overcome stress
are remembered and very quickly become habits.

The speed of information consumption
has two types of consequences: emotional and
psychological (mentioned above), and rational.
At the rational level, the early-formed speed of
information perception (as a vision, in a single
bright, simplified way) negatively affects other
intellectual operations. Instant perception does
not involve analysis, comparison, critical reflection,
correlation with one's experience and the formation
of one's own opinion. As a result, such a feature
of perception will prevent the practical application
of information, its transformation into knowledge,
and useful skills for other life situations. In
addition, it seems that the speed of perception
without proper completeness of content perception
makes it difficult to form a systematic thought
process and perception of reality, already a serious
problem in society. Insufficient development of
system thinking does not allow for forecasting
and planning on a personal and social scale, to
perceive the whole picture and recognize all the
influencing factors. It generates short-sighted and
obviously erroneous decisions. Whether this is the
case, we won't know for years or decades, when
the typical representatives of Generation Z will fill
the labor market and reach the level of decision-
making on a social scale.

But, even if such negative forecasts are not
justified (let's hope), the conclusion at the moment
is obvious: the rapid consumption of information
(including toxic information) leads to an instant
and uncritical assimilation of destructive attitudes.

By themselves, the features of perception
are unappreciated, in the sense that they can
lead to both positive and negative consequences
in different areas. Naturally, the peculiarities of
perception generated by environmental factors
allow us to form some fundamentally new skills
and also force us to change the overall standards
of activity in some areas. But this is a separate
topic of research. In this paper, identifying the
mechanisms of the destructive content impact, we
will focus on the possible negative consequences
that may be associated with the peculiarities of
the Generation Z psychology.

From the point of view of schoolteachers,
university teachers, and those employers who
have already faced Generation Z in working
relationships, representatives of the new generation
are not able to concentrate on one topic for
a long time, do not have stable preferences, suffer
from a narrow outlook and idealize multitasking,
replacing it practically with a dispersed attention
and a superficial perception of any object, from
educational videos to human relations.
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Another consequence of the digital age is
memory loss. This applies to a certain extent to
representatives of any generation who actively use
the Internet in their daily business and private
lives. The fact is that the need for memorization
under the conditions of the information society
infrastructure practically disappears. Getting this
or that piece of information (note: not knowledge,
but information!) is a second-long task solved with
a single finger tap. In such a situation, there is
simply no need to remember, since the “necessary”
information is always available. Obviously, this is
more relevant for zoomers than for others, because
they were originally raised in this milieu of receiving
information, including learning at an early age (this
period is very important for the development of
cognitive skills and intellectual activity).

In order to navigate a huge array of information,
one needs to learn how to filter it, discarding
situationally unnecessary information, which, in
turn, extinguishes the desire to acquire fundamental
knowledge. In this process of “natural selection,’
truly necessary information is often lost, while
the horizons of young people are significantly
narrowed, and critical thinking does not develop.

The main reason for the formation of these
perception features and their negative consequences
is the huge amount of information available to
zoomers and increasing every year. The more
information one has, the more difficult it becomes
to analyze it. Nor is there need for independent
analysis, since it is much easier to find ready-made
answers than to formulate independent analyses. And
young people actively use it, trusting Internet sites
and social networks for information which often
fails to correspond to reality and common sense.

The Italian writer and philosopher Umberto
Eco, in conversation with Jean-Claude Quarre,
expressed the interesting idea that it is difficult
for a person to abandon the mental habit of
trusting a written text, such that readers habitually
trusts what is written, but the former authenticity
requirements are no longer imposed on what is
written [4]. T.V. Chernigovskaya, a researcher in
the field of neuroscience and psycholinguistics,
known to the general public for her video lectures,
corroborated this concept, saying, “The brain is
not a sieve. We, roughly speaking, do not forget
anything; we just shift most of the data to the
“Other” folder. Everything is left there, and it
spoils all other information.”” This is directly
related to the digital generation: it turns out that

7 Chernigovskaya T.V. How to teach the brain to learn. Lecture
hall "Direct speech: The lecture series. ‘Why the brain needs
us” 2015. URL: https://yandex.ru/video/search?text=4epnu-
roBckag%20mekunn%22015&path= wizard&parent-req
id=1601509217765580-21601711366 1386910900267production-
app-host-man-web-yp-205&wiz_type=vital&filmId=
8640923936625934110 (mara obpauienust: 11.04.2020).

the younger generation independently feeds the
brain with false information.

This is not the worst of it, though, because,
in addition to inaccurate and false information,
a lot of dangerous information lies in the open
access Internet, which researchers call destructive
content. The General Director of the Center for
the Study and Network Monitoring of the Youth
Environment, during a round table in the Public
Chamber of the Russian Federation said, “Currently,
approximately 25 million accounts with destructive
content are registered in the Russian segment of
social networks”®.

“Destructive content” is a fairly new concept,
and even experts find it difficult to define.
According to Andrey Richter, Director of the
Office of the Organization for Security and Co-
operation in Europe (OSCE), the law does not know
such a term, and the concept is even contrary to
international law. “We can only guess that we are
talking,” he says, “apparently, about content that
destroys something™.

In the scientific community, destructive content
is understood as information with a negative
assessment of a particular person, social group, and
their relationships, including via the disparagement
of reputation and calls for destruction [5]. These
can be closed groups that call for inciting ethnic
wars and sectarian strife, extremism, separatism,
promoting anorexia, bulimia, suicide, etc.

According to the study “The Internet as
a Medium for Satisfying the Individual’s Needs,
conducted by the State Management University,
such content increases the general social level of
aggression. In addition, in the Internet environment,
deviations in the behavior of social network users
are much more often manifested and revealed,
which ultimately destroys the established norms
of morality and ethics®.

From all of the above, the question logically
arises: how can such information affect citizens’
legal consciousness?

As already noted, the individual’s legal
consciousness and legal culture are influenced
by numerous factors. Moreover, what is
fundamentally important, the subject’s legal
consciousness is formed under the influence
of his social relations and connections, and the

8 In the Russian segment of social networks, there are about
25 million accounts with destructive content. URL: http://rapsin-
ews.ru/human_rights_protection_news/20190530/299835996.
html (accessed: 10.06.2020).

° Is "destructive content" a reason to restrict the Internet?

URL: https://rus.azattyq.org/a/destruktivniy-kontent-inter-
net-ogranichenia/27739890.html (accessed: 11.06.2020).

10 The influence of destructive content: a study by the

GUU Department of Sociology and Psychology. URL: https://
guu.ru/news_ru/58742 (accessed: 11.06.2020).
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system of his value-normative orientation and
social practice [3].

The fact that children and young people are
much more susceptible to external influence,
and lack the capacity for critical and systematic
analysis, has long been known and obvious.
In combination with the peculiarities of the
Generation Z perception, the suggestive impact of
destructive content increases significantly.

If a young person falls under the influence
of, for example, extremist organizations banned
in the Russian Federation, his world perception
is significantly distorted. Any destructive content
is characterized by extremes, radicalism of beliefs,
and monovariance of behavior. If it is a religion,
it is the only religion; if it is justice, it is the only
concept of justice; if it is a struggle for ideals, there
is only this way of struggle; if it is an expression
of beliefs, only one point of view is acceptable; if
someone is not with us, then they are against us...
Actually, given these characteristics, the destructive
nature of its information and, more often, the ways
of its presentation are manifested. The unambiguity
(simplicity), brevity, imagery, and “sloganishness”
of the destructive content presentation make it
“meme-like,” i.e., very familiar and attractive for
assimilation from the point of view of the young
digital generation. The radicalism of any destructive
content creates narrow thinking, rejection of
the values of tolerance, pluralism, evolutionary
development, and mutual respect for members of
the society at large. On the other hand, destructive
content, i.e., information that motivates delinquent
behavior, is addressed to the consciousness with
such characteristics as narrowness, sketchiness of
perception, lack of tolerance, and pluralism. In
other words, it is again the young who “get hit.

In relation to the legal consciousness, the
distortion of the worldview is expressed in
disrespect for authority, disrespect for others and,
in fact, disrespect for human life, and, as a result,
in disrespect for the state and the law that protects
those denied values. Such a destructive sense of
justice has one feature: the people who demonstrate
it do not seek to replace the denied values with
others, which, in general, would be logical. Their
rapid assimilation of radical attitudes is caused by
short-sightedness, uncritical perception, and lack
of their own beliefs’ formation.

Against this background, it is easy to deviate
from the main idea of public legal consciousness,
which consists in recognizing the high social value
of law, the need for its unwavering observance, as
well as strict adherence to the legality requirements.

The classic question of N.G. Chernyshevsky
“What can we do?” is again on the historical agenda.
What can we do (and what should we do) with
the generation that does not want to learn the
fundamentals and is focused on false knowledge?

What can we do with the daily growing number
of accounts with destructive content? What should
we do about the young generation's distancing
from state-legal and ethical-social issues?

The ancient Roman principle of homeopathy—
“the medicine should be like illness”—is quite
applicable in the social sphere. Or, we can say
in another way, “If the mountain does not go to
Mahomet, then Mahomet goes to the mountain.”
We mean that we should speak to the zoomers in
their language. Only then will they be willing and
able to understand other “social languages” (the
characteristics and needs of different social groups).
The development of the knowledge economy and
the boom in artificial intelligence technologies are
fundamentally changing global educational trends
[6]. In the leading countries, the need for digital
transformation of the education system has been
recognized for a long time. For example, in the
United States, this issue has been one of public
policy priorities for more than 15 years [7].

With regard to Russia, we regret to say that
sites with destructive content perfectly use the
rule of Internet marketing: understanding their
target audience. However, legal propaganda and
legal training apparently do not possess the same
understanding.

It is quite possible to resist the toxic effects
of the virtual environment if a person is able to
distinguish destructive ideas from constructive ones,
true ideas from false. Has the person developed
responsibility (for themselves, their behavior,
their loved ones, at least), and formed their own
beliefs and understanding of social values? The
involvement of zoomers in the Internet environment
makes them vulnerable to destructive influence.
However, at the same time, this involvement
makes them available for interaction in their
Internet world and opens up new opportunities.
For example, it is possible to use the “complain”
or “block” function in social networks if you
encounter potentially dangerous information; ignore
such accounts in the same way as you would react
to viral mailings; report pages with unethical or
aggressive information to the competent authorities
via an electronic reception. All these actions are
accessible, understandable, and easy for avid
Internet users. Any activity in the digital space
generally appeals to both zoomers and millennials.
Electronic petitions and protests, and elections and
appeals, are behavioral forms that young people
choose. Electronic reaction may well be a new
form of social responsibility in the digital world.

However, in order to demand these actions
from young people, it is necessary to properly
train them. After all, conscious behavior in social
networks is a reflection of upbringing and maturity
in real life. There is a serious problem when the
old approaches to education have exhausted their
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usefulness, and new algorithms have yet to be
developed.

Speaking about legal education, we should admit
that the Internet contains very little information
about the law that is acceptable to zoomers. Of
course, there is a lot of legal information on the
Internet. The question lies with the quality of the
information (considering the legal reliability, and
the possibility of its assimilation). For the most
part, the information is incomprehensible and of
little interest to digital youth. It is not enough to
write good articles about the law and information
quality. We need to make sure that these articles
are read by the zoomer target audience.

From the point of view of legal education in
general, Instagram accounts of government agencies
and educational organizations can be good tools.
In the conditions of active social network use,
this approach of presenting information is much
more effective than official sites used for the same
purposes. Socially active students who present
legal information through social networks in an
accessible form and in a clear youthful language
have all the chances for success.

The pandemic experience has revealed the
underdevelopment of the online learning system
in Russia. The mechanical transfer of educational
activity forms to the Internet is a senseless and
inefficient idea. Video conference mode will not
turn a conversation or lecture into an online
learning experience. Other requirements for
education are due to the new generation specifics,
as described above, and must be taken into
account when drawing up new programs. “The
digitalization of our education system cannot be
limited to the creation of textbooks, digital copies,
or the transition to a virtual communication
environment, by replacing real teachers with online
courses.” Experts have been saying so for several
years. “The general approach to education should
be changed” [6].

This is fully true for legal training. The society
has an urgent need for a completely new quality
educational product reflecting the realities of

modern society. It is a product that should be
developed at all levels of education, from preschool
to university. Dr. E. Deming has formulated the
general goal for education as follows: “..To increase
the advantages and reduce the disadvantages so
that all students retain the thirst to learn” [8].
Educational content in an interesting presentation,
created according to the specific features of young
people’s perception, may well compete with video
blogs “about life and nothing” A fresh wave of
“constructive” Internet content should weaken
the influence of destructive content on the legal
consciousness of young people and ensure the
continuity of social values.
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AHHOmMauus. B cmamee nposodumca ananus enusHus decmpyKkmueHO20 UHIMePHem-KOHMeHMda Ha Npagoco3HaHue
Monodexncu. Monodexs — cambiil akmueHblll NONbL3068AMeENb UHMEPHEM-NPOCMPAHCMEBd, NO3MOMY UMEHHO OHA OKd-
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HblX UHMepHem-mpeHdos. Bce opmbl npasosozo socnumaHus 6ydym HedelicmeeHHbl, eCaU He y4UMbleamb Cneyu-
¢Puxy monodozo nokosneHus. Asmopsl popmyaupyrom ocobeHHOCMU gocnpusmus uH@opmayuu «3ymepamu». Kpome
amoezo, daemcs kpamkuti 0630p HeKOMOpwbIX ocobeHHOCMell UHMepHem-KOHMeHMd, KOmopble UMerm NpUHYUNUdib-
HOe 3Ha4eHue C MOYKU 3peHus ncuxojo2uu eocnpuamus. B saxniouenue opmynupyemcs asmopckas nosuyus no
noeody meHOeHyull pazeumus 06pazoeaHus, a makxice 0AOMCS PeKOMEHOAUUU NO UCNOAb308AHUIO JAHHLIX O Cne-
yuguke nokonenus Z @ npoyecce npasosozo obyqeHUs.

Knioueewie cnoea: npaso, npasocosHaHue, npasosoe eocnumaue, MHmepHem, coyuanbHas cembs, nokosneHue Z
(nokoneHue 3ymepos), socnpusmue uH@opmayuu, decmpyKmueHblli KOHMeHM, eblcwee 06pa3osaHue.
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