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Abstract

Considering the substantive features of the digital rights recently introduced in the current legislation indicates that the rules
of information systems established by their owners are the most vulnerable to crime. An increased level of risk is created by
the possibility introduced by Russian entities to use the digital rights of foreign information systems because their rules do
not meet the requirements of Russian legislation. This significantly complicates the disclosure of blanket dispositions of the
relevant criminal law norms, which represents the solution of inverse challenges that have a certain analogy with the solution
of integral equations with several uncertainties. The described system of computer modeling of criminal manifestations in the
field of digital rights covers all challenges, the solution of which will create a modern system of criminal law protection of
subjects concerning digital rights. The first part is aimed at preparing and justifying changes and additions to criminal legisla-
tion and procedures. The second part covers the challenges of proper information and methodological support for investigative
actions concerning the establishment of the subject of proof, collection, verification, and evaluation of evidence in relevant
criminal cases. This passage describes the features of the approaches and methods used for the formation of appropriate hier-
archical systems of legal algorithms. It also details how the creation is based on the packages of applied computer programs
for practical application in an interactive mode.

Keywords: digital rights; rules of information systems; criminal law protection; computer modeling algorithms; computer
criminology; subject of proof; limits of proof; computer forensics; interactive expert systems.

To cite this article
Prorvich VA. Computer madeling of criminal manifestations in the field of digital rights: basic approaches and algorithms. Russian journal of legal studies.
2023;10(3):7-19. DOI: https://doi.org/10.17816/RJLS568994

Received: 09.08.2023 Accepted: 17.09.2023 Published: 30.09.2023
ECOSVECTOR Article can be used under the CC BY-NC-ND 4.0 International License

© Eco-Vector, 2023


https://doi.org/10.17816/RJLS568994
https://doi.org/10.17816/RjlS568994
https://crossmark.crossref.org/dialog/?doi=10.17816/RJLS568994&domain=PDF&date_stamp=2023-10-29

AKTYATTEHAS TEMA Tom 10, N° 3 2073 POCCHICKII ypHaN NPaBOBbIX MCCIEN0BAHNIA

YOK 343.9
DOI: https://doi.org/10.17816/RJLS568994

HayuHas craTbs

KoMnbloTepHoe MopenupoBaHue NpecTynHbIX
nposiBnieHui B cepe uudpoBbIX Npas:
OCHOBHbIe NOAXOAbl U aNroOpPUTMbI

B.A. lNpopeuny

MockoscKas akagemus CneacreeHHoro komuteta P®, Mocksa, Poccus

AHHoTaums

PaccMoTpeHne cofiepiaTenbHbiX 0c0BeHHOCTel HeflaBHO BBeLEHHbIX B [E/CTBYHLLEE 3aKOHOAATENbCTBO LM(POBLIX NpaB
MoKa3ano, 4To Havbonee yA3BUMbIMU L1 KPUMMHANA ABNIAKOTCA NPaBWUna UHPOPMALMOHHBIX CUCTEM, YCTaHABIUBAEMBIX UX
obnapatensmu. Ewe bonee BbICOKMIA YpOBEHb PUCKOB CO3AaeT BBEJEHHAsA 3aKOHOAATENbHO BO3MOXHOCTb MCMOMIb30BaHUSA
POCCUIACKMMM CYbBEKTaMU LUMGPOBLIX NPaB MHOCTPaHHBIX MHPOPMALMOHHBIX CUCTEM, MOCKOSIbKY MX MPaBuia He COOTBETCTBY-
toT TpeboBaHNAM POCCUICKOr0 3aKOHOAATENbCTBA. 3TO CYLLECTBEHHO YCNIOKHSAET pacKpbiThe 611aHKETHBLIX AMCMO3MLMIA COOT-
BETCTBYIOLLMX YrONOBHO-MPaBOBbIX HOPM, KOTOpoe (aKTUyecKu npefcTaBnseT coboi peleHve obpaTHbIX 3aAad, UMEKOLLMX
onpefeneHHyI0 aHanoruio C PeLeHeM UHTErpabHbIX YPaBHEHMIA C PALOM HEOMPEAENIEHHOCTEH B UX JIEBOW U NPaBOM YacTu.
OnucaHHas cucTeMa KOMMbIOTEPHOTO MOAENIMPOBaHMA MPECTYMHbIX NPOSB/EHMIA B cdepe LUMQPOBLIX NpaB 0XBaTbIBAET BECH
KOMMIEKC NpobnieM, peLleHne KOTOPbIX MO3BOSUT CO3AaTh COBPEMEHHYI0 CUCTEMY Yro/IOBHO-NPABOBOM 3alLMThl CYObEKTOB
undposbix npas. Ee nepBas YacTb HalleneHa Ha NOATOTOBKY M 000CHOBaHWE TeX U3MEHEHWI U LOMOSHEHWIA, KOTOpLIe Heob-
XOAMMO BHECTU B YrO/I0BHOE U YrofIOBHO-NpoLieccyanbHoe 3aKoHOAaTeNbCTBO. Bropas yacTb oxBaTbiBaeT npobieMbl Hafsle-
)atero MHQOpPMaLMOHHO-METOAMYECKOr0 0becrneyeHms CrefCTBEHHbIX AeUCTBUI, CBA3aHHbIX C YCTAHOBNIEHUEM NpeaMeTa
L0Ka3blBaHUs, cOOPOM, NPOBEPKOM M OLIEHKOW [L0Ka3aTeNbCTB N0 COOTBETCTBYHLUMM YronoBHbIM fenaM. OnucaHbl ocobeH-
HOCTU MOJX0L0B U METOA0B GOPMUPOBAHUA COOTBETCTBYIOLLIMX MEPAPXUYECKUX CUCTEM HOPUAMYECKUX aNrOpUTMOB, a TaKKe
CO3/1aHMs Ha UX OCHOBE NAKETOB MPUKNALHbIX KOMMbIOTEPHBIX NPOrpamMM Asi MPaKTUYECKOT0 NPUMEHEHMSA B MHTEPAKTUBHOM
pexmMme.

KnioueBble cnosa: Ll,I/Id)pOBbIe npaea; npaeuna MHd)OpMaU,MOHHbIX CUCTEM; YronioBHO-NpaBoBad 3alliTa; anroputMbl KOM-
NbOTEPHOro MOAENMPOBaHUA; KOMNbIOTEPHAA KPUMUHOJIOTNA; NpeaAMET A0Ka3biBaHWUA; Npeaeibl A0Ka3blBaHUA; KOMNbIOTEP-
HaA KPUMUHAINCTUKA; UHTEPaKTUBHbIE IKCNEepPTHbIE CUCTEMbI.
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Since the introduction of digital rights, which
the legislature has classified as property rights, into
the current legislation under Federal Law of March 18,
2019 No. 34-FZ, new problems have arisen concerning
the criminal legal protection of individuals who hold these
rights, a group that comprises the majority of Russian
citizens. The significance of these problems continues to
grow, yet the relevant criminal law and criminal-procedural
norms have not been adopted, setting off a chain reaction
of problems in law enforcement, particularly in cases
involving these rights [1].

The most urgent problem faced in law enforcement
stems from the fact that, following the updated wording
of Articles 128 and 141.1 of the Civil Code of the Russian
Federation (CC RF), digital rights are defined as “obligatory
and other rights, which content and conditions for
the implementation are determined in accordance with
the rules of the information system”. However, when
introducing the new legal concept of “information system
rules”, the legislator failed to specify the procedures for
their adoption or even the requirement that such rules
must comply with the existing legislation. Furthermore,
the problem of accountability for their violation remains
unaddressed.

Attempts to interpret these legal norms “by default”,
assuming that all owners of information systems are law-
abiding Russian citizens, were invalidated by the legislature.
When incorporating provisions on digital financial assets
into the current legislation through Federal Law No. 259-FZ
of July 31, 2020, it was specified that digital financial assets
are defined as digital rights whose issuance, accounting,
and circulation are only possible through entries in an
information system based on distributed registry. These
assets can serve as subjects to mortgages, objects of
purchase and sale transactions, exchanges of other types of
digital financial assets (including those issued according to
foreign information system rules), or digital rights of other
types. It is evident that the rules of foreign information
systems are not created by law-abiding Russian citizens
and do not automatically comply with the requirements of
current Russian legislation.

Leaving aside the issues of protecting the digital rights
of Russian citizens in foreign jurisdictions, which fall beyond
the scope of this article, it is vital to focus on the most
immediate problems of a criminal law nature. The absence
of criminal law provisions that reveal the characteristics
of various types of crimes in the field of digital rights has
given rise to new problems associated with the proper
interpretation of the broad provisions of existing criminal
law norms. This is where the lack of legislative regulation
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regarding the rules of information systems, which govern
the interaction between system owners and their clients,
is manifested most clearly This absence gives rise to
a host of uncertainties in the classification of such crimes,
negatively impacting their detection, resolution, and
investigation [1, 2.

Research reveals that the procedures for identifying
blanket, reference, and mixed dispositions in criminal
law norms, followed by the development of detailed
characteristics of specific types of economic crimes, are
highly labor intensive [3]. This complexity arises primarily
because investigators must consider not only numerous
provisions from dozens of federal laws but also hundreds
of regulations at various levels. Additionally, the legislator
has introduced rules governing information systems, within
which a wide array of digital rights transactions occur.
Consequently, there is a high level of risk of legal errors
due to objective and subjective factors, with the investigator
held responsible [4].

Among the objective reasons for these legal errors, we
must highlight inherent shortcomings in the approaches
used to uncover the blanket dispositions of criminal law
norms for crimes, as identified by many legal experts
and scholars. According to certain established methods,
the investigative process is based on the application of
the General Part of the Criminal Code of the Russian
Federation (CC RF), followed by relevant federal laws and
regulations [5]. In this case, monitoring plays a significant
role, ensuring that investigators remain within the scope
of criminal law when constructing a comprehensive legal
description of the crime under investigation.

From a legal perspective, this approach is completely
justified, despite several practical challenges of
implementation that heighten the risk of legal errors.
However, from a mathematical standpoint, it places
investigators in the position of solving an “inverse problem.”
This is because when developing a criminal law norm,
the legislator must consider not only the characteristics of
the social relations violated criminals but also elements
of civil and special legislation regulating legal relations
in the relevant segments of social relations involving
economic entities, including business customs.

Furthermore, when forming certain criminal legal
norms concerning digital rights, legislators have started
using complex mathematical probabilistic models.
The identification of the elements of the crime’s object and
subject, as well as its objective aspects, becomes fraught
with complexities when disclosing the blanket dispositions
of these norms. This, along with several other objective
and subjective factors, contributes to an exceptionally high
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latency level in such crimes. This latency primarily applies
to a broad spectrum of criminal manifestations related to
market manipulation within the digital rights domain [1, 2].

The attributes of the crime’s object, as revealed by
criminologists within the field of digital rights, require
not only sociological research but also the exploration of
entirely new aspects of legal relations within the context of
transitioning to a new information society. Criminological
research that delves into the objective aspects of such
crimes, and their subjective aspects is gaining increased
relevance. However, this research is time-consuming
and remains far from complete, with the application of
mathematical modeling to analyze criminal manifestations
within the digital rights field still underutilized by
criminologists.

From a mathematical perspective, the legislative
process shares certain similarities with the convolution of
functions involving multiple variables or the formation of
integral transformation [6]. Through this “legal convolution”
of various provisions within the current legislation, we
arrive at a concise expression of the blanket, reference,
or mixed disposition of the corresponding criminal law
norm. Attempting to reveal such a disposition and establish
a comprehensive criminal legal description for a specific
crime within the sphere of digital rights represents an
“inverse legal problem.”

A more detailed examination of the intricacies of
this “legal convolution” that characterizes criminal
manifestations within the digital rights framework,
including the aforementioned problems in forming
information systems rules, further complicates the process.
At this point, we can draw analogies with the formation of
integral equations of various types [7]. Due to uncertainties
on both sides of the “legal integral equation”, it possesses
an infinite number of solutions, thus carrying a high level
of risk of legal errors when adapting existing criminal law
norms to the digital rights system.

Mathematicians offer various methods for solving such
inverse problems, including successive approximation
methods based on the theorem of Fredholm et al. For inverse
problems plagued by uncertainties, regularization methods
have been developed to provide “interval estimates”,
indicating the possible range of the desired solution.
The application of a priori information plays a significant
role, paralleling the investigator’s task in forming detailed
criminal legal characteristics of a crime under investigation
while considering all available information.

As the use of various cryptocurrencies in the modern
economy expands, diverse scenarios emerge for regulating
legal relations among subjects at various levels [8].
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Simultaneously, it is necessary to consider the influence
of criminal manifestations on each of these scenarios and
the measures adopted to mitigate their adverse effect.
However, identifying and recording crimes in the field
of digital rights, facilitated by blockchain technology,
remains a formidable challenge. However, when
investigating collections of such crimes occurring before
and after the adoption of cryptocurrency, the process of
identifying and recording encoded information traces is
greatly simplified. In many cases, this involves interval
assessments of relevant information regarding the actions
of digital rights subjects.

As computer technology advances, direct numerical
modeling methods have become increasingly valuable for
addressing such problems. By changing the initial data on
the left part of the equation within predetermined limits,
numerous solutions to the direct problem can be obtained
through numerical modeling. These solutions are then
compared with the right part of the equation to determine
the best match, the desired solution. In some cases, more
complex algorithms were used, such as selecting multiple
solution options that were further scrutinized with a priori
information to obtain the desired solution.

When we apply an analogy to “legal modeling,” a concept
used by investigators when forming detailed criminal legal
characteristics for specific crimes under consideration, we
need to focus on several key aspects. These features come
into play when defining these problems and developing
a system of algorithms for solving them. However,
the process of legal modeling of criminal manifestations
remains insufficiently formalized, leading to frequent
legal errors that adversely affect the entire process of
investigating criminal cases.

The research highlights specific aspects related to
the formalization of the main stages of such modeling.
First, critical provisions used by the legislator when
defining the concept of a “crime” in Article 14 of the CC RF,
as well as the detailed characteristics of all its elements
in the General Part of the CC RF, should serve as basic
input data. Additionally, a system of mandatory and optional
elements for the most common crimes in the field of digital
rights can be treated as “information standards”.

To ensure that the criminal legal characteristics of these
types of crimes are amenable to computer modeling and
support the proper investigation of relevant cases, a set
of attributes defining the concept of “evidence” should be
incorporated as the second fundamental concept when
forming a system of initial data for computer modeling of
criminal manifestations in the digital rights domain. This
results in two sets of computer modeling tasks, aimed at
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defining the most important elements of a crime to facilitate
proper classification and investigating cases involving
crimes in the digital rights domain.

When framing both sets for computer modeling of
possible criminal manifestations in the digital rights
system, several alternative approaches with varying content
can be identified. These approaches can be categorized as
“empirical”, “theoretical”, and “combined”.

Empirical approaches are based on existing practical
experience in identifying, solving, and investigating these
types of crimes. For digital rights crimes, convictions are
relatively limited, with the highest number of relevant
criminal cases typically associated with fraud using
electronic payment methods (Article 1593 of the CC RF), and
the lowest number associated with market manipulation
(Article 1853 of the CC RF) [1, 2.

During the formalization of the entire body of information
derived from these criminal cases, the characteristics related
to the object, objective aspects, subject, and subjective
elements of various types of digital rights crimes can be
identified and organized systematically. This facilitates
the comparison of these characteristics with content-
relevant criminal law norms and enables the establishment
of approaches to uncover blanket, reference, and mixed
dispositions used by courts. By examining the results,
we can develop recommendations for selecting the most
appropriate options for computer modeling of these types
of crimes in law enforcement practice.

These recommendations serve primarily to enhance
the developed models and algorithms for computer
modeling of various types of crimes in the digital rights
domain. However, they can also provide a foundation for
methodological recommendations for investigating relevant
criminal cases involving digital rights crimes, including
the development of relevant forensic techniques.

The theoretical approach involves the formation of
formalized characteristics of the “legal field". These
characteristics reveal the dynamics of interactions between
law-abiding digital rights subjects, involving information
systems owners and consumers of their services. To
achieve this, simulations of such interactions can be based
on the totality of provisions with the current civil and
specialized legislation, established business customs, and
a certain set of “information standards” can be established
for the activities of law-abiding subjects in the existing
legal framework.

However, the research conducted reveals that
uncertainties emerge due to certain inconsistencies in
various types of legislation, particularly at the level of by-
laws. Furthermore, these inconsistencies are compounded
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by noted disparities between the rules established by
various information system owners and the provisions
of the current legislation. These inconsistencies can be
addressed through various methods, including the use of
empirical data.

When examining theoretical models for deviations
from “standard” activities of law-abiding digital rights
subjects and identifying the attributes of typical violations
of current legislation, it is crucial to consider key criminal
law provisions. Not every violation of current legislation by
digital rights subjects comprises all elements of a crime,
particularly concerning issues related to the subjective
aspect of the crime, such as intent, the nature of motives,
and the form of guilt.

Modeling these elements of a crime is characterized by
significant uncertainties. To address these uncertainties,
certain approaches from the field of criminology, along
with elements of artificial intelligence (Al) based on neural
network algorithms, must be used [9, 10]. The most effective
results are achieved by integrating these approaches with
empirical data based on a comprehensive overview of real
judicial and investigative practice for crimes of the type in
question.

In the subsequent step of defining the tasks for
computer modeling of digital rights crimes, we explore
the possibilities of implementing a system of rules
developed by owners of various information systems into
the existing legal framework. However, this step introduced
more uncertainties as formalizing these rules often
revealed inconsistencies with the requirements of current
legislation, particularly concerning the rules of international
information systems used by Russian digital rights subjects
for specific transactions.

To minimize the introduction of excessive uncertainty,
it is advisable to form a second layer of the legal field,
independent of the first, reflecting the characteristics of
the formalized rules established for digital rights subjects
by the owners of various types of Russian information
systems. For the same reasons, a third layer of the legal
field based on the formalized rules of international
information systems used by Russian entities is also
recommended. The fourth layer of the legal field can be
developed by examining and summarizing aspects of
criminal law norms applicable to crimes of the type under
consideration, incorporating empirical data from judicial and
investigative practices. This multilayered representation of
the legal field offers a clearer view of the legal regulations
governing the activities of digital rights subjects.

Furthermore, combined approaches for defining tasks
for computer modeling of criminal manifestations in
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the digital rights domain aim to harness the information
capabilities of “empirical” and “theoretical” methods. By
using the “multi-layered” characteristics of the existing
legal field, they enhance the efficiency of such modeling
while eliminating the challenge based on empirical data,
those crime models in the digital rights field that violate
fundamental principles of Russian criminal law.

At the stage of developing methods for solving
problems related to computer modeling of possible criminal
manifestations in the digital rights system, several options
are available. The formation of a “multilayered” legal field
provides an information and technological foundation
for examining the characteristics of its components and
their interrelationships, significantly reducing the number
of provisions in current legislation whose convolution
allows for the identification of elements in the committed
crime. Within the corresponding algorithms, the following
“localized” operations can be conducted:

1. Identification of possible violations of the rules of
foreign information systems: a) by owners of information
systems; b) clients of these information systems; and
c) third parties.

2. Identification of possible violations of the requirements
of current legislation by subjects of digital rights:
a) by owners of information systems; b) clients of these
information systems; and c) third parties.

3. Identification of possible violations of the rules of
Russian information systems: a) by owners of information
systems; b) clients of these information systems; and
c) third parties.

4. ldentification of possible inconsistencies between
the rules of information systems of other countries and
those of Russian information systems.

5. ldentification of other possible violations and
inconsistencies, depending on the specific situation related
to the modeling of a specific crime in the field of digital
rights.

It is important to clarify that these described theoretical
approaches to computer modeling aim not so much at
identifying possible violations of current legislation by
digital rights subjects but at identifying potential sources
of criminal manifestations within the digital rights domain.
Consequently, the structure of the corresponding algorithms
uses problem-oriented information processing systems
and several criminal law criteria. Additionally, cyclic
information processing plays an important role, allowing
for the refinement of results through a series of successive
approximations.

Itis crucial to emphasize that approaches for establishing
criteria of a criminal legal nature are not purely theoretical
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but are closely related to law enforcement practices in
digital rights crimes. They aim to identify potential elements
of such crimes by examining anomalies in the activities of
digital rights subjects and exclude scenarios that do not
constitute crimes. This involves the use of legal algorithms
for “interval assessments” of the potential elements of
crimes in the category.

Regarding the results of computer modeling of
criminal manifestations in the digital rights domain that
remain after the exclusion process, the methods used
for their further processing are focused on significantly
narrowing the intervals for each characteristic of potential
crime elements and identifying the maximum number of
mandatory and optional elements of such crimes. Empirical
data from judicial and investigative practices are also
integrated into this process.

Additionally, new algorithms for using the results of
computer modeling of criminal manifestations in the digital
rights field are emerging. By comparing the substantive
features of “model” and “empirical” versions of crimes
in this category with archived criminal cases that were
previously suspended, opportunities arise for identifying
the root causes of unusually high latency in certain types
of digital rights crimes. This is particularly relevant to
crimes associated with market manipulation, as mentioned
earlier [1, 2].

A noteworthy aspect that deserves specific attention is
the newfound potential of the developed algorithm system for
computer modeling of criminal manifestations in the digital
rights domain. An examination of the characteristics of
criminal law norms for many types of such crimes reveals
that, when forming their dispositions, the legislator did
not pay adequate attention to their “processability” in
law enforcement. This means that investigators must
not only reveal the aspects of blanket, reference, and
mixed dispositions within these criminal law norms but
also address the problems of properly applying criminal-
procedural norms to gather evidence from electronic
documents and other electronic information.

Despite the proclaimed close connection between
criminal and criminal-procedural law by many experts
[11], real-world situations often give rise to various
inconsistencies. Specifically, the interactions of digital
rights subjects are documented in electronic documents
created using specific software, including computer codes
stored in relevant information systems. Some of these
electronic documents may contain encoded traces of
the crimes in question, which investigators must identify
and document, while others may contain information
relevant to the ongoing criminal investigation.
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Article 474.1 of the Code of Criminal Procedure of
the Russian Federation (CCP RF) titled “Procedure for
the use of electronic documents in criminal proceedings”,
introduced in 2016, primarily governs the submission of
petitions, statements, complaints, and other electronic
documents in court proceedings. However, there are
currently no articles in the CCP RF that regulate the use
of electronic documents in pre-trial proceedings or provide
guidance to investigators on how to handle electronic
documentation while generating evidence in a criminal
case. This omission significantly complicates the proper
implementation of investigative actions that involve
electronic documents and other electronic information,
which are essential for generating the necessary evidence
and supporting relevant criminal cases in the field of digital
rights.

The application of the aforementioned algorithms for
computer modeling of criminal manifestations in the digital
rights domain should not be limited exclusively to tasks
directly linked to criminal law. If these algorithms are
used to identify all the elements of specific digital rights
crimes, a significant portion of the criminal legal problem
can be addressed. However, if investigations are unable to
effectively process large volumes of electronic documents
to generate the required body of evidence in the relevant
criminal cases, the primary goal of establishing a system
for the criminal legal protection of digital rights subjects
remains unsolved.

As previously mentioned, the use of sets of empirical
data from judicial and investigative practices is integral to
solving the first part of the problems related to computer
modeling of criminal manifestations in this domain. This
approach allows for the extraction and summarization
of detailed criminal legal characteristics of digital
rights crimes as determined by the court in the relevant
criminal cases. Equally important is the examination and
generalization of information related to the procedures
for obtaining, verifying, and examining evidence in cases
considered by the court. This information can be used to
address the second set of tasks for computer modeling of
criminal manifestations in the digital rights domain. This
information can also be used to solve these problems
within the framework of computer modeling.

While the first part of the computer modeling problem
focused on the concept of “crime” as a key notion,
the second part centers on the concept of “evidence”.
Through the examination of provisions such as Articles 17,
24, 73, and 74 of the CCP RF, as well as various other
CCP RF provisions, the primary informational, criminal
legal, and criminal-procedural aspects of this concept of
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“evidence” were established. This laid the foundation for
the development of legal algorithms designed to process
electronic and other information, to systematically obtain
information that confirms the presence of elements of
a specific digital rights crime in the act and supports
circumstances that must be proven during the criminal
investigation.

This approach allows for the integration of both the first
and second parts of the identified problems related to
computer modeling of criminal manifestations in the digital
rights domain. The first part of the developed algorithm
system focuses on the formalization of the characteristics
of a specific crime within this domain. The second part
is geared toward identifying encoded information traces
of such crimes, generating the necessary evidence for
relevant criminal cases, and conducting their verification
and examination. In essence, this approach merges
the essential aspects of the concept of “crime” as expounded
in the General Part of the CC RF with the fundamental
features of the concept of “evidence” as disclosed in
the CCP RF.

As a result, the setting of computer modeling tasks for
criminal manifestations in the digital rights domain entails
the convergence of key concepts from criminal and criminal-
procedural law, along with the associated provisions
in the current legal framework. This involves not only
the aforementioned articles of the CC RF but also several
other provisions within these codes. The joint application
of tools from criminal law to develop information support
for investigative actions to reveal, disclose, and examine
economic crimes was first documented in a book authored
by a substantial team of scholars and practitioners [3].

Subsequently, algorithms for establishing the facts
of problems, obtaining the necessary evidence, and
conducting verification and examination, were developed
and significantly expanded upon in a book produced at
the Moscow Academy of the Investigative Committee of
the Russian Federation [12]. These algorithms are not
only applicable for proper verification and examination
of individual pieces of evidence in specific criminal cases
but also for determining the sufficiency of the cumulative
evidence collected. This offers a fundamentally new
approach to determining the limits of evidence in criminal
cases related to digital rights crimes under investigation.

Thus, it can be affirmed that the approaches and
methods for computer modeling of criminal manifestations
in the digital rights domain presented here include several
problems associated with establishing a modern system
for the criminal legal protection of the rights and legitimate
interests of citizens, organizations, the state, and society
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as a whole during the era of universal computerization and
digitalization. These methods are not only concerned with
the timely detection of crimes of this nature and ensuring
the inevitability of punishment for offenders but also focus
on crime prevention.

It is worth noting that the practical application of
the described algorithms for information and legal
examination within the scope of computer modeling of
the aforementioned criminal manifestations is a highly
complex and labor-intensive task. Therefore, they need
to be organized into a certain hierarchical system with
cyclic application, using the principle of successive
approximations, starting with the simplest analysis options
based on specially generated criminal law criteria. Similar
hierarchical algorithm systems have been outlined for
various areas of developing and implementing methods for
investigating various types of digital rights crimes, involving
both the “traditional” and digital economies [13].

It is crucial to emphasize that the system of legal
algorithms described here, which enables the simulation of
intricate social processes characteristic of the transition to
a new information society, falls within the scope of problems
considered within the framework of cybernetics. This field,
established in the late 1940s by the scientific group of Wiener
and von Neumann, is based on the similarities between
control and communication processes in machinery, living
organisms, and their populations. Its primary goal is to
explore the fundamental patterns that underlie control
processes in various environments, conditions, and fields
of human activity [14].

Primarily, this pertains to the processes of transmitting,
storing, and processing information, the management of
which occurs in complex dynamic systems characterized
by variability and potential for development. These
are attributes shared by the system of relationships
in the digital rights domain. Problems associated with
studying systems and resolved through mathematical
methods. In essence, this entails the use of a specialized
mathematical language, a language only comprehended by
a few legal professionals.

The primary methods of cybernetics include
algorithmization, the wuse of feedback, machine
experiments, systems approach, and formalization. One
of the most important achievements of cybernetics is
the development of a method for mathematical modeling,
where experiments are conducted not with a real physical
model but with computer implementation of a mathematical
model of the object under study, constructed according to
its description. This approach offers significant flexibility
when conducting experimental research.
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This is precisely the situation typical of modeling social
processes associated with the activities of subjects of
digital rights, both law-abiding and others. Simultaneously,
it pertains to a complex system of restrictions imposed
on the activities of these entities by current legislation.
In addition, this system of restrictions contains various
gaps and contradictions that create conditions for various
types of offenses and crimes. Identifying these problems
based on the results of computer modeling will enable
us the substantiate proposals for introducing appropriate
changes and additions to the current legislation.

Moreover, after preparing and justifying such proposals,
a new cycle of computer modeling can be conducted
to create an “improved” system of legal regulation of
the activities of digital rights subjects. If new problems are
identified, it is possible to prepare new, more advanced,
and better-substantiated options for changes and additions
to the current legislation.

The theoretical foundation of cybernetics is
mathematical cybernetics, which incorporates various
branches of mathematics, including mathematical logic,
discrete mathematics, probability theory, computational
mathematics, information theory, coding theory, numbers
theory, automata theory, complexity theory, mathematical
modeling, and programing. Additionally, cybernetics
involves various subfields such as technical, economic,
biological, medical, physiological, and linguistic cybernetics.
Each of these fields has its terminology, a distinct language
with a specific set of concepts and operations that requires
specialized training for mastery [14].

An analysis of the current situation regarding
the establishment of a system for the criminal legal
protection of subjects of digital rights reveals that
the aforementioned approaches to creating hierarchical
systems of algorithms for modeling crimes should be
viewed as an initial step in the development of a new field
of science, “juridic cybernetics”. The creation of this field
will involve resolving numerous problems and overcoming
significant obstacles. One of the most pressing tasks is
the development of a new legal algorithmic language with
a carefully structured system of concepts and formalized
connections within the appropriate thesaurus.

This endeavor will not only facilitate mutual
understanding and effective collaboration between
representatives of the criminal law and information
fields but also address the uncertainties that often arise
in communication among legal scholars, especially when
they come from different legal specialties and scientific
backgrounds. It is not without reason that the popular
expression suggests that within a discussion between two
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lawyers, three opinions usually emerge. However, when
an algorithmic language is used and the initial is informed,
an unambiguous conclusion can be obtained. As the source
data changes, a different but also unambiguous conclusion
can be obtained.

Moreover, it is crucial to highlight the emergence of
fundamentally new opportunities for the development of
“legal cybernetics” at the intersection with the already
established and successfully thriving field of linguistic
cybernetics. Within the latter, not only are machine
translation systems being developed but also serve as
means of human-computer communication, including
“natural” language, as well as structural models for
processing, analyzing, and examining information.
Consequently, regarding the practical implementation of
the approaches, models, and algorithms described above,
aimed at creating a system for the criminal legal protection
of subjects of digital rights, a solid foundation already exists
for the creation of modern tools.

In this context, it is imperative to revisit the statement
made at the beginning of this article, which indicates that
the legislator classifies the system of digital rights as
rights of obligation. This underscores the need to prioritize
the substantive features of obligations and rights of claim
outlined in the contracts between information system owners
and their clients. Within the framework of “smart contracts”,
these substantive features are concealed using blockchain
technology not only from third parties but also from law
enforcement agencies and courts. Therefore, if, during
the conclusion of such a contract, a more experienced party
decides to deceive the other party for its benefit, the deceived
party’s pursuit of the legal protection of its rights and
legitimate interests appears to be exceedingly problematic.

Particularly challenging situations arise when subjects
of digital rights must establish legal relationships with
the owners of multiple information systems that may also
have certain contractual relationships. Typically, these
systems do not disclose their characteristics to their
clients, resulting in a complex chain of obligations in which
the interests of a specific client are not given primary
consideration.

It is essential to note that the criminalization of acts
in the field of rights of obligation has occurred in a rather
contradictory manner. Following the introduction of Article
159.4 of the CC RF, “Fraud in business activities”, in 2012, it
was declared unconstitutional and became invalid in 2016.
While some provisions related to deliberate failure to fulfill
contractual obligations were introduced in the same year in
parts 5, 6, and 7 of Article 159 of the CC RF “Fraud”, they
are still rarely applied in the field of digital rights.
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This situation is particularly relevant to criminal
manifestations associated with market manipulation,
which are characterized by a high level of concealment,
as mentioned earlier. Most of these crimes involve
digital documentation circulated within interconnected
information systems. According to current legislation,
issue-grade securities are issued in the form of electronic
records in certain information systems, and electronic
exchange trading is conducted using other information
systems. Transactions concluded through these systems
are registered in the electronic registers of specialized
information systems, and payments are made using
electronic payment systems.

Moreover, the owners of these information systems
generally use proprietary software and do not disclose
the specifics of their contractual relationships to third
parties. Criminals, however, exploit the most advanced
information technologies to infiltrate one of the links in
the described chain of information systems and take special
measures to conceal their operations.

To identify and document traces of these types of
crimes within the digital rights system, an extensive
set of information technologies and problem-oriented
software tools must be developed. Equally important
is the development of well-founded proposals for
the necessary changes and additions to criminal and
criminal-procedural legislation. Achieving this requires
computer modeling of criminal manifestations against
the subjects of digital rights described, as described in this
article, particularly in the context of market manipulation.

It is worth emphasizing that one of the most significant
achievements of cybernetics is the identification and
formulation of the problem of modeling human thinking
processes. These problems take on a new significance in
the context of modeling the thought processes of digital
rights subjects, including their criminal aspects, as well as
the thinking of lawyers working on establishing a system
for criminal legal protection of these subjects. Furthermore,
the use of the algorithms described above for information
support of investigative actions offers fundamentally new
opportunities for revealing the basic principles of criminal
and criminal-procedural law in the evolving landscape of
the information society.

For example, the implementation of one of the basic
principles of criminal procedure law, as expressed in
Article 17 of the CCP RF, “Freedom of evaluation of
evidence”, entails the formation of internal convictions
among investigators, prosecutors, judges, and jurors. This
formation is not based on the law and conscience but on
the totality of evidence available in a criminal case. In actual
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practice, many investigators struggle to pinpoint the specific
legal guidelines they follow, and subjective examination
exerts a significant influence when using the collected body
of evidence to form an internal conviction.

This often leads to discrepancies in the examination
of the results of the collected evidence between
the investigator and prosecutors, prosecutors and the court,
especially when jurors are involved. Due to the high degree
of subjectivity in examining evidence, these situations
often become difficult to resolve. Such discrepancies and
conflicts do not contribute positively to the administration
of justice in criminal cases involving new types of digital
rights crimes.

Simultaneously, with the use of the system legal
algorithms under consideration, several fundamentally new
opportunities are created not only for shaping investigators’'
internal beliefs. The application of the provisions of criminal
and criminal-procedural law to establish quantitative
indicators of the sufficiency of the collected, properly
verified, and examined body of evidence forms the basis for
uniform approaches for informing all parties involved. This
significantly helps in reducing the cases of disparities in
examination results and, more importantly, conflict arising
from differences in their approaches to forming internal
convictions.

Here, it is important to address language and thinking
problems, which are closely interconnected, especially
when initiating the thought process of relevant individuals
and forming its results. It is important to consider
the similarities and fundamental differences in the language
and thinking of the majority of digital rights subjects,
criminal actors, and lawyers in the fields of lawmaking and
enforcement.

The advancement of cybernetics and the emergence
of computer science as a new science, involving a wide
range of industry areas, poses new challenges to legal
sciences. To accommodate the modern developments
and interaction of computer science, mathematics, and
cybernetics, it is important to determine acceptable
methods for implementing the tools created in these
fields in the field of criminal law sciences. This approach
enables detailed research on the designated approaches,
methods, and algorithms for computer modeling of criminal
manifestations in the digital rights domain while avoiding
purely “technocratic” solutions to complex legal problems.

The detailed development of the hierarchical systems
of algorithms described earlier for computer or computer
modeling of various aspects of social relations concerning
digital rights enables the creation of the necessary software
for practical application. This software can be divided into
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several packages designed for various purposes, with
a focus on its interactive mode.

This software can be used to establish a set of
“information standards” for legal relations among law-
abiding subjects regarding digital rights in various
economics, finance, management, and information exchange
spheres. During its creation, hypertext technologies and
other elements of Al can be used to select the most typical
standards.

Software with a similar number of information processing
algorithms can aim to develop “information standards” for
unlawful conduct by subjects of digital rights. The selection
of the most typical standards should take into account
the specific features of the chains of obligatory rights of
subjects with various levels and types. Using these standards,
“information images” of not only the most common offenses
in the digital rights domain can be formed. By comparing them
with empirical data from judicial and investigative practice,
sets of characteristics can be identified, and information
standards can be formed for actually committed. This
enables the initiation of new cycles of computer modeling in
an interactive mode to create information images of sets of
characteristics of these crimes.

These software packages are primarily intended for
scientists and specialists involved in computer modeling of
criminal manifestations in the digital rights domain. They
are designed for interactive use, with results guiding users
to conduct increasingly in-depth examinations, leading
to a higher level of research problem formulation. This
dialogue with a computer equipped with these programs
occurs cyclically, allowing researchers to ascend to new
levels of knowledge.

With a degree of convention, their activities can be
described as “computer criminology” in the digital rights
domain, as the results of such research can justify proposals
for necessary changes and amendments to current criminal
and criminal-procedural legislation.

Furthermore, based on the algorithms described above,
packages of application software can be developed to provide
information support for investigators, legal professionals,
forensic experts, and specialists. Their specificity nature
also involves interactive use, where legally significant
decisions are made exclusively by authorized lawyers who
enter relevant input data into the interactive forensic or
expert system as needed in dialogue with their computer.

It is important to emphasize that when using many
“branded” computer programs from foreign manufacturers,
law enforcement officers often have to operate with an
element of uncertainty due to the lack of complete disclosure
regarding the system of algorithms on which these programs
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are built. As a result, it is common for programs to be based
on the basic tenets of the Anglo-Saxon legal system, which
may not align with the Russian legal system.

Unfortunately, such problems are often identified too
late in the investigation process when the criminal case
is already undergoing review by prosecutors or the court.
Even when using similar software from Russian computer
companies, it remains challenging to change the current
situation based on the analysis results.

However, the detailed development of the hierarchical
systems of algorithms described above enables a detailed
description accessible to all participants in criminal
proceedings. This requires the necessary “transparency”
of the software built on these systems. Consequently,
the information obtained through these computer programs
can be adequately verified, as well as the evidence
generated based on them in relevant criminal cases.

The practical implementation of the described set
of studies in the field of computer modeling of criminal
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