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ABSTRACT: A monetary system is a historically established model of organized monetary circulation that includes the
national monetary unit (legal tender), the types of banknotes, and the order of their issue and circulation. This model is nor-
matively fixed, since it is a core component of the national economy. At the same time, the security of a monetary system
is a primary strategic goal in the economy of a nation. The achievement of such a goal is possible by solving specific tasks
related, inter alia, to the prevention of criminal actions in the analyzed area.

As key elements of crimes against the monetary system, national criminal legislation should highlight property obtained
by criminal means, including laundering of funds (Articles 174 and 1741 of the Criminal Code of the Russian Federation), coun-
terfeiting (Article 186), and the illegal turnover of payment funds (Article 187). Given the dynamics of changes taking place in
society and the state, the structures of criminal elements are likewise subject to transformation, especially with regard to the
development of digital financial technologies.

The legal vacuum of the new sphere of public relations, its subordination to algorithms and programs on the one hand,
and the blank nature of these norms of criminal law, on the other, as well as the imperfections of procedural mechanisms
focused on regulating “analog” public relations, as opposed to digital, on the other, form barriers to legal influence. This article
is devoted to the analysis of these and other problems of the legislative regulation of crimes that encroach upon the monetary
system via digital economic relations.
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"pOGﬂeMbl 3aKOHOAaTesIbHOM pernaMeéHTauluu
YFOHOBHOﬁ OTBETCTBEHHOCTMU 3a MNpecTynjieHusa,
nocAarawowiue Ha geHexxHylo CUcTeMy, B ycinoBuax
u,ud)poauaau,uu 3KOHOMMYECKUX OTHOLUEHUM

© [.A. MNeyeruH

MHCTVITyT 3aKoHoaaTenbCTBa U CpaBHUTENIbLHOIO NpaBoBEEHUA NPU npaBVITeJ'IbCTBe Poccuiickon (Denepauww

AnnHomayus. [leHerkHan (BanoTHO-EHEKHaA) cucTeMa NpeacTaBnAeT cob0M UCTOPUUECKM CIIOHUBLLYIOCA MOLENb Op-
raHW3aUuu BaloTHO-EHEHHOr0 06paLLeHWA 1 BKYAET B Ce6A HALMOHANbHYIO JEHEMHYI0 eAMHULY (3aKOHHOE NiaTe-
HOe CPefCTBO), BUAbI JEHEMHBIX 3HAKOB, MOPAAOK MX BbiMycKa (3MMccum) u obpaleHua. [aHHas Mogens GuKcupyeTcs
HOpPMAaTWBHO, MOCKOMbKY ABNAETCA CTEPHHEBLIM KOMMOHEHTOM HaLMOHaNbHOM 3KOHOMUKW. [Ipn 3TOM cocToAHMe ee 3a-
LUMLLEHHOCTM COCTaBAAET OAHY U3 OCHOBHBIX CTPATErMyeckmx Lienen obecneyeHnA HaLuMoHanbHoM besonacHocTu B obna-
CTM 3KOHOMMKU. [loCTUIKEHME TaKoM Lieiu BO3MOXKHO MOCPELICTBOM PeLLEHUA KOHKPETHbIX 33y, CBA3AHHbIX B TOM YMC/e
C NpoPUNaKTUKOM, NpeaynpexaeHMEM U NpefoTBPaLLEHWEM NPECTYMHbIX 1 NPOTUBOMNpPaBHLIX AEMCTBUI B aHANU3UPYEMON
chepe.

B KauecTBe KO4EBbIX COCTaBOB NPECTYMNIEHWN, MOCATAOLLMX HA BaNIOTHO-LEHEMKHYI0 CUCTEMY, B HALMOHANBHOM Yro-
JIOBHOM 3aKOHOJaTeNbCTBE CriedyeT BblOeNUTb fleranu3aumio (0TMbIBaHME) [EHEHKHbIX CPeLCTB MAM MHOMO MMYLLLECTBa,
MONYYeHHbIX NPECTYNHLIM nyTeM (cTatbn 174 u 174" YK PO), danblumsoMoHeTHUYecTBO (cTatba 186 YK PO), a Take He-
npaBoMepHbI 06opoT cpeacts nnaterent (ctatba 187 YK P®). KoHCTpyKUMM COOTBETCTBYIOLLMX COCTABOB MPECTynieHUN
nofBeprKeHbl TpaHChOpMaLMK B CUITy IMHAMUKK NPOUCXOAALLMX B 06LLECTBE M rocynapcTBe Npeobpa3oBaHui, CBA3aHHBIX
€ pa3paboTKoi 1 BHeApeHMEM LMdpPOBbIX GUHAHCOBLIX TEXHONOTMI. [paBOBOM BaKyyM HOBOM cepbl 06LLECTBEHHBIX OTHO-
LUEHWI, e CONOAYMHEHHOCTb, B NEPBYI0 0Yepeb, anropuTMaM 1 nNporpaMMaM, ¢ 0HOM CTOPOHbI, M BNaHKETHBIN xapaKTep
YKa3aHHbIX HOPM Yr0/I0BHOr0 3aKOHOAATEeNbCTBA, @ TaKMKe HeCOBEPLUEHCTBO MPOLeccyanbHbIX MeXaHW3MOB, KOTOpble 0pu-
EHTUPOBaHbI Ha PErynyMpoBaHne «aHanoroBbiX», TO €CTb He LM(POBbIX, 06LLECTBEHHBIX OTHOLLEHWUI, C OPYrour, opMupyloT
bapbepbl NpaBoBoro Bo3geicTBUA. CTaTbA NOCBALLEHA aHANM3Y 3TUX U UHbIX NPobneM 3aKoHOLATeNbHOW periaMeHTaumm
Yro/I0BHOM OTBETCTBEHHOCTW 3@ NPECTYN/IEHWA, NOCAraloLMEe HA AEHEKHYI0 CUCTEMY, B YCNOBUAX LMOPOBM3aLMM IKOHO-
MWYECKMX OTHOLLEHUN.
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CTBEHHOCTb.
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The legalization of money or other property obtained by
criminal means (aka “money laundering”), counterfeiting,
and illegal circulation of payment funds violate the proper
functioning of the national monetary system through its
so-called contamination with economic goods that do not
have a legal basis, mainly monetary funds [1, p.106]. These
types of illegal activities are recognized by researchers as
“shadow” processes and are considered one of the main
threats to the banking sector, along with corruption, false
bankruptcy, and cybercrime [2; 3, p. 12], especially in the
context of the development of financial technologies and the
digitalization of economic relations.

“Financial technologies (“fintech”) and regulatory
technologies (“regtech”) are new, dynamically developing
phenomena of public life both in Russia and in many countries
abroad” [4; 5, p.47; 6; 7]. Due to the inherent structure of
such technologies, however, their use allows criminals to
circumvent the boundaries and barriers that are laid down
in the legislation in connection with countering economic
crimes [8]. In this regard, it is important to point out the
problems that arise in the field of legislative regulation of
criminal liability for crimes that infringe on the monetary
system. Let us examine some of them.

1. Inconsistency of national and international
levels of regulation

The construction of the corpus delicti associated with the
laundering of money or other property is due to the significant
influence of international regulation on countering this type of
socially dangerous behavior. Key among the many relevant
pieces of legislation are the United Nations Convention
Against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances', the United Nations Convention on Laundering,
Search, Seizure and Confiscation of the Proceeds from
Crime?, the United Nations Convention Against Transnational
Organized Crime®, the United Nations Convention Against
Corruption®, the Council of Europe Convention on Laundering,
Search, Seizure and Confiscation of the Proceeds from
Crime and on the Financing of Terrorism?®, European Union
directives,® and FATF documents.

! Concluded in Vienna on 20.12.1988.
2 Signed in Strasbourg on 08.11.1990.

3 Adopted in New York on 15.11.2000 by Resolution 55/25 at the 62™
plenary meeting of the 55" session of the UN General Assembly.

“  Adopted in New York on 31.10.2003 by Resolution 58/4 at the 51
plenary meeting of the 58th session of the UN General Assembly.

5 Signed in Warsaw on 16.05.2005.

¢ For example, Directive No. 2015/849 of the European Parliament and
of the Council of the European Union “On the prevention of the use of
the financial system for the purposes of money laundering or terrorist
Financing, on the amendment of Regulation (EC) 648/2012 of the Euro-
pean Parliament and of the EU Council and on the repeal of Directive
2005/60/EC of the European Parliament and of the EU Council and
Directive 2006/70/EC of the European Commission” (adopted in Strasbourg
on 20.05.2015), the EU Directive on Combating Money Laundering, etc.
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These international instruments primarily address the
definition of what constitutes the subject of a monetary
crime, which is any economic benefit obtained or extracted,
directly or indirectly, as a result of the commission of
crimes. Such a broad approach to the definition of the crime
subject makes it possible to regulate specific measures
at the international level to counter this type of socially
dangerous behavior, regardless of the form of obtaining the
corresponding benefit by the attacker. This is effective in
qualitatively eliminating existing risks and preventing the
emergence of new ones in the context of the constantly
changing nature of threats, including in connection with the
development of technologies. For example, the relevant
measures are consistently implemented in the European
Union at the level of Mandatory Directives for Member States
on Combating Money Laundering.

In contrast to international regulation, national regulation
aimed at countering this type of socially dangerous behavior
is limited by the peculiarities of legislation, not only in
criminal law, but also in civil law, financial law, and other
spheres.

The subject of a monetary crime, according to the
definition by the Plenum by the Supreme Court of the Russian
Federation (Resolution No. 32 of 07.07.2015), is money or
other property knowingly acquired by a person or persons
in a criminal way, as well as received as a material reward
for a crime committed or as a payment for the sale of items
restricted in civil circulation. At the same time, in accordance
with the wording of the aforementioned Resolution No. 1
of 26.02.2019, “cash” means cash in the currency of the
Russian Federation or a foreign currency, as well as non-
cash funds, including electronic funds. “Other property”
includes movable and immovable property, property rights,
and documentary and non-documentary securities, as well
as property obtained as a result of processing property
acquired by criminal means or as a result of committing
a crime (for example, a building constructed with materials
acquired by criminal means).

This explanation follows the civil-legal characteristics of
the objects of civil rights. In accordance with Article 128 of
the Civil Code of the Russian Federation, objects of civil rights
include tangible things (including cash and documentary
securities); other property, such as property rights (including
non-cash funds, non-documentary securities, digital
rights); the results of work and the provision of services;
protected results of intellectual activity and equated means
of individualization (intellectual property); and intangible
goods. However, it should be recognized that the objects
of civil rights listed in Article 128 of the Civil Code of the
Russian Federation still do not give a complete picture of the
analyzed crime subject.

Analysis of the legislation on digital financial assets,
the national payment system, as well as on currency
regulation and control does not allow to directly attribute
the so-called foreign tokens, cryptocurrencies, and other
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digital financial instruments to the crime subject under
consideration.

According to the FATF recommendations, however,
cryptocurrencies are a kind of virtual money; namely, they
are decentralized, convertible, distributed, open-source peer-
to-peer virtual currencies based on mathematical principles,
and do not have a central administrator, centralized control,
or centralized supervision [9]. Today, the functions of money
can be performed not only by money that has the power of
payment [10, p. 47]; that is, by money that has the power of
payment. Signs that are legal tender, but also digital financial
instruments, and in the future, other monetary “surrogates”
[11] (for example, quantum “money”).

From an economic point of view, digital financial
instruments are an economic boon for their owner, since
they can be exchanged for traditional forms of money,
accepted as payment in certain jurisdictions, perform the
function of storage, etc. For this reason, it is appropriate to
assert the transformation of the “payment power” concept,
which, in relation to digital financial instruments, is now
mediated not only by legal means, but also by economic
laws, as well as by the free goodwill of participants in digital
transactions [12]. This confirms the legitimacy of using
the term “economic good” at the international level to
express the crime subject related to money laundering.

These instruments represent an expression of value
to their owner and, for this reason, are an economic good
at the international level, subject to the requirements of
AML/CFT/FRMU. Thus, the feature of the subject in the
context of the analysis for the features of the crime structure
related to the money laundering is expressed today to
a greater extent by economic (financial) categories (benefits),
usually cloaked in a legal form, which is not considered at
the national level.

2. The “lack” of positions’ unity (on the example
of counterfeiting and illegal turnover of payment
funds)

The circulation of money and securities for the purposes
of qualifying the offense under Article 186 of the Criminal
Code of the Russian Federation in the criminal law science
is traditionally associated with cash, which exists in the
form of banknotes and coins [13] as well as securities in
documentary form [14]. However, with the advancement of
technology, the issue of counterfeiting non-cash, electronic,
and digital funds merits special attention.

Most scholars who analyze the problem of counterfeiting
of such funds agree that the non-cash, electronic, and digital
forms of banknotes and valuables in the form of records on
accounts in the information systems of credit and financial
organizations precludes their forgery [14; 15], since the
subject of the crime affects the object of the material world,
directly named in the disposition of the corresponding
article [16] (via production, storage, and transportation).
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The above explanations, in general, indicate in favor of the
materiality of the subject of the analyzed corpus delicti.
This conclusion is also confirmed by the features of the
functioning of information systems, which take into account
the records of crediting or debiting funds.

The technologies that form the basis of such systems
exclude the possibility of giving electronic or digital records
the property of significant similarity with funds in non-cash
or electronic or digital forms, since they will not be integrated
into the information space of the corresponding system as
fake. The validation stage of an electronic (digital) record
allows one to determine with certainty whether the record
is authentic. If the system confirms the “falsified” record, it
does not become fake, since it excludes the possibility of
verifying this reality fact.

Meanwhile, some researchers recognize the possibility of
forging non-cash, electronic, and digital funds [17, p. 41-45].
Scientists see the rationale for this thesis in the law, which
expresses the economic dependence between the commodity
mass, the price level and the speed of circulation. Thus, the |.
Fischer equation shows that the economy is equally subject
to fluctuations and crisis shocks, depending on the amount
of funds in circulation in comparison with the amount of
goods and services produced.

The introduction into circulation of funds not controlled by
the state, both in cash and in non-cash form, may lead to
a violation of the balance between the amount of money in
circulation and the total amount of money spent in the state
economy during the year, causing a crisis in the economic
situation and violating the direct object of Article 186 of the
Criminal Code of the Russian Federation-relations established
in the monetary system of Russia. [18, p. 118-119].

The immediate object of the analyzed corpus delicti
undergoes negative changes not only as a result of forging
cash, but also in cases of falsifying non-cash, electronic, or
digital funds. Therefore, the composition of the analyzed crime
is formed not only by the partial falsification of banknotes or
documents (valuables) certifying property rights (alteration
of the nominal value, change of the number, series and other
details), but also by their unauthorized release (imitation) in
full [19].

It seems that both points of view on this issue are valid.
The fact that the information system may not recognize
a “fake” in an electronic or digital image does not mean that
the corresponding record is not, in fact, fake. In this case,
we are talking about the fact that the information system
identified the record submitted for verification with the
true state of affairs, but only in form and not in content.
In exactly the same as when an ATM accepts a fake bill as
genuine and credits its face value to the attacker’s account.
If in the latter case we recognize the existence of the crime
of counterfeiting, and not fraud, as is the case in some
foreign jurisdictions that consider it likely to “cheat” the
receiving/payment terminal, then we should not reject with
absolute certainty the possibility of counterfeiting non-cash,
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electronic, or digital currency. Actions aimed at the illegal
entry into circulation of such electronic (digital) records for
the purpose of sales and personal enrichment are possibly
due to the imperfection of the technologies used in the field
of finance and may therefore harm the direct crime object.

This thesis is confirmed by the example of the actions of
the Swiss financial intelligence agency FINMA. In 2017, FINMA
shut down the unauthorized suppliers of the fake E-Coin
cryptocurrency and initiated bankruptcy proceedings against
the participating legal entities. The developers of the electronic
coin accepted several million Swiss francs for deposits
without having the necessary banking license. For more than
a year, the QUID PRO QUO association has been issuing so-
called “electronic coins,” a fake cryptocurrency developed by
the association independently. Working together with DIGITAL
TRADING AG and Marcelco Group AG, the association provided
interested parties with access to an online platform on which
to trade and transfer electronic coins. Funds from several
hundred users were accepted through this platform. With its
help, legal entities-suppliers managed virtual accounts that
reflected their state both in the number of legal means of
payment and electronic coins. Such activities in Switzerland
are similar to a bank’s deposit business and are illegal if
the company does not have the appropriate license in the
financial market. Unlike real cryptocurrencies, which are
stored in distributed networks and use blockchain technology,
electronic coins were completely under the control of providers
and were stored locally on their servers. Suppliers assumed
that 80% of the e-coins would be backed by tangible assets,
but the actual percentage was significantly lower. Moreover,
significant tranches of E-Coin were issued without sufficient
asset support, resulting in the gradual erosion of the E-Coin
system to the detriment of investors and, consequently, the
financial system’.

A similar lack of doctrinal unity is seen when addressing
the issue of the possibility of forgery of electronic means
of payment. Most scholars agree that in this case it is
necessary to speak about the sign of the intended purpose
of payment funds for illegal turnover, and not about their
forgery. However, this position is at odds with practice.
Forgery of electronic money transfer orders, according to
the established judicial practice®, is de facto achievable due
to the peculiarities of the functioning of information systems,

7 FINMA closes down coin providers and issues warning about fake
cryptocurrencies. URL: https://www.finma.ch/en/news/2017/09/20170919-
mm-coin-anbieter/(gata obpatuenus: 31.03.2021).

8 For example: the verdict of the Sovetsky District Court of Ryazan in
case No. 1-138/2018 daetd 14.08.2018 / Official website of the Sovetsky
District Court of Ryazan. URL: https://sovetsky-riz.sudrf.ru/ (date of appeal:
02.02.2020); verdict by the Pervomaisky District Court of Izhevsk of the
Udmurt Republic in case No. 1-211/2017 dated 06.06.2017 / Official
website of the Pervomaisky District Court of Izhevsk of the Udmurt
Republic. URL: https://pervomayskiy-udm.sudrf.ru/ (accessed: 02.02.2020);
the verdict by the Kumertau Interdistrict Court of the Bashkortostan
Republic in case No. 1-278/2017 dated 21.11.2017 / Official website of
the Kumertau Interdistrict Court of the Bashkortostan Republic. URL:
https://kumertauskiy-bkr.sudrf.ru/ (accessed: 02.02.2020).
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which assume the presence of a set of measures for the
authentication of certain commands. This is possible if the
relevant electronic document is fictitious in its content.
Fictitiousness in this case is expressed in the presence
of false information in the content of the document itself,
for example, when the data on the purpose of payment is
distorted, as well as the indication of false information about
the sender, or when the payment order itself is drawn up for
use by an unauthorized person on behalf of another person.

3. Procedural inability to ensure the state
of security of the monetary system in the new
conditions

The effectiveness of legislative regulation of criminal
liability for crimes that infringe on the monetary system
in the context of digitalization of economic relations is
immanently linked to the arsenal of means available to the
law enforcement officer [20], including procedural ones.

Despite the positive experience of introducing digital
financial instruments into civil circulation in specific
jurisdictions, we still note that most of the decisions aimed
at ensuring the security at the new sphere of relations,
and therefore the financial system, are not legal in terms
of their essence related to ensuring security by technical
and organizational means (FinTech). The development of
modern technologies and their implementation in public
and state practice is not yet accompanied by the presence
of a virtual space infrastructure that could provide legal
protection. Such infrastructure remains only in the real
world so far. Street lighting, video surveillance cameras,
police patrolling, the presence of centralized structures and
systems (the administrators of which can be addressed by
a power order), the system of state coercion and other
institutions and means: all these things are intended to deter
and prevent crime. And if, for example, the cash register in
a store is faulty, the seller can still sell a particular product
or provide a service for cash, simply making an entry in
a special book and cutting a check to cover the glitch. In
the event that a bank’s payment instrument fails to work
during a transaction, the customer can always petition the
bank and/or the courts and demand compensation for any
losses.

In the virtual environment, there are no illuminated
streets or security cameras, police officers, or good citizens
who can help to the virtual person. In other words, the very
infrastructure of rights protection is practically absent. The
state does not have the technological ability to interfere
in any way without the voluntary consent of the virtual
community in the processing of digital technologies and,
above all, cryptocurrencies, since in the new ecosystem
of relations there are no familiar persons to whom power
orders can be addressed, and there is no possibility to return
funds or suspend a transaction, or to restore them in case of
“loss” due to a technical failure, court decision, etc.

DOl https://doi.org/10.17816/RJLS64398
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The complexity of countering the commission of crimes
that encroach on the monetary system in the new conditions,
including through the mechanism of legislative improvement
of the design of specific compositions, lies in their liminal
and virtual nature. From a procedural point of view, this
circumstance requires reference to the provisions of the
Criminal Procedure Code of the Russian Federation related
to activities aimed at international cooperation. However,
the analysis of the Criminal Procedure Code of the Russian
Federation confirms the lack of special procedural tools for
effective criminal proceedings in the field of digital finance.
The norms of the criminal procedure legislation regulating the
requirements for the procedure for initiating a criminal case,
evidence, collection and storage, seizure of property, and the
production of other investigative actions are not adapted to
the new digital reality, which prevents the effective selection
of the necessary tools for the legislative regulation of criminal
liability for crimes that infringe on the monetary system.
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