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In this article, we present the sofiware for organization of complex testing of a spacecraft’s command and measur-
ing system. The command and measuring system is responsible for communication of a spacecraft with the ground con-
trol complex. The developed software is designed for the support of interaction between the automated testing complex
of a spacecraft and test and control equipment of the command and measuring system. Complex tests include testing of
all or a part of conjugate elements of a spacecraft, united in a single system, with simulation of regular and possible
non-standard modes of operation. Complex tests of the command and measuring system are carried out using an auto-
mated testing complex, the main task of which is transferring of the control commands to the test and control equipment
of the command and measuring system. The automated testing complex also receives packages from the test and control
equipment containing telemetric information about the state of the on-board systems of a spacecraft. During complex
tests of the command and measuring system, the developed software supports the exchange of command and telemetry
packages between the automated testing complex and test and control equipment.

The developed sofiware is built in the software of the test and control equipment as a subsystem for organizing of
complex testing. The subsystem receives commands from the automated testing complex, identifies and sends them to
the test and control equipment, in the form of a structure that is understandable to the command and measuring system.
For each command, the subsystem produces a receipt of successful identification or of an error if it occurs. The subsys-
tem receives telemetry from the command and measuring system, converts it in accordance with the protocols of inter-
action and sends it to the automated testing complex. In addition to the command and measuring system’s telemetry, the
telemetry of the test and control equipment is sent to the automated testing complex. It contains the parameters of the
sensors of various equipment that are part of the hardware and software complex, as well as the parameters required
for transmission channels’ settings between the test and control equipment, command and measuring system and other
systems of a spacecraft. All actions occurring during the process of complex testing are recorded in the test report. All
protocols of tests are saved and can be replayed.

Keywords: spacecraft, command and measuring system, complex testing, test and control equipment, telecommands,
telemetry.
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Hpedcmaeﬂeﬂo npoecpammuoe obecneuenue 0ns npoeedeHuﬂ KOMNJIEKCHbIX UCNbIMAHUL KOMCIHOHO—MS’MepMmEJleOL‘Z
CUCMEMbL KOCMUYECKo20 annapama. KOMCZHOHO—MS’MepMmEJleG}Z cucmema omeedaent 3a KOMMYHUKAYUIO KOCMUUECKO20
annapama C HA3eMHbIM KOMNJIEKCOM YNpAaGleHUsl. Pa3pa60maHHoe npoecpammuoe obecneyenue npedHas’HaquO onst
nO@()epJfCKM 83aUMO0eUCEUs. asmomamu3upoeaHHoco UCnbLMamelbHo20 KOMNJIEeKCa Kocmuveckozo annapama u KOH-
mp0ﬂbH0-npoeep01m0ﬁ annapamypbol KOMCZH@HO—LBMepumeﬂbHOﬁ cucmemul. KomnaexcHvle ucnvimanus npedcmaeﬂ}nom
coboii mecmupoesanue ecex uiu yacmu COI’lp}Z.?iCéHHblx dJlIeMeRmo8 KocMudeckoeo annapamad, 00bEOUHEHHBIX 8 ebturo
cucmemy, ¢ wwumauueﬁ wmammtsblx U 603MOINHCHbIX HEUMANHbLX PeNCUMOB ¢yHKL;u0HMp06aHM}l. Komnnekcuvle ucnoi-

510



ASMLZL;MOHHCI}I U paKkemHo-KoCmMu4ecKas mexnuxKka

MAHUSL KOMAHOHO-UZMEPUMENbHOU CUCTEMbL HPOBOOSIMCSL C UCTIONb30BAHUEM AGMOMAMUSUPOBAHHO20 UCHBIMAMETbHO-
20 KOMNJIEKCd, OCHOBHOU 3a0dauell KOmopo2o A6NAemcs nepedaid KOMano YRpagieHus Ha KOHMPOAbHO-NPOBEPOUHYIO
annapamypy KOMAaHOHO-USMEPUMENbHOU cucmemsl. A6MomMamusuposanHtblil UCHbIMAMENbHbLL KOMIIEKC MakKjce npu-
HUMaem om KOHMPOJIbHO-NPOBEPOUHOU Annapamypvl nakemvl meiemempuieckol ungopmayuy o cocmosHuu 60pmo-
8bIx cucmem. Bo epems nposedenus KoOMNAEKCHBIX UCNLIMAHUL KOMAHOHO-USMEPUMENbHOU CUCTHEMbL pa3pabomanHoe
npoepammuoe obecneuerue noo00epIcUsaen 0OMeH NaKemamu KOMano u meaemempuu Mexrcoy agmomMamu3upo8aHHbIM
UCNBIMAMENLHLIM KOMNJIEKCOM U KOHMPOTbHO-NPOBEPOUHOU annapamypoi.

Paspabomannoe npoepammnoe obecneuenue 6HeOPEHO 6 NPOSPAMMHOE ODecneyenue KOHMPOLbHO-NPOBEPOUHOL
annapamypel Kak NOOCUCHEMA Op2aHU3AYUU NPOGedeHUst KOMNIEKCHbIX ucnvimanutl. [loocucmema npunumaem Ko-
MAaHObL OM AGMOMAMUZUPOBAHHOL0 UCHBIMAMENLHO20 KOMNLEKCA, UOSHMUGUYUpyem u Omnpasisiem ux Ha KOHmpoib-
HO-NPOGEPOUHYIO ANnapamypy, npedsapumenbHo npeodpas’oeas 8 NOHAMHYIO KOMAHOHO-UBMEPUMENbHOU Cucmeme
cmpykmypy. Ha xasxcoyo xomandy noocucmema omnpaesisem Keumanyuo oo ycnewHnou uoenmugurayuu aubo ¢ Ko-
dom npousowedutel owubxu. Iloocucmema npunumaem om KOMAHOHO-USMEPUMENbHOU CUCEMbL MeeMempuio, npe-
obpasyem eé co2nacHo NPoMOKOIAM B3aUMOOEUCMEUs U OMNPABIAem HA A8MOMAMUSUPOBAHHII UCHbIMAMETbHbI
xomnuexc. Ilomumo menemempuu KOMAHOHO-USMEPUMENLHOU CUCTEMbl HA AGMOMAMUSUPOBAHHBIL UCHBIMAMETbHbLU
KOMNJIEKC NOCHLIAEMC s MeleMempusi KOHMPOLbHO-NPOBEPOUHOL annapamypbl, KOMopas co0epicum napamempsi 0am-
YUKOB PAZIUUHO20 000PYO0BAHUS, 6X00AWE20 8 ee COCMAB, d MaKdice napamempsbi, HeobXooumvle Osi HACMPOUKU Ka-
HA08 nepeoauu medxicoy KOHMpOIbHO-NPOBEPOUHOL annapamypoll, KOMAHOHO-USMEPUMENbHOU CUCTNEMOU U OpyeUMU
cucmemMamu KOCMu4ecko2o annapama. Bce Oeilicmeus, npoucxoosiwyue 6 npoyecce KOMNJIEKCHbIX UCIbIMAHUN KOMAHO-
HO-UBMEPUMENbHO CUCTNEMbL, (DUKCUPYIOMCSL 8 NPOMOKONEe UCHbIMAaHull. Bce npomokonvl npou0eHHblX UCTIbImMaHUL
COXPAHSIOMCS, UMEEMCsl BO3MONCHOCHIb UX BOCNPOU3BEOCHUSL.

Kniouesvie cnosa: kocmuyeckuil annapam, KOMAHOHO-USMEPUMENbHAA CUCMEMA, KOMNIEKCHble UCHbIMAHUSA, KOH-
MPONLHO-NPOBEPOUHASA ANNAPATYDA, MELEKOMAHObL, MeJleMempusl.

Introduction. Ground tests are one of the most impor-  ing system the special hardware and software complex —
tant stages of the spacecraft systems development life test and control equipment is used.
cycle [1]. Tests let to determine the compliance of on- Test and control equipment of the command and
board systems to the specified requirements, and thereby = measuring system solves the problem of autonomous testing.
enhance their resiliency and lifespan [2; 3]. The high cost  Test and control equipment software (TCE SOFTWARE)
and complexity of repairs after the spacecraft is put into  provides users with the functions of forming a test
operation increase the importance of ground tests [4].  script, provides it with the value of the controlled
There are autonomous and complex ground tests. variables in a user-friendly form, and also solves a num-
Autonomous testing involves testing a fully assembled ber of other tasks when conducting autonomous tests
unit (system) to determine its readiness to participate in  [11-13].
further tests or to stand-alone operation without connect- The article presents a software subsystem that pro-
ing paired systems [5]. Complex tests are testing of all or  vides testing of the spacecraft command and measuring
part of the conjugate elements of the spacecraft, united in  system, ensuring the interaction of the automated test
a single system, with simulation of regular and possible = complex and test and control equipment.
non-standard modes of operation of the spacecraft [6]. Research objective. Complex tests are carried out
Each checked system, for carrying out autonomous and  with the help of an automated test complex (ATC), which
complex tests, has a specialized hardware and software = works as a simulator of the ground control complex. The
complex- test and control equipment [7]. The use of com-  main task of the automated test complex is the transfer of
puter technology can improve the quality, reduce the costs  control commands to the control and testing equipment of
and the time of testing [2]. Test and control equipment the spacecraft systems, as well as the reception of teleme-
(TCE) software is responsible for the collection, storage try packets about the state of the onboard systems and test
and convenient presentation of information about the sys-  and control equipment.
tems tests of the spacecraft [8]. The automated test complex should interact with the

The command and measuring system is responsible test and control equipment of the command and measur-
for the communication of the spacecraft with the ground ing system according with the transport and information
control system. Communication takes place through the protocol. The transport protocol defines the logic of inter-
exchange of data packets. The command and measuring action between the automated test complex and the soft-
system receives telecommand packages from the ground  ware of the test and control equipment on the issues of
control complex, identifies them and sends them to the network interaction, imposes the requirements for the
appropriate onboard systems of the spacecraft. Also, the hardware of the test and control equipment and the SNTP
command and measuring system transmits telemetry (Simple Network Time Protocol) [14], describes the struc-
packets containing information about the state of the on-  tures and types of packets for data transmission. The in-
board systems of the spacecraft to the ground control  formation protocol defines the procedures of information
complex. The structure of the telecommand packages and  exchange between the software complex of test and con-
telemetry are set by standards ESA PSS-04-107 [9] and  trol equipment and the automated test complex, sets the
ESA PSS-04-106 [10], respectively. For carrying out logic of information exchange and specific types of data
autonomous and complex tests of command and measur-  packets.
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Information exchange is the transfer of data packets of
different types between the automated test complex and
the software of test and control equipment.

The transport protocol of interaction of the automated
test complex and the test and control equipment software
of the command and measuring system defines six types
of data packets. An automated test system may send the
software checkout equipment control commands packages
and arrays of command and program information (CPI).
Software test and control equipment sends to an auto-
mated test system acknowledgement for the used com-
mands, address and positional telemetry, and various
messages to the test protocol (fig. 1).

The control command is a data package on which the
equipment must perform certain actions. There are three
types of commands: commands for test and control
equipment, commands for command and measuring sys-
tem and commands for the control unit of the onboard
control complex. The command type determines which
hardware the command is addressed to. An array of com-
mand and program information is a package containing
the necessary data for the control unit of the on-board
control complex.

In response to the control command, the test and con-
trol equipment software sends an acknowledgement
(ACK) to the automated test complex with the informa-
tion about the execution of the command or with the error
code. All error codes are described in the communication
information protocol. The ACK is necessary for synchro-
nization of work and prevention of a situation when
commands are not identified by the test and control
equipment.

Telemetry packets sent to the automated test complex
provide information about the values of certain measured
parameters that need to be monitored. There are two types
of telemetry packets: address and positional. Address te-
lemetry contains the parameters of the test and control
equipment, and the positional parameters of onboard sys-
tems. At the beginning of the tests, the automated test
complex expects a packet of address telemetry with the
value of all the parameters of the test and control equip-
ment, then once a second receives a telemetry packet con-
taining only the changed parameters. Positional telemetry
packets are transmitted to the automated test complex as
they are received from the command and measuring system.

Control command

Array of CPl

The protocol provides for the possibility of issuing
messages to the automated test complex in the test proto-
col. Such messages are used, for example, to diagnose
malfunctions or to comment on the test and control equip-
ment operators.

For the organization of interaction between the auto-
mated test complex and the control and test equipment the
software subsystem of the organization of carrying out
complex tests was created.

Subsystem of organization of carrying out complex
tests. The main purpose of the subsystem of the organiza-
tion of complex tests is to support the interaction between
the automated test complex and the test and control
equipment of the command and measuring system during
complex tests according to the protocols of transport and
information interaction. The main functions of the subsys-
tem:

— reception from the automated test complex sent
control commands and arrays of command and program
information;

— transfer to the automated test complex of the ACK
on control commands about their successful performance
or with the code of the received error;

— conversion of automated test complex packages
into a format acceptable for the command and measuring
system and vice versa;

— recording of package exchange between the auto-
mated test complex and the command and measuring sys-
tem in the test protocol;

— 1implementation of the possibility of entering into
the test protocol messages from the test and control equip-
ment operator;

— checking of the tests carried out.

Interface of the complex test subsystem (fig. 2).

The subsystem of complex tests contains the follow-
ing windows: “Commands to CMS”, “Commands
from ATC”, “Log”, “Messages to ATC”, “Parameters
of address telemetry”, “Telemetry monitor”.

The “Log” window contains information about the
processes that take place during complex tests: receiving
commands and arrays of command and software informa-
tion from the automated test complex, sending acknowl-
edgements, address and position telemetry to the auto-
mated test complex, and description of other actions that
need to be recorded in the protocol.

Automated test complex

Adidress and positional
telemetiy

acknoviledsement

Test and control equipment
software

IMessage to the protocol

Fig. 1. Information exchange

Puc. 1. Undopmanmonssiii o0OMeH

512



ASMLZL;MOHHCI}I U paKkemHo-KoCmMu4ecKas mexnuxKka

B o kna ke [ro | a0 ]
[naeHas Hacrpoiiku AUK
@ 6 ©
Pegakrop 6aznl  Pegaktop Hactpoiikn | Pedxxim
JAaHHbIX cueHapues AWK
° Komargbl Ha KUC x o Komanael ot AUK X @ MapameTpbl agpecHomn TENEM... %
KomaHza WHTepdeiic Bpems otnp... Komanaa Tvn KY Bpema npué... Mapametp ATM 3HaueHwe
i B PK KITA N2 4. KIHA_KWC KY  14:59:30.998 = -
PKBAKWUC... RS422 (kaHan . 14:59:39.345 3axeaT @ - Het (no
i PK KMAN25... KMA_KMCKY 14:59:34.968 Hecywei yMoHaHH )
PK BY BKY.. RS422 (kanan © 14:59:41.666
E H PKBA KAC... KIMA_KWC_BAK 14:59:39.339 3axsat TM 0 - HeT (no
Maccume KM RS422 (kaHan | 14:59:52.899 E ymonuaHmi)
PK BY BKY... KMNA_KNC_BKY 14:59:41.661
Adpec 9 - Agpec 1 |
= 5 Macecms KN MKIMA 14.59:52.880 -~ Aelwndpatopa (no
YMON4aH1K )
@ﬂor x
WaeHtudukatrop @ - RS232
MAP PK OCHOBHOI (no
Monci yMON4aHUK)
Bpems CoobuieHue Naentudukatop @ - R52§2
= MAP KM ocHoBHOM (no
27.10.2017 14:59:39.344  MpwuHata PK BA KUC N2 1 yMon4aHuk)
27.10.2017 14:59:39.345  CdopmuposaH nakeT PK BA KAC 23 AC 04 11 00 C0 10 00 C0 10 00 09... BeixoaHoe
27.10.2017 14:59:39.354 OtnpaeaeH naket. <KeutaHumna> 10 00 35 04 08 8A F8 4E D3 01 01 00... HanpsxeHue
27.10.2017 14:59:39.354 OTnpaBaeHa NonoxuTenbHaa kenTaHumMa Ha PK MW KWUC ¢ koaom 1 WMBn
27.10.2017 14:59:41.661  MMonyuer naker: 12 00 D7 05 69 8B F9 4E D3 01 02 00 03 00 01 00 00 0... | | 3arpys«a Vb
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Fig. 2. Interface of the complex test subsystem
Puc. 2. UuTtepdeiic noacucTeMbl MPOBEACH S KOMILIEKCHBIX HCTIBITAHUH
OCOOGUJ,EHVM Ha AWK (MPOT) x
CoobuieHne Tun + Bpems otnpasBku
Ceasb KMA 1 KUC He dy... AsToMaTMueckw creHepuposaHHoe 14:44:54.178
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Fig. 3. Messages to the automated testing complex

Puc. 3. CooOmienust Ha aBTOMaTU3UPOBAHHBIN HCIIBITATEIBHBIA KOMILIEKC

“Messages to ATC” window displays messages gen-
erated automatically or created by the operator in the
process of testing (fig. 3).

“Parameters of address telemetry” window contains
the values of test and control equipment parameters. The
parameters of the test and control equipment are divided
into two types: the parameters of the state of the equip-
ment and the parameters, the value of which determines
the various settings of the transmission channel between
the test and control equipment and the command and
measuring system, as well as between the command and
measuring system and other onboard systems of the
spacecraft.

The status parameters of the test and control equip-
ment are the values of the sensors of various devices that
are part of the test and control equipment, for example,
the value of the humidity sensor of the rack control unit or
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the alarm flag of the first power distributor. Subsystem
receives these values through a survey of the equipment
in multi-threaded mode using the SNMP protocol [15].

The parameters responsible for the data channels spec-
ify certain settings necessary for tests, such as the mode
of exchange with the board or the address of the decoder.
The value of the parameters of this type is set by
commands for test and control equipment, and has
a default value. The default value is required to avoid
setting of each of the parameters at the beginning
of complex tests.

“Telemetry monitor” window displays the telemetry
transmitted by the monitored object. The length of the
telemetry frame according to the ESA PSS-04-106 stan-
dard is 508 bytes. The software allows viewing any te-
lemetry package that needs to be transferred to an auto-
mated test complex.
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“Commands to CMS”, “Commands from ATC” win-
dows display commands and arrays of control program
data transmitted from the automated test complex. The
“Commands from ATC” window contains all the pack-
ages received from the automated test complex, and
clearly displays their structure, provided by the transport
interaction protocol. The “Commands to CMS” window
displays the packets to be sent to the command and meas-
uring system and displays their structure, provided by the
international standard ESA PSS-04-107 (fig. 4).

The structure of the package transferred to the com-
mand and measuring system differs from the structure of
the package transferred from the automated test complex.
To convert the package structure and insert the necessary
data, the values of which are contained in the address pa-
rameters of the test and control equipment, the subsystem
“Data packet editor” is used (fig. 5).

°KOMaﬂ,qb| Ha KINC
KomaHaa

B PK BA KNC N2 21

WHTepdeiic

¥ 3aronoBoK cermenta - C0O

CRC-9473
CRC - 33 96

RS422 (kaHan 1)
<4 PKBAKMCN221 - 23AC041100C01000C01000091504 94733396
I 3aronoeok kagpa TK - 23 AC 04 11 00
4 Cerment TK-C01000C010000915049473

The “Data packet editor” subsystem allows creating a
tree-structured packet, consisting of elements that are
represented by other structures. An address parameter for
each item can defined. The value of this parameter will be
inserted into the associated element when the packet is
transferred to the object of control. It is also possible to
set a default value for each element.

In the data packet editor, structures of all types of data
packets were created according to the ESA PSS-04-106
and ESA PSS-04-107 standards and the protocol of trans-
port interaction of the automated test complex and the test
and control equipment software. Elements are defined for
structures, the value of which must correspond to certain
address parameters during the transmission of the packet
to the command and measuring system. When a command
packet is received, the subsystem identifies the command

type.

Bpemsa otnpasku

16:24:04.832

4 Tone paHHbIX cermenTa - 10 00 CO 10 00 09 15 04 94 73
I 3aronosok nakerta - 10 00 CO 10 00 09
I Mone paHHbIX Naketa - 15 04

Fig. 4. The structure of the packet transmitted to the command and measuring system

Puc. 4. CprKTypa Takera, repeiaBa€Moro Ha KOMaHAHO-U3MCPUTCIIbHYIO CUCTEMY
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Fig. 5. The “Data packet editor” subsystem

Puc. 5. Iloacucrema «PenakTop nakeToB JaHHBIX)
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Fig. 6. Reproduction of passed tests

Puc. 6. BocipousBeienue npoijeHHbIX UCTIBITAHUN

If a command needs to be sent to the command and
measuring system, the subsystem determines the list of
address parameters required to configure the command.
Then there is the formation of a command packet to be
sent to the command and measuring system and the inser-
tion of address parameters in the corresponding fields of
the generated packet. After that, the received packet is
sent to the test and control equipment for further sending
to the command and measuring system.

After conducting complex tests, it is necessary to be
able to analyze them. For this purpose the problem of
preservation of tests and realization of functions of repro-
duction of earlier carried out tests was solved. Reproduc-
tion of passed tests is shown in fig. 6.

Visualization of the tests is performed using a time-
line. Using the timeline, you can reproduce complex
tests from any point in time in real-time or accelerated
mode, showing all actions that have occurred by that
moment.

Conclusion. The developed subsystem is imple-
mented in the software and hardware complex of test and
control equipment of the command and measuring system
and provides support for the application of the command
and measuring system in complex tests of the spacecraft.
The subsystem interacts with the automated test complex
according to the protocols of transport and information
interaction. The subsystem receives commands and exe-
cutes them if they belong to the test and control equip-
ment or transfers them to the object of control, having
previously converted them into a clear command and
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measuring system structure. For each command, the sub-
system sends an acknowledgement of correct identifica-
tion, or with an error code according to the information
exchange protocol.

The subsystem receives telemetry from the command
and measuring system, converts it according to the trans-
port interaction protocol and sends it to the automated test
complex. In addition to the telemetry of the object of con-
trol, the subsystem sends to the automated test complex
telemetry of test and control equipment, which contains
the parameters of sensors of various equipment of control
and testing equipment, as well as the parameters neces-
sary to config ure the transmission channel between the
test and control equipment and the command and measur-
ing system or between the command and measuring sys-
tem and other systems of the spacecraft.

All the process of complex tests is recorded in the test
protocol. The subsystem has the ability to record mes-
sages from the operator of test and control equipment. All
tests are saved and it is possible to reproduce them for
analysis. The subsystem solves the task of the interaction
of automated test complex and test and control equipment
for complex tests of command-measuring system of the
spacecraft.
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