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B cmamve paccmompern nodxo0 K peuteHuro npobiemvl odecneueHus YeioCmMHOCMU HAOOPO8 OaHHbIX,
XapaxkmepHou 01  3a0a4 YNpAGleHusi INEeKMPOHHbIMU — apxusamu. Jlanmas npobrema axkmyanvha O1s
BbICOKOMEXHONOSUHHBIX NPOUZBOOCMS, 20e NOCPedCmeoM Gomodurcayuu oCywecmensemcs 00a3amevHblil
KOHMPOIb BbINOJHEHUS 0C000 omeemcmaeHnvIx onepayuti. Pomoghurxcayus no36oiaem OOKYMEHMUPOBAMsb X00
BbINONIHEHUs. MEXHON02UUECK020 npoyeccd, UKCUpoB8ams COCMOosaHUE KOMNACKMYIOWUX HA 6XOOHOM U BbIXOOHOM
KoHmpoie, pezucmpuposams Hecoomeemcmeus. Konmpons yenocmuocmu gomomamepuanos neobxooum o0
UCKTIIOUEHUS BO3MOJICHOU NOOMEHbL U300pAdCEHUs UIU e20 NOBMOPHO20 UCHONBb308AHUA KAK 8 pe3yibmame
HeNnpeOHAMEPEHHbIX OWUOOK UCNOTHUMENs, MAK U 8 Yeasax COKpbimus Oeghekmos npousgoocmea. Ilpednoicen
Cnocob opeaHuzayuu NEKMpPOHHO20 apXuBa QOomoOOKyMeHmMos, KOMOpbill UCNOIbL3Ven Memoo 6HeOpeHUs
cmezanoepapuueckux yupposvix 600smwix 3naxos (L{B3), ochosarnmviil Ha momenmax Llepruke, vluucasemvix Ois
0COOBIX MOYEK MapKupyemuvix uzoopadicenutl. [Jannwiii Memoo noszeonsgem coxpauams L[B3 na uzobpasicenuu dasice
nocne e2o 2e0MempUYecKux npeobpazosanuil (nosopompi, colcamue, OMpadiceHUs.
u m. 0.). B IIB3 npeonooiceno exarouams OanHvle udeHmupurayuu puxcupyemoco ¢omoookymeHmom npoyecca, d
makdice c6edeHUsi 0 Opy2ux (homoooKyMeHmax, 4mo no380Jsem KOHMPOIUPOBAmMb YelO0CMHOCHb 8ce20 Habopa
mamepuanos gpomopurcayuu. Ilpu Hanecenuu I[{B3 OanHvim memoodom He meHsemcs hopmam npeocmasierus
omodokymenma u He co30aemcsi NOOOYHbIX CIPYKMYD 6 6Ude MEMAOAHHbIX UMY CYICeOHbIX haiinos, ¢aiin
gomoooxkymenma ocmaemcst HeUIMEHHbLIM KAK GHeulHe Ol Yelo6eKd, MAaK U MexHuyecku, 4mo obecneyugaem
Ooanvretiuyro pabomy ¢ HUM 8 CHAHOAPIMHBIX NPOSPAMMHBIX NPUTOHCCHUSIX.

Kniouesvie cnoea: ympasnenue oocmynom, cmezanoepaus, yugpogvie 600siHbie 3HAKU, MAPKUPOBAHUE
uzobpadicenutl, MomeHmul uzobpasicenutl, momernmoi Llepruxie.

Application of Zernike moments based digital watermarks for photo document
electronic archive management

P. M. Shipulin, R. V. Lebedev, M. S. Sosnovskiy

JSC Academician M. F. Reshetnev “Information Satellite Systems”
52, Lenin St., Zheleznogorsk, Krasnoyarsk region, 662972, Russian Federation
E-mail: pshipulin@gmail.com


mailto:pshipulin@gmail.com
mailto:pshipulin@gmail.com

In this article authors are considering information security data integrity problem relevant for electronic
archive management. In high-tech industry large electronic photo archives arise as a part of quality management.
Photofixation applied for responsible operations control, documenting technological process, fixing the
components state on input and output control, incongruities registration. An image substitution or reuse
possibility makes necessary electronic archive proto document integrity control. These illegal actions can be both
the result of an operator’s mistake and motivated by intentional defect concealment. As a solution authors suggest
an electronic archive organizing method for storing photo documents. The method based on a digital watermark
labeling of full-color images with orthogonal Zernike moments calculated for certain image points (and their
neighborhoods). Suggested method can prevent watermark destruction by geometric image transformation
(rotation, compressing, reflection etc.). Digital watermark contains both information about technological process
on current image and information about other images — this fact allows talking about integrity of the whole photo
documents set. One of the most important method characteristic is image format invariability and making
additional metadata files unnecessary which allows user to apply standard software for a further work with photo
document.

Keywords: access management, steganography, digital watermarking, image labeling, image moments,
Zernike moments.

Introduction. Currently, photographic recording is a mandatory tool for product quality control in many
high-tech industries [1; 2]. It allows documenting the progress of particularly critical operations, recording
the state of components at the input and output control, registering non-conformities. As a rule enterprises
use the procedure for photographic documentation which has been fixed by industry or internal standards;
determines technical requirements for the result of photographic documentation (image file format,
resolution, quality, etc.), as well as for the accounting methods, storage and photographic documents
handling. To ensure the possibility of photofixation materials’ unhindered use by different parties in legal
relations (customer and contractor, policyholder and risk insurer), photofixation systems are often organized
on the basis of generally accepted technologies and formats. Thus, for example, an archive of photofixation
files in practice is often organized on the basis of a file server in the form of a directory structure with
identification mechanisms based on the names, attributes and metadata of the image files.

At the stage of placing images in such storages certain threats to the integrity of information arise
(property of resistance to unauthorized change [3]): substitution of an image in the storage, reuse of
photographic documents [4]. A potential intruder can deliver on these threats both by accident, making
mistakes when working with a large number of similar images in a complex storage directory structure, and
deliberately while perusing the goal of hiding technological defects by replacing images or saving time for
preparing and taking photographs using previously performed images of similar operations.

Frequently the control of such violations is carried out organizationally, while the technical mechanisms
at the level of work with the archive management are commonly missing. The authors propose a method for
organizing electronic archives of photographic documents and the structure of the information system that
provides it (hereinafter - 1S), based on the use of steganographic digital watermarks (hereinafter — DWM).
DWM are metadata of the image (the survey author, the operation number, the production process marker,
etc.), invisibly embedded in the image using an asymmetric key and steganographic transformations (Fig. 1).
A DWM consists of a tuple of image metadata and a DWM hash of the previous image, thus a chain of
images is formed.
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Fig. 1. Embedding, extraction and checking processes

Marking of images applying digital watermarking (DWM). Methods for marking DWM images have
been actively developing by scientists in recent years; approaches to the classification of methods are
proposed in [4-6]. The most promising methods for marking images resistance-wise to noise and invariance
to linear transformations (geometric attacks) are moment methods (based on Zernike, Chebyshev, Legendre
moments, etc.) [7-11]. The paper [12] proposes a method for marking images of any size with a digital
watermark at special points of an image based on Zernike moments.

The proposed method for marking the image of a digital watermark assumes sequential multiple
introduction of a digital watermark copy in the surrounding area of each s-th selected singular point in the
image. The general scheme of the process of introducing digital watermarks into the image is shown in Fig.
2.
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Fig. 2. A watermark copy embedding diagram

The digital watermarking process includes the following stages:
1. Representation of digital watermarks in the form of a binary array B of length L, encoded using
corrective coding algorithms (for example, Hamming code)



B={h {0,1},i=12,...,L}.
2. Selection of the blue color channel (B-channel) of the RGB model, its normalization to a set of values

M-ZSS, where f(X,y) — the function of the values of the

o — T

max min

by {0,...,255} function g(x, y) =

B-channel at (X, y) image, f f.x — are the minimum and maximum values of f, respectively.

min ?
3. Finding special points of the image by the Shi - Tomasi method [13], calculating coordinates of the
surrounding area of special points sized 256x256 pixels.
4. Calculation of the orthogonal moments and the radial Zernike polynomial applying the Kintner

method; the choice of suitable moments taking into account the conditions [14-17], formation of the

moments’ vectoanmz{z z 4 }

nmg ? Tnpmy T T my
5. Vector quantization Z_ . by a sequence of bits B, where each bit of the digital watermark b, € B is

embedded into the corresponding element z, .

€ Z,, using the modulation function, which performs a

pseudo-random change in Zernike moments, adding the following «noise»:

z,..|—d()
S (R LA . -A+d(b), where A - quantization interval, d(b) - dithering function.

Znimi

Quantization interval is a configurable parameter of the system, the value of the dither function depends on
. . A A .
the following embedded bit: d,(0) «— random(k): d, (0) e[O,E] d.@)= di(0)+5. When forming the
values, a pseudo-random number generator (PRNG) is involved which is initialized with the key k.
6. Formation of a digital watermarking applying the image reconstruction function

w(X,y) = i(‘gnlmi Vom &0 cmy Vs, (—m,))'
i1

where &, . =(En,m, _Znimi)’ EnCm) =(Eni(_m,)—zni(7mi)), i=12,.,L, V,, — the value of the radial

Zernike polynomial.
7. Formation of the final image with the DWM by adding a fragment of the original image in the

surrounding area of the special s-th point and DWM in the spatial domain f (X, y) = f, (X, y)+W(X,y),

rae f-(x,¥) — image function in the surrounding of the singular s-th point.

Extraction of the digital watermark from the image is carried out almost similarly to the embedding
process and involves a sequential extraction of a digital watermark copy from the surrounding area of each s-
th selected singular point in the image. The general block diagram of the process of extracting a digital
watermark copy from an image is shown in Fig. 3. After extraction of all digital watermark copies, their
correctness is checked with a predetermined threshold and a decision is made whether or not the digital
watermark is identified in the image.
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Fig. 2. A watermark-copy extraction diagram

The initial parameters for extracting the digital watermark are the extraction key — k, quantization interval
— A, the length of the digital watermark sequence — L. The calculation of the special points of the image,
their surroundings and the calculation of Zernike moments for them is carried out similarly to the process of

embedding the digital watermark. The momentum vector Z_ . is quantized twice, first with a sequence of
zero and then unit bits. To recover the digital watermark bits B’ ={b,’ IS {O,l},i =12,..., L} the minimum

difference between the calculated moment and the quantized Zernike moment is used, i.e. the detection of the
digital watermark bits is carried out by the peaks in the moments’ difference:
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b = Z“imi‘) ,wherei=1,2,...,L.

After recovering all bits of the digital watermark, they are proofread B<—h(B') by decoding the

correcting code.

The proposed method has a number of advantages in comparison with analogues:

1. High indicators of robustness - invariability of the digital watermark in the majority of noise and
geometric attacks on the image (turns, compression, reflections, etc.) [7].

2. Acceptable computational complexity for images of any size is provided by calculating Zernike
moments not for the entire image, but only for the surroundings of its characteristic points.

It should be noted that the method is applicable for marking digital watermarks of images with various
formats and characteristics, including the most popular one - JPEG.

Diagram of electronic archive organization. The client-server architecture of IS is shown in Fig. 4.
Briefly, the algorithm of IS operation can be presented as follows.
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Fig. 4. A functional scheme of photo document archiving information system

Step 1. The assigned person uploads the images to the server via a special software interface, supplying
them with the necessary metadata.

Step 2. The server checks the presence of a digital watermark in the image and generates a corresponding
digital watermark if the validation is successful.

Step 3. The images are placed in storage, where they are in a linked chain - the continuity of the chain is
based on the strength of asymmetric cryptography algorithms.

An attempt to substitute (insert) images inside the storage is excluded, since the digital watermark is a
linked chain (see Figure 5). When validating the DWM, the digital watermark metadata of the current image
and the hash of the digital watermark of the previous image are fed to the input of the validation subsystem,
so that when an attempt to substitute (insert) an image is made, the chain will be broken - either illegal image
or legal one following after will not pass the test.
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An attempt to reuse images will be prevented at the stage of uploading an image to the server, since the IS
checks the presence of another DWM in the image before generating a new DWM. It is also possible to
detect forgery of an image bypassing the operator's software console, since the reused image will have more
than one digital watermark.

Conclusion. The proposed method of digital watermarking to organize electronic archives of
photographic documents makes it possible to manage photograpfixation materials and ensure reliable
protection of the latter from threats of insertion and reuse. When applying the digital watermarking, neither
the presentation format of a photo document changes, nor side structures are created in the form of metadata
or system files - the file of the photo document remains unchanged both externally for a person and
technically, which allows a further work with it in standard software applications.
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