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Lenvio pabomwl sngemcs paspabomra A8MOMAMUUPOBAHHOU CUCTHEMbI OOHAPYICEHUS AHOMATUL
NepuoouyecKUx — dNeKMPUYECKUX CUSHANO08 C  VIYYUWEHHbIMU — XAPAKMePUCMuKamu cKopocmu u
appexmusnocmu noucka. [ns pewienus nocmagieHHoU yeau nposedeH anaiu3 npoobremvl 0OHAPYIHCeHUs
AHOMANULL NEPUOOUUECKUX DNEKMPUUECKUX CUSHANIO8, UBMEPEHHLIX Om JJIeKMPOHHOU annapamypul, u
obocnosana ee axkmyanvHocmov. Paspabomana annapamuo-npoepammuas cucmema OOHApYdCceHUs
AHOMANUL NEPUOOUUECKUX INEKMPUYECKUX CUCHANI08, KOMOPAs NO03607Aem dA8MOoMAmu3uposams npoyecc
ucnvlmanuil U nosvicumsv 3PPEKMuUBHOCb 0OHAPYICEH U HEUCIPABHOCHEl dNIeKMPOHHOU annapamypul
PA3IUYHO20 HASHAYEHUs. YiyuuleHue 03HAYEeHHbIX XAPAKMeEPUCMuK 00CMUSHYmMo 3a cyem Ho8020 Memood
UCNbIMaHull, 1edxcaujeco 8 OCHO8e peanu3ayul NPeoioNCeHHOU CUCmeMbl U 3aUWUUEHHO20 NAMEHMOM
Poccuiickoti @edepayuu na uzobpemenue, a makoice 3a cuem Ka4ecmeeHHOU peanu3ayuu npocpamMmHO20 U
annapammnozo obecneuenus. Ilpu pewienuu nocmagieHHvix 3a0a4 NpUMeHeHbl Memoobl deeOpbl-T102UKU,
MAMeMaAMu4ecKoll Cmamucmuky 1 00BbeKMHO-0PUECHMUPOBAHHO20 NPOSPAMMUPOSaHUs.  H3n0dicerbl
pesyivmamsl  paspaboOmKu  annapamypel U HPOSPAMMHO20 o0bDecneyeHus, d maKdce ancopummos
ucnoimanuii. Onucana npocpamma Ons  SNeKMPOHHOU  GbIMUCIUMENbHOU MAUWUHbI, Pearu3youds
ynpasienue npediodceHHOlU annapamHo-npocPammHoOU CUCEMOlL.

Knouesvle cnosa: anomanuu nepuoduqecmtx NleKmpuvecKux CcucHajos, annapamuo-npoepwwvmblﬁ
Komninekc, ompa60mi<a, ucnvlmaHus, apmeqbakmbl, INIeKMPOHHAA annapamypa, asmomamu3ayusl.
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The aim of the work is to develop an automated system for detecting anomalies of periodic electrical
signals with improved characteristics of the speed and efficiency of search. To solve this goal, the analysis
of the problem of detecting anomalies of periodic electrical signals measured from electronic equipment
was carried out and its relevance was substantiated. A hardware and software system for detecting anoma-
lies of periodic electrical signals has been developed, which makes it possible to automate the testing pro-
cess and increase the efficiency of detecting malfunctions of electronic equipment for various purposes. The
improvement of the aforementioned characteristics was achieved due to a new test method underlying the
implementation of the proposed system and protected by the patent of the Russian Federation for an inven-
tion, as well as due to the high-quality implementation of software and hardware. When solving the set
tasks, the methods of algebra-logic, mathematical statistics and object-oriented programming were used.
The results of developing hardware, software and test algorithms are presented.
A program for an electronic computer that implements control of the proposed hardware-software system
is described.

Keywords: anomalies of periodic electrical signals, hardware and software complex, debug, testing, ar-
tifacts, electronic equipment, automation.

Introduction

At present, the issue of developing testing systems with improved characteristics is becoming more
and more urgent. This is due to the increased requirements for target engineering systems being used
in the national economy. For example, there is a tendency towards miniaturization of the units being
used in military and civil aviation equipment, land vehicles, water transport, etc. In this case, the func-
tionality assigned to the above systems increases. The described processes necessarily influence the
reliability of the equipment being manufactured, since any complication of the system threatens this
characteristic. This article discusses a particular problem, determined by general trends in production,
namely, test hardware and software systems that perform the function of oscillography of periodic
electrical signals, which makes it possible to increase the level of reliability of technical systems. An
oscilloscope is one of the main tools for controlling and testing complex equipment. With the help of
an oscilloscope, it is possible to examine the shape of periodic electrical signals and detect its anoma-
lies. Nevertheless, period anomalies can rarely appear. It made it necessary to conduct long-term re-
cording of signals being received from monitor objects on information storage devices for their subse-
guent in-depth analysis. Conducting such experiments is essential for: registering bioparameters of a
human body [1; 2], controlling and ensuring safety of the operation of nuclear reactors [3], testing
electronic equipment [4; 5], for example, monitoring the periods of reference frequency generators, the
distortion of which can lead to critical malfunctions of devices.

During the long-term measurements, with recording on information storage devices, huge volumes
of digitized data accumulate, especially if synchronous recording is performed on multiple channels.
An operator is not able to analyze received data manually. The presented arguments make the devel-
opment of multichannel hardware-software oscillographic systems with functions of recording and
automated analysis of oscillograms very urgent. In the course of the analysis of the level of technical
solutions, it was determined that at present on the market there are few technical solutions that meet
the requirements, and their characteristics can be improved [6-11].

The hardware of the proposed system
The technology of construction on the basis of main-modular systems for industrial use in the PXI,

PXle and cPCI standards has been chosen as the most suitable from the currently available technolo-
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gies for organizing the equipment of test complexes [12]. This determined high reliability of the elec-
tronic component database, relatively low cost of the equipment, and most importantly, manifold pos-
sibilities for configuring oscilloscope systems, which is undoubtedly important for the creation of mul-
tichannel systems [13]. This approach makes it possible to increase the number of channels of the os-
cilloscope system up to 200 by installing new modules and racks, as well as to develop complex hard-
ware and software systems, which, in addition to oscilloscopes, can include devices of various func-
tionalities. For example, digital input — output devices, various generators and analyzers, controllers of
industrial and civil interfaces, etc. This approach allows to conduct complex multifunctional tests [14].
Furthermore, the use of the above-mentioned test equipment standards allows specialists to provide
high-quality synchronization of oscillography channels with each other, which is certainly important
for comparing data obtained through different channels during the analysis.

The image of the developed laboratory layout of the oscillographic complex for detecting anoma-
lies of periodic electrical signals is shown in the figure.
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Laboratory layout of an oscillographic complex

The software of the proposed system

The software for the electrical signal anomaly detection system includes three main modules: oscil-
loscope module, oscillogram analysis module, technological process module [15].

The oscilloscope module performs the following functions:

1) configuring parameters for displaying and recording electrical signals from units under test,
such as the number of channels, terminal impedance, sampling frequency, length of the sample pre-
sented on a display, etc.;

2) displaying signals measured from units under test;

3) recording signals measured from units under test to data storage devices.

The oscillogram analysis module performs the following functions:

1) setting a graphical sample of the periods of oscillograms, which the automated analytical system
(AAS) (which is part of the system for detecting anomalies of periodic electrical signals), will take as
a normal period that does not have anomalies;

2) configuring the deviation rates that are used by the AAS as an input parameter for searching for
anomalous periods of the oscillogram being analyzed that differ from the one specified as a sample;

3) searching and detecting anomalous periods of the oscillogram being analyzed;

4) creating the images of detected anomalous periods;

5) creating a text file containing statistical data obtained as a result of the analysis: the number of
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analyzed periods, the number of detected anomalous periods, coordinates of points of the detected
anomalous periods in the oscillogram, etc.

The module of engineering processes performs the following functions:

1) viewing oscillograms in manual mode;

2) converting waveform data, for example, from a numeric type to text or graphics.

Test Algorithm

The test algorithm with the use of the proposed system for detecting anomalies of periodic electri-
cal signals, in a general way, consists in the following: the input channels of an oscilloscope are con-
nected to the sections of the electrical circuits of the units under test; put the units under test into oper-
ating modes; perform measurements continuously for a long time, recording data on data storage de-
vices; on the display of the system for detecting anomalies they reproduce an oscillogram as a static
image; an experiment operator graphically indicates a part of the oscillogram, from which the AAS
should automatically calculate a sample of the normal period of the oscillogram, which will be taken
as a sample, during the analysis for the presence of abnormal periods in the oscillogram under study,
different from the calculated sample; the operator of the experiment configures the coefficients of de-
flection of the periods, thereby determining how much the analyzed period of the oscillogram should
differ from the specified normal sample in order for the AAS to classify it as anomalous; the AAS au-
tomatically enumerates all periods of the oscillogram being analyzed and classifies each period ac-
cording to the "normal / abnormal” attribute; the AAS generates a text file containing statistical data
on the test results; the AAS creates the images of detected anomalies and saves them to data storage
devices[16].

In appropriate cases, it is possible to adjust the system for the simultaneous continuous accumula-
tion of data on the server with their automatic analysis and search for anomalies of a specialized high-
performance computer. The digitized data saved on the server is stored in files as an array. Depending
on the requirements for an oscilloscope and analysis system, these files can contain digitized data for a
certain (specified) time. The minimum data recording time for one file must not be less than the full
signal period, the maximum is limited only by the volume of server information space. Thus, if such a
need arises, it is possible to adjust the system so that the first signal anomalies can be detected after
receiving the first file with digitized data, i.e. within a few seconds.

Conclusion
The system developed for detecting anomalies of periodic electrical signals is protected by the pa-
tent of the Russian Federation for an invention and it allows:
— to record electrical signals received from the units under test on data storage devices for a long
period of time (up to a year) , without data loss;
— to reproduce on the display and record electrical signals received from the units under test
over a multitude of channels (up to 200) synchronized with each other;
— to perform automatic analysis of large volumes of oscillograms received from the units under
test for the presence of anomalous periods in them.
The algorithms for detecting anomalies, on the basis of which the software modules of the pro-
posed hardware-software system have been developed, are protected by the Russian Federation patent
for an invention and have advantages in the detection efficiency.
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The proposed oscilloscope method makes it possible to increase the probability of automatic detec-
tion of anomalies of periodic electrical signals contained in the analyzed oscillogram, while reducing
time spent on the endurance run. This improves test efficiency.

The laboratory layout of an oscilloscope and the algorithms for measuring and searching for anom-
alies have been successfully tested at the JSC ACADEMICIAN M. F. RESHETNEV Information Sat-
ellite Systems while testing the control equipment for three-phase electromagnetic motors of the ther-
mal control system.
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