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Современные и перспективные динамические системы комплексов авиационного вооружения 

Воздушно-космических сил (далее – системы) характеризуются усложнением структуры и повышением 

требований к надежности и эффективности функционирования. Более того, системы поколения 4++ и 5 

достаточно уникальны и (или) малосерийны, а составляющие их элементы в своей основе миниатюрны и 

дороги, поэтому необходимым условием при выполнении требований контролепригодности к системам и 

составляющим элементам является максимально возможное сохранение качества исходного базиса при 

неизбежной новой трактовке дополнительной информации. Дальнейшее внедрение в практику решения 

задач технической диагностики (ТД) технологий искусственного интеллекта позволяет получать 

адекватные результаты практически с любой точностью. Достоверность результатов будет 

определяться исключительно пунктуальностью задания данных и полнотой математического описания 

систем, процессов и событий рассматриваемой предметной области. Поэтому следует ожидать, что 

дальнейшее развитие теории и практики ТД будет идти по пути более глубокого изучения физических 

процессов, происходящих 

в системах, и более точного математического задания процедур поиска места отказа систем. Целью 

работы установлена разработка взаимосвязанной совокупности математических и логических блок-схем 

получения и применения диагностических знаний в программно-математическом обеспечении 

современных и перспективных бортовых средств контроля технического состояния (ТС) систем. 

Приоритетным направлением в подобных исследованиях является дифференцированная селекция 

апробированных методов ТД с выбором соответствующего математического и алгоритмического 

аппарата прямого вероятностного моделирования систем. Представлена блок-схема и рассмотрен 

вариант практического приложения разработанного алгоритма последовательного распознавания 

отказов систем (далее – алгоритм, если из контекста изложения материала ясно, что речь идет именно 

о разработанном алгоритме). С применением алгоритма отсутствует необходимость в декомпозиции 

систем, а потенциал многократных повторений результатов случайного процесса смены ТС систем 
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предопределяет возможность получения больших выборок с высокой точностью программной 

компиляции. 

Ключевые слова: элементарная проверка, диагностический признак (ДП), вероятность класса ТС 

системы, метод поиска места отказа системы, метод принятия решения, средний риск принятия 

решения технического диагностирования. 
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Modern and promising dynamic systems of aviation weapon systems of the Aerospace Forces (hereinafter for 

brevity in the text – the system) are characterized by a more complex structure and increased requirements for 

reliability and efficiency of functioning. Moreover, systems of generation 4 ++ and 5 are quite unique and (or) 

small-scale, and their constituent elements are basically miniature and expensive, therefore, a prerequisite for 

fulfilling the requirements for traceability to systems and constituent elements is the maximum possible preserva-

tion of the quality of the initial basis with the inevitable new interpretation of additional information. Further in-

troduction of artificial intelligence technologies into the practice of solving problems of technical diagnostics 

makes it possible to obtain adequate results with almost any accuracy. The reliability of the results will be deter-

mined solely by the punctuality of the data assignment and the completeness of the mathematical description of 

systems, processes and events in the subject area under consideration. Therefore, it should be expected that the 

further development of the theory and practice of technical diagnostics will follow the path of a deeper study of 

the physical processes occurring in systems, and a more accurate mathematical specification of procedures for 

finding the place of failure of systems. The aim of the work is to establish the development of an interconnected set 

of mathematical and logical block diagrams for obtaining and applying diagnostic knowledge in the software and 

mathematical support of modern and advanced onboard means of monitoring the technical state of systems. The 

priority direction in such studies is the differentiated selection of approved methods of technical diagnostics with 

the choice of the appropriate mathematical and algorithmic apparatus for direct probabilistic modeling of sys-

tems. A block diagram is presented and a variant of the practical application of the developed algorithm for se-

quential recognition of system failures (hereinafter referred to as an algorithm, if it is clear from the context of the 

presentation of the material that it is the developed algorithm) is considered. By using the algorithm, there is no 

need for decomposition of systems, and the potential for multiple repetitions of the results of a random process of 

changing the technical states of systems predetermines the possibility of obtaining large samples with high accu-

racy of software compilation. 

 

Keywords: elementary check, diagnostic sign, probability of a class of the technical condition of the system, 

method for finding the place of a system failure, decision method, average risk of making a technical diagnosis 

decision. 

 

Introduction 

Programs of the Ministry of Defense of the Russian Federation aimed at improving the quality of control 

of TS of weapons and military (special) equipment are used to maintain and restore the serviceable (opera-
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ble) state of various types of systems. At the same time, the analysis of the properties of systems of the form 

[1; 2], the results of scientific research of the theory, methods and means of determining TS systems [3; 4] 

have shown that the complexity of systems has reached a level at which, in most cases, an individual human 

expert or a group of experts is not able to fully and accurately process the amount of information about in-

homogeneous processes occurring during the operation, damage and system failures. Consequently, the fur-

ther development of TD as a necessary component of the control process of TS systems seems to expand the 

base of theoretical foundations and their practical applications, focused on the partial or complete transfer of 

analytical functions of an expert from a human operator to a machine. 

An important role in this is assigned to the improvement of algorithms that provide maximum automation 

of optimal operations to find the place of failure of systems. 

Algorithms for probabilistic modelling of problems of combinational and sequential recognition of sys-

tem failures are developed in great detail and are considered in special literature, for example [5; 6]. We also 

note a useful overview of current results in the subject area. So, in articles [7; 8] algorithms for identifying 

defects and assessing their impact on the safety of systems operation using the rules of inference and formal 

conceptual analysis are proposed; in [9], the algorithms for TD of the compressors of aircraft gas turbine en-

gines were developed using parameters that are highly sensitive to changes in the vehicle of the controlled 

object; in the work [10], original algorithms for individual and group diagnostics of the functioning of infor-

mation-measuring complexes for electricity metering are presented; publication [11] argues the possibilities 

of applying the achievements of neural network technologies in the algorithms of TD of digital systems. 

Taking into account the actualization of the vehicle control strategy based on the state and the mixed ve-

hicle control strategy, as well as the processes of increasing the readiness coefficient of military systems, [2] 

as the most natural, practically feasible form that meets modern requirements, we will determine the feasibil-

ity of further improving the failure recognition procedure the development of an algorithm that has the prop-

erties of centralization and adaptation. The block "decision making" of such an algorithm is considered as the 

central one, which provides the functions of the regulator when the proposed algorithm is applied for its in-

tended purpose. The adaptation property reflects the fact that the formation of branches of such an algorithm 

is carried out on the basis of possible structures of systems, and the connections between the branches of the 

procedure for conditional search for the place of failure of systems are implemented on the basis of an opti-

mal combination of all algorithmic blocks.  

 

Presentation of the initial data and the main result 

In the implementation of the structure and content of the algorithm, the apparatus of the theory of pattern 

recognition is used and the tools of direct probabilistic (imitation) modelling are used, in which the algorithm 

reproduces, imitates real human actions that are randomly dependent from the type of a priori information and 

the structure of the system. 

Based on the classical formulations of the problem of optimal search for the place of failure of systems 

[12], the synthesized algorithm is presented in the form of a block diagram of operators, separate of which 

represent a fairly large group of elementary arithmetic and logical operations, as shown in fig. 1. 

The developed algorithm operates on the basis of the initial data systematized in operator 2. 

The system under study, which belongs to the class of dynamical systems, is represented in the so-called 

system theory by the "input - state - output" model [12–14]. 

Ε = (T, X, Y, Z, A, F),                                                             (1) 

where T is a set of points in time t; X is a set of input signals of the system x; Y is the set of output signals of 

the system y; Z is the set of state variables of the system z;  

A – operator of outputs, describing the mechanism of the formation of the output signal as a reaction of the 
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system to internal and external disturbances; F – is the transition operator, reflecting the change in the state 

of the system under the influence of internal and external disturbances. 

 

 

 
 

Риc. 1. Блок-схема оптимального условного алгоритма поиска места отказа 

динамических систем (Начало) 
 

Fig. 1. Block diagram of the optimal conditional algorithm for finding the place  

of failure of dynamic systems (Beginning) 



 

 
 

Раздел 1. Информатика, вычислительная техника и управление 
 

 279 

 
 

Риc. 1. Продолжение (начало на с. 277) 
 

Fig. 1. Continued (beginning on р. 277) 

 

To organize the recognition of failures, it is necessary to use a pre-formed DS reference dictionary, the 

number of descriptions in which should be equal to a given number ν of the determined i-th classes of the TS 

of the system, 1,νi  . The DS system dictionary, formed in a form convenient for further actions, is present-

ed in the form of vectors 

Hi = (hi1, hi2, …, hij, …, hil), 1,νi  ,                                             (2) 

whose components are the supporting j-th (out of the total number l) DS hi1, …, hil of any type describing 

properties of the system of this class TS Hi, 1,νi  . 

It is known that the j-th DS hij, 1,j l  means a possible outcome of an elementary check in the i-th class 

of TS of the system and shows what the outcome of an elementary check should be if the state of the system 

belongs to the i-th class of TS [12]. Therefore, to denote an elementary check, the symbol π is used with the 

index j – πj, 1,j l , of the same name for the number of DSs, and for brevity, an elementary check is herein-

after called simply a check. 
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Риc. 1. Окончание (начало на с. 277) 
 

Fig. 1. End (beginning on р. 277) 

 

It should be noted here that the descriptions of classes formed at the stage of preliminary study of the 

properties of systems do not remain unchanged. They are usually refined according to the results of recogni-

tion of newly created or modernized systems, which determines the open architecture of the algorithm. 

The set of specified classes, obtained at the end of the learning process, forms an array of the alphabet of 

classes of the TS system in a mathematical formulation, similar to formula (2), but representing it in a form 

that excludes programming errors 

11 12 1 1

21 22 2 2

1 2

χ1 χ 2 χ χ

ν1 ν2 ν ν

... ...

... ...

... ... ... ... ... ...

... ...
.

... ... ... ... ... ...

... ...

... ... ... ... ... ...

... ...

j l

j l

i i ij il

j l

j l

h h h h

h h h h

h h h h
H

h h h h

h h h h

                                                     (3) 

The alphabet of classes (3) assumes the existence of a maximum number of separate classes correspond-

ing to inoperable states of the system. It is also assumed that the recognition of failures is performed on the 

set of the indicated DSs and that their number is sufficient for the correct classification of all inoperable 

states of the system. 

By their nature, all states of systems are random events caused by the randomness of failures of individual 

elements and other random factors. Under these conditions, generally speaking, it is necessary to consider 

the TD problem in a probabilistic formulation, and its solution within the framework of the application of 

probabilistic decision-making methods, assuming the presence of information specifying: 

– the probabilities of the i-th classes of the TS of the system P(Hi), 1,νi  ; 
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– the probabilities of the appearance of images of the system h when the system is in the i-th classes of 

the TS  P(h/Hi); 1,νi  ; 

– the prices of the j-th checks c(πj), 1,j l . 

In addition, in the structure of the initial data generated in operator 2, it is mandatory to provide for the 

presence of a payment matrix that assigns average losses in case of correct and erroneous decisions of tech-

nical diagnostics obtained at the stage of training the system 

11 12 1ν

ν1, ν2, νν

, , ...,

... ... ... ...
.

... ... ... ...

...,

с с с

С

c c c

                                                        (4) 

On the main diagonal of the payoff matrix (4), there are losses with correct decisions, on the right side of 

the main diagonal are losses associated with errors of the 1st kind, on the left are losses associated with er-

rors of the 2nd kind [15]. 

Upon completion of the process of entering the initial data, using operator 3, an analysis of the interaction 

of elements with each other in the spatio-temporal organization of the system that determines the types, na-

ture of connections and relationships between elements is performed. Operator 3 is typical for identifying a 

sequential model of system reliability or other structure of connecting elements and is intended to determine 

the conditions for the applicability of one of the known methods for finding the place of system failure. To 

structure the system, frames can be used – constructions for describing a certain system, that has certain 

properties and stores all information about the properties and relationships of the system [4].  

In general, such an analysis is an intermediate stage in solving the TD problem on a computing machine. 

Next, a group of operators 4-16 functions, designed to reproduce the failure recognition method and de-

termine the system image, which, by analogy with the DS dictionary (2), is represented in the form of vectors 

h = (h1, h2, …, hj, …, hl).                                                         (5) 

where h1, …, hl are features of any kind obtained as a result of performing checks πj, 1,j l . 

Obviously, features hij, 1,νi  , 1,j l  from the DS dictionary of system (2) and features hj, 1,j l  from 

the image of system (5) assume comparable units and an identical form that allows their comparison. 

Logical operator 4 provides a branching of the general procedure for recognizing failure depending on the 

identification of the structure of the system. 

When sequentially connecting elements in the system, operator 5 checks the condition of equality of pric-

es of the checks performed. When the condition c(1) = c(2) =…= c(j) is satisfied, the set of checks P = { 

π1, π2, … πj }, 1,j l  is obtained, and the final image formation of the system h of the form (5) is carried out 

using the program of the half-partition method [ 6] introduced by operator 6. Here we note that the condi-

tions for the applicability of the half-partition method are not limited by the requirements for the equality of 

the probabilities of the classes of TS of the system P(Hi), 1,νi  . 

If the condition c(1) = c(2) =…= c(j), 1,j l  is not satisfied, then operator 7, regardless of the previous 

cycle checks the equality of the probabilities of the classes of the TS of the system, P(H1) = P(H2)=…=P(Hi), 

1,νi   and connects operator 8, which implements the program of the method   of sequential functional 

analysis [5]. Failure to meet the conditions c(1) = c(2) =…= c(j), 1,j l  and P(H1) = P(H2) = …= P(Hi), 

1,νi  , means the choice of a failure recognition program by the linear programming method [12] contained 

in statement 9.With a mixed structure of connecting elements in the system, control from operator 4 is trans-
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ferred directly to operator 10, which, when the prices of the performed checks, c(1) = c(2) =…= c(j), 

1,j l , are equal, requests operator 11. If probabilities of classes of TS of the system, P(H1) = P(H2) = …= 

P(Hi), 1,νi  , obtaining a set of checks P = { π1, π2, … πj }, 1,j l , and the final formation of the image of the 

system h of the form (5) is carried out using the information method program [6]. 

The lack of conditions for the applicability of the information method leads to the need to include in the 

operation of the algorithm operator 13, synthesizing the method of dynamic programming of recognition of 

failures [6]. 

If the condition c(1) == c(2) =…= c(j), 1,j l  does not hold for a mixed structure of the connection of 

elements in the system, then operator 14 checks the equality of the probabilities of the classes of the TS of 

the system, P(H1) = P(H2) = …= P(Hi), 1,νi  , and connects operator 15, which implements the program of 

the "engineering" method of finding the place of failure of the system [5]. If the prices of checks are not 

equal, c(1) ≠ c(2) =…≠ c(j), 1,j l , and the probabilities of the classes of the TS of the system are not the 

same, P(H1) ≠ P(H2) ≠ …≠ P(Hi), 1,νi  , then to establish the set of checks   P = { π1, π2, … πj }, 1,j l  and 

to determine the image of the system h of the form (5), the "time - probability" method [5] is selected, con-

tained in operator 16. 

Thus, the operation of the group of operators 4–16 is carried out under the conditions of an active experi-

ment, which dictates the need to form certain optimality requirements for specific control conditions of the 

TS systems. 

The requirements for optimization of the set of checks are presented on the basis of the condition of pair-

wise distinguishability of the TS of the system, supplemented by restrictions on finding the optimal subset 

П Пk
  , such that the formulations [12] presented in operator 17 are resolved. 

Operator condition 17 defines a given number of checks required to determine the i-th TS of the system 

and requires that in the required subset P* there is at least one check j, such that any two dictionaries DS Hi 

и H, ,  χ 1,ν,  χi i   , were pairwise distinguishable by the results of this check and so that this subset was 

the minimum of all possible ones. 

In the general case, several subsets P*, can be found that satisfy the condition of operator 17. For the final 

choice of one of these subsets, operators 18– 20 additional specific optimization requirements are formulat-

ed. 

Optimization requirements are expressed in minimizing the total costs associated with performing checks 

πj, included in the desired optimal subset P* (operator 19) or in maximizing the reliability of recognition of 

failures when performing checks πj, included in the sought optimal subset P* (operator 20). When requesting 

a minimum of total costs associated with performing checks included in the desired subset P*, operator 18 

transfers control to operator 19, and, if necessary, to ensure maximum reliability of failure recognition, to 

operator. 

Operator 21 in each case makes a classifying solution to the problem of recognizing failures by calculat-

ing the index Ψ(h, H) of similarity (measure of proximity) between the vector (5) and each of the classes (2) 

of the alphabet (3). The use of the proximity measure Ψ(h, H)  

in the algorithms for recognizing failures is due to the type of DS used to find the place of failure of systems; 

therefore, the options for calculating the similarity indicator Ψ(h, H) for a large number of states are extreme-

ly diverse. By decomposing and generalizing the working dependencies proposed in the considered section 

of the developed algorithm, the arithmetic operations of the operator 21 are reduced to a single scheme for 

calculating the root-mean-square distance between the image components of the system (5) and the DS dic-

tionary (2). 
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The decision rule of the problem of classifying the search for the place of failure of the system is present-

ed in the operator 22. The minimization or maximization of the decision rule of the operator 22 is determined 

by the specification of the types of DS given by the type of system with previously known design features 

(1). 

After optimizing the solution to the problem of finding the place of failure of the system, operators 23–29 

are included in the process of functioning of the developed algorithm, designed to make a final conclusion 

based on the results of the process of technical diagnostics of the system using an assessment of the average 

risk of decision-making R(Hi/h), ν,1i . Operators 23–29 implement the Bayesian decision-making strategy 

for technical diagnostics with its required modifications depending on the availability of the initial data and 

the applied criteria for developing the final decision. Without violating the generality of reasoning, we note 

the potential of probabilistic decision-making methods when processing, including data of deterministic and 

logical DS, assuming the values of such DS to be probabilistic, with the probability of occurrence of unity. 

Operator 23 checks the conditions for the direct statement of the Bayesian method. When defining the 

image of the system (5) at the previous stages of the functioning of the algorithm, the stability of the descrip-

tion of the alphabet of classes of the TS of the system (3), the given probabilities of the classes of the TS of 

the system ( ),iР Н  1,νi   and the probabilities of the appearance of images when the system is in the i-th 

classes of TS P(h/Hi), 1,νi  , the invariability of the payment matrix (4), the operator 24 calculates the av-

erage risk of making a decision of technical diagnostics R(Hi/h), 1,νi   by direct application of Bayes' theo-

rem [12; 16]. 

The value of the average risk of making a decision of technical diagnostics R(Hi/h), 1,νi   is an indicator 

by which the final decision is made about the belonging of the recognized state of the system to one of the 

classes of inoperable states. 

In the absence of information about the probabilities of the classes of the TS of the system ( ),iР Н  

1,νi   control is transferred to the operator 25, who checks the conditions for the applicability of the mini-

max method. With the known alphabet of classes of the TS of the system of the form (3) and the pay-out ma-

trix of the form (4), the operator 25 connects the operator 26, which contains the apparatus of the minimax 

method. The average risk of making a decision R(Hi/h), 1,νi   is calculated in this case according to the 

modified rules of the specified method [6; 15]. 

Operator 27 is intended for inclusion in the decision-making process of technical diagnostics of the tools 

of the Neumann – Pearson method. If there is only information about the alphabet of classes of TS of a sys-

tem of the form (3), the average risk of making a decision R(Hi/h), 1,νi    

is calculated in operator 28 according to the criteria of the Neumann - Pearson method [15]. 

Otherwise, the decision on the diagnosis is not made and control is transferred to the operator 29, which 

performs the process of refusal to make the decision of technical diagnosis.  

In order to exclude operator 29 from the structure of the optimal conditional algorithm for finding the 

place of failure of systems, further improvement of diagnostic knowledge is assumed in the following areas: 

– justification and acceptance of assumptions about the neglect of losses associated with correct solutions 

of the TD problem, incomparably small in relation to the losses associated with errors of the I-st and II-nd 

kind; 

– estimation of the probability distribution densities for all classes of recognizable states of systems; 

– introduction into consideration of the so-called threshold value of the likelihood coefficient, which is 

the ratio of the conditional distribution densities of DS values in the classes of inoperable states systems. 

In the developed algorithm, operator 29 is a dead-end test for finding a defect. Information about the ab-

sence of a solution related to the most probable place of system failure is transmitted to operator 34. 
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Depending on the requirements, the output of the results of solving the TD problem involves the branch-

ing of the developed algorithm by the operator 30 on the line of quantitative or qualitative assessment of the 

control results. 

The structure of the developed algorithm also assumes the presence of a set of control and processing 

blocks located in a certain sequence, indication (registration) of control results in the appropriate units of 

measurement of the j-th DS or in the form of logical conditions for the assessment "Defect". 

When specifying the requirements for the quantitative (measuring) presentation of the failure recognition re-

sults, the assessment of the results of technical diagnostics is expressed by the operator 30 in the form of the num-

ber Lj, showing the quantitative value of the j-th DS and the unit of measurement of the j-th DS – 0
jh . 

A quantitative approach to recognizing failures involves determining the deviation of the measured value 

of the j-th DS hj from the nominal hj0 in the gradations of the tolerance and scrap fields. The value of the gra-

dation in most modern control systems is chosen equal to 12.5% of the half of the tolerance [4]. The meas-

ured DS value is considered positive when the tolerance band is exceeded and negative if the measured DS 

value is less than the tolerance band. Further, the operator 30 includes in the work operator 31, which deter-

mines the estimate of the defect of the j-th DS. In operator 31, based on the known maximum permissible 

upper hjв and lower hjн values of the j-th DS, respectively, by rounding to the nearest number from below 

(ent), the gradation number Kg, corresponding to the DS value is determined. 

The sign of the deviation of the measured value of DS from the nominal value is determined using an ob-

vious formula, resolved by operator 32. 

When specifying the requirements for a qualitative (tolerance) presentation of the results of searching for 

the place of system failure, operator 30 transfers control to operator 33. 

In case of qualitative recognition of failures, the evaluation of the type "Defect" (D), or "Defect above" 

(DA), "Defect below" (DB) of technical diagnostics results is carried out by operator 33 by trivial compari-

son of the measured value of the j-th DS hj with the maximum permissible upper hjв and lower hjн values. 

Data of a quantitative or qualitative assessment of the results of solving the TD problem are submitted to 

operators 34 and 35, intended, respectively, for displaying and documenting diagnostic information. 

 

Development of recommendations for the practical application of solutions 

A variant of the practical application of the developed algorithm is possible in the structure of information 

diagnostic systems related to the typology of artificial intelligence systems [4]. The inclusion of the algo-

rithm in the mechanism for obtaining solutions (solver) of the information diagnostic system eliminates the 

need to operate with rules - rather voluminous constructions for expressing connections, dependencies be-

tween facts and their combinations. Automatic connection of knowledge procedures that allow performing 

calculations or transformations of functions and making decisions in a certain situation is performed by the 

algorithm depending on the data of operator 2. Very laborious, especially with large systems, the process of 

enumerating possible options is eliminated. Consequently, the mechanism for obtaining solutions of the arti-

ficial intelligence system containing the obtained algorithm is assumed to be maximally optimized. 

In the structure of concepts formed in the form of abstracted systems that have definitions, structures and 

constituent elements, the initial data indicated above are mandatory, which imposes significant requirements 

on the amount of permanent memory and the speed of the calculator processor. However, this drawback is 

less significant in comparison with the advantages of the proposed approach. Moreover, the resources of the 

information diagnostic system are freed up by the absence in its structure of complex models for representing 

the knowledge base and the rules involved in the derivation - the so-called production models and semantic 

networks [4]. 
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Conclusion 

The resulting set of prescriptions determines the optimal sequence of actions of performers and means 

necessary and sufficient to recognize failures with minimal costs and (or) maximum reliability of control of 

TS systems. The operations of recognizing unworkable states of the system are defined as multi-step actions 

to transform the input information about the DS into the output one, which is a conclusion about which class 

of TS the system image belongs to. 

Thus, using the proposed algorithm, there is no the need for combination and unconditional checks of sys-

tem elements and at the same time predetermines the possibility of research, primarily of elements with low 

reliability. 
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