Cubupckuil scypHan Hayku u mexvoaoeui. Tom 21, Ne 4

UDC 004.056.53
Doi: 10.31772/2587-6066-2020-21-4-466-477

For citation: Anashkin E. V., Zhukova M. N. Algorithmic and software of the system profiling the actions
of users of the information system. Siberian Journal of Science and Technology. 2020, Vol. 21, No. 4, P. 466-477.
Doi: 10.31772/2587-6066-2020-21-4-466-477

Jas uutupoBanusi: AnamkuH E. B., XKXykoBa M. H. AnropurMudeckoe u mporpaMMHOe 00ECIIedeHNE CHCTEMBI

pohUIHPOBaHMs ACUCTBUH MOB30BaTeNnelt HHOpMAIMOHHOH cucteMbl // CHOMpPCKUH KypHall HAYKH U TEXHOIJIOTHIA.
2020. T. 21, Ne 4. C. 466-477. Doi: 10.31772/2587-6066-2020-21-4-466-477
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The paper describes the software of the system for profiling the actions of users of the information system. This pro-
filing system is aimed at solving the problem of trust in users of information systems. The system should regulate access
to protected resources by analyzing user behavior. The algorithmic component of the system is represented by a user
behavior model and a general system operation algorithm. The user behavior model is based on the apparatus of
Markov chains Sofiware implementation allows in practice to obtain the foundations of the proposed approach to work.
At the development stages, the choice of software architecture is carried out. The client-server architecture was chosen
as a reasonable decision. The software component of the user activity profiling system consists of five separate software
modules. At the end of development, a brief testing of the components is carried out. The novelty of this work lies in the
proposal of an approach that uses the profiling of user actions as an additional determining factor in managing access

to objects, as a way to strengthen the basic measures “Controlling access of subjects to access objects” in the order
system of FSTEC of Russia.
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B pabome npusodoumcs onucanue aneopummuiecko2o u BPoSPaAMMHO20 0OeCneyenus CUCeMbl NPOPUIUPOBAHUS
Oeticmeutl noiv3oeameneti UHPOPMAYUOHHOU cucmembl. JJannas cucmema npoQuUIUposanusi HanpasieHa Ha pewenue
npobnemvl ¢ O0ogepuem K Noab3osamenim uugopmayuonuvix cucmem. Cucmema OO0N’CHA pe2yauposams OOCHYN
K 3auuiyaeMvbl;M pecypcam nymem aHaiu3a no8edeHus noavb3ogamenei. Aneopummuyeckas cOCmasnsiowas Cucmembl
npeocmasnena Mooenvio NoseoeHUs NOoab308aAmens U ooWuUM aieopummom pabomel cucmemvl. Moodenv nosedenus
noavb308amens CMpoumcs Ha base annapama MapKosckux yenei. Ilpocpammnas peanuzayusi no3eosiem Ha npaxKmuke
noayuums noomeepicoeHue pabomocnocobnocmu npediazaemoz2o nooxooa. Ha smanax paspabomxu ocyuecme-
Jslemcsi  6bl00p  apXUMEKMYpbl NpOZPAMMHO20 obecneuenus. B kauecmge 000CHO8AHHO20 peuienusi 6blOpana
apxumexkmypa muna «kiuenm — cepgepy. llpocpammnas cocmaensiiowas cucmemvl NpOQUIUPOBAHUSL OeliCmEull
noavzosamenel cOCMOUm U3 NAmu OMOEIbHbIX NPOSPAMMHLIX MOOyrel. B konye paspabomxu npoeodumcs kpamxoe
mecmuposarue pabomvl KOMnoueHmos. Hogusna 0annou pabomul 3aKI0YAEMCs 8 NPEONONCeHUU N00X00d, KOMOPbLil
ucnonvzyem npoguauposanue Oelicmeuil noavzosamenel Kax OONOJTHUMENbHbIL onpedensiiowuil  axkmop npu
YNpaeieHuu O00CMYNOM K 00bekmam, Kak cnocob ycuneHus 0a308blx mep «YnpagneHue 00Cmynom cyObeKkmos
K obvexmam docmynay 8 cucmeme npukazos @®CTIK Poccuu.

Kniouesvie cnosa: ananus nogedenus nonvsosamenei, konmpoas oocmyna, I110 C3U, UBA.

Introduction. The development of information secu- In some information systems, the issue of trust in us-
rity in information systems offers various options for so- ers is limited to the password authentication procedure.
lution to the issue of trust in system users. The system trusts a user if the user knows the password.
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However, there are several cases where password authen-
tication as a trust criterion is not enough. The first case is
password theft or brute-force attack. The use of disgraced
accounts is the second most popular method used by cy-
bercriminals to conduct attacks aimed at stealing confi-
dential data [1]. The second case is the presence of an
internal attacker or insider on the information system.
According to the study, 90 % of information leaks in Rus-
sia occur with an internal attacker (63.5 % in the world)
[2].

Another option can be called a “communist” ap-
proach, which includes creating white and black lists:
approved and prohibited programs, web resources,
actions, etc. However, in the current conditions of de-
velopment of information technologies, when new pro-
grams are being developed every day, new malicious
resources are being created, and their tools are modified,
it is problematic to create a full-fledged and comprehen-
sive list. The same applies to business, the organizations
themselves cannot always determine and fix the set of
software, services and resources that they need to im-
plement business processes today and tomorrow [3].
Even if a program is on the white list, it may have a vul-
nerability that could be exploited by a malefactor to cir-
cumvent restrictions of prohibitive policy. Thus, this
approach is not sufficient to provide the environment
for trust.

Another approach, called “ZeroTrust” [4], is based on
distrust of the system components to each other, as well
as the system does not trust the user. In this key, to con-
firm trust, it is proposed to use profiling of user actions in
the system.

Profiling employee actions will make it possible to
quickly identify all atypical actions that go beyond the
usual behavior. This will help to identify the guilty party
aiming at punishment or additional training. This will also
allow detecting cases of the use of disgraced accounts,
because, in order to circumvent behavioral analysis, a
malefactor must accurately simulate all the actions of the
employee who owned the disgraced account.

The scientific novelty of the work lies in the fact that
among the scientific works that have appeared over the
past 10 years, one can find a considerable number that
affect user behavior for solving a different spectrum of
tasks. To ensure enterprise protection, profiling of user
actions occurs within the framework of access to the
server [5]. In the paper [6], to protect cloud services, it is
proposed to use fuzzy logic to calculate the level of trust
in users based on their behavior. Another area of applica-
tion for analysis of user behavior is security auditing and
anomaly detection in databases [7]. In this paper a method
of a one-class support vector machine is applied. Another
work [8] is aimed at protecting information stored in da-
tabases. Its goal is to automate the adjustment of security
policies and rules for accessing database tables. To do
this, the operating rules are used, initially set by the secu-
rity administrator to users, and user behavior is deter-
mined by access patterns. The following work analyzes,
using Markov chains, the sequences of Unix-systems of
variable length, which are entered by the user in the ter-
minal server [9]. Also, user behavior is added to malware
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detection [10]: wherefrom users download files, and
wherefrom they lunch files, along with what file they
lunch, that affects the calculation of the host's
security level, as well as the accuracy of the detection
system.

Nevertheless, despite the available variety of activities
related to behavior profiling, there is a shortage of works
that would fully cover user behavior in desktop operating
systems for workstations. In this connection, this work
proposes its own view of the system for profiling user
actions in the OS of the Windows family.

The novelty of this work lies in the proposal of an ap-
proach that uses the profiling of user actions as an addi-
tional determining factor in managing access to objects,
as a way to strengthen the basic measures “Controlling
access of subjects to access objects” in the order system
of FSTEC of Russia No. 17, 21, 31,239 [11-14].

Description of the system profiling the actions of
users. User actions profiling system (hereinafter referred
to as UAPS) can have a different architecture and direc-
tivity, which depend on the protected object that
is an information system (hereinafter referred to as IS).
For example, for cloud ISs, UAPS is needed that supports
a cloud architecture, and UAPS with an autonomous
architecture is needed for an IS consisting of a single
AWP.

In accordance with the official statistics for the re-
gions of the Russian Federation for 2019, half of the em-
ployees at the enterprises are equipped with personal
computers [15]. Therefore, the largest group is made up
of ISs with a multiuser environment.

Tracking the actions of employees of the organization
who are users of the IS, each of whom works at a separate
personal computer, requires the installation of an UAPS
on each of these computers. However, the computing
power of these computers may either not meet the system
requirements for installing a separate autonomous copy of
the UAPS on them, or significantly affect the perform-
ance of the system and make it difficult to perform work
duties and tasks.

To reduce system requirements and increase ergo-
nomic parameters, the architecture of the “client-server”
type was chosen as the architecture for the UAPS soft-
ware. In this case, there is a separation of the functional
capabilities of the UAPS into two components. The
minimum required functionality is implemented in the
client part. This reduces the system requirements for the
personal computers of employees. Functions requiring
high computing resources are moved to the server side.
The server part allows performing centralized computing
operations.

The UAPS architecture is shown in fig. 1

The client part consists of two mandatory compo-
nents:

— agent programs;

— file system drivers.

The agent program has the following functional pur-
pose:

— collection of system events from the Windows event
service;

— interpretation of a system event into user action;



Cubupckuil scypHan Hayku u mexvoaoeui. Tom 21, Ne 4

—recording user actions in the database;

—receiving control signals from the server;

— transmission of a control signal to the file system
driver.

Mini-filter driver of the file system [16] is required to
intercept operations with file resources and prohibit ac-
cess to the resource in case of receiving a corresponding
control signal from the agent program.

The server part includes the following components:

— database;

— web interface;

— the decision module.

The database stores the actions of all IS users that
come from the installed agents.

The web interface serves for remote management and
introduction to user profiles, their latest actions and other
information.

The decision module calculates the correspondence of
the current incoming user action with the profile. If the
degree of compliance falls below the threshold value, the
decision module sends a signal to the agent program to
block access to the user.

Algorithmic support. Its own algorithmic support has
been developed for the operation of the UAPS. The key
element of the UAPS is the user behavior model, on the
basis of which the UAPS makes decisions about the char-
acter of user actions. Markov chains are chosen as the
mathematical apparatus used to construct a model of user
behavior. The user behavior model consists of three
Markov chains:

— “action-action” chain builds the probabilities
of performing certain actions, after performing a certain
action;

— “time-action” chain fixes the probabilities of per-
forming actions at a certain time.

— “time-time” chain shows at what time the user is
likely to take the next action.

To use the apparatus of Markov chains, a formula is
needed that will correlate the probability of a state with
the specificity of the user.

Several formulas have been proposed as options for a
suitable formula:

Ir.p .
Ho=H,  +Ste LiD (1)
Lmax L
e T
L,-D
H =H,  +P-—4—, )
Lmax
L,-D
H =H_+P-—4—, 3)
Lmax+LT
L.-P L,-D
H=H, +Lt—-—4 " 4)
LLA LLT

where H; — current user specificity, H;.; — specificity in the
previous step, Lt — length of a chain of typical actions
(number of typical actions in a row), L, — the length of
the current chain of atypical actions, L, — maximum
chain length (adjustable value: length of the sequence is
enough to determine the specificity), P — probability of
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such an action, L, — length of the chain of atypical actions
(the number of atypical actions in a row), D — reduction
ratio (for example 0,1), L;4 — length of the last chain of
atypical actions, L;7 — length of the last chain of typical
actions.

The range of values of specificity H, should lie in the
segment [0; 1]: 1 — typical, 0 — not typical. The exponents
in (1) are chosen to reduce the rate of increment of speci-
ficity to 1. Formulas (1), (2), (3) and (4) satisfy the fol-
lowing conditions:

— The longer the chain of typical user actions is, the
higher and more stable the specificity should be. Resil-
ience is a resistance to a sharp decrease in specificity in
the event of an atypical action;

— the more likely the action, the higher the specificity;

— one atypical (but not dangerous) action should not
invert the specificity.

After the development of the internal model of the
UAPS, a general algorithm of the UAPS was designed. A
diagram of the general algorithm of the UAPS operation
is shown in fig. 2.

The work of the UAPS is carried out in two stages: the
training stage and the working stage.

At the training stage, the system accumulates actions
that the IS user performs. During this period, such com-
ponents as the agent program on the client side and the
database on the server side interact with each other.

After a time period of training, the UAPS administra-
tor must initiate the creation of a profile for the user using
the web service. When a profile is created, an interaction
occurs between the web service and the database.

After creating the profile, the UAPS goes into the
working stage. At this stage, all new incoming user ac-
tions are sent to the decision module. The decision mod-
ule calculates the correspondence of the current user ac-
tion with behavior profile. If the calculated compliance
coefficient is less than the threshold value, then the deci-
sion module sends a control signal about the need to block
access to controlled objects of the file system. Having
received a control signal, the agent program sends a
command to the file system driver to block access to con-
trolled objects of the file system.

Agent component. The development of the Agent
component was carried out in the C # programming lan-
guage [17] in the Visual Studio Community 2019 devel-
opment environment. The project name of the developed
program is Julia Agent. The class diagram of the devel-
oped program is shown in fig. 3.

The agent program is installed on the system as a ser-
vice that starts when a user logs on to the system. When
installing the program, a script is also executed that con-
figures the Windows audit policy and additionally installs
the Sysmon service [18]. The agent program window at
startup is shown in fig. 4.

The program window provides the following informa-
tion:

— the server to which the agent has successfully con-
nected;

— the name of the account whose activity is currently
being tracked;

— the number of events received from the Windows
event log.
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When minimized, the program is hidden in the notifi-
cation window.

Further, to assess the information technology aspect,
we measured the impact of the Julia Agent program on
the system resources. The measurements were carried out
on a system with the configuration shown in tab. 1.

If there is no user activity, the program exerts the fol-
lowing average network load: 42 bytes per second sent,
26 bytes received per second.

208 €08

Driver

When user activity appears, the network load in-
creases.

In this case, the total network traffic averages 1250
bytes (1.226 KB) per second.

The average load on the CPU agent process is 0.08 %.

The amount of memory used when the program is
running is 6,812 KB (6.65 MB).

When interacting with the hard disk, the program
reads an average of 1089 bytes (1.65 Kb) per second.

Database

=

Web service

)

Decision module

-

Server

Front-end

Back-end

Fig. 1. Structural architecture of the user actions profiling system
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Puc. 4. 'naBHOE OKHO ITPOrpaMMBbl areHTa

The obtained average indicators of the use of PC re-
sources are listed in tab. 2.

Thus, in all aspects, the program has a low consump-
tion of system resources.

Web Service component. The development of the
Web Service component was carried out in Python [19] in
the PyCharm Community Edition development environ-
ment using the Django framework.

The web service designed for remote control of the
UAPS by the security administrator provides the follow-
ing set of capabilities:

— display of the latest actions of all users;

— displaying a list of all system users;

— formation and viewing of a user profile.

Fig. 5 shows the main page of the web service, which
displays a list of recent user actions. The administrator
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can select the number of actions to display using the cor-
responding control located above the actions table.

When you select the “Users” item (Russian:
[Tonp3oBarenn) in the administration panel menu, a page
opens containing a list of users connected to the UAPS,
which is shown in fig. 6. At the time of testing the
Users component, two users have been registered in the
system.

After selecting a specific user, the page of this user is
opened. This page allows you to:

— see for how many days the statistics of actions were
collected;

— generate a user profile if the profile does not exist
yet;

— open user profile, if it exists;

— view recent user actions.
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Table 1
System characteristics for testing
System component Characteristic
Central processing unit AMD Ryzen 7 2700: 3.2 GHz § core
Random access memory (RAM) 16 Gbyte
Mass storage device SSD Samsung 860 Evo 250 Gbyte
HDD WD Blue 1 TByte
oS Windows 10
Table 2
Average indicators of resource use by the “Agent” component
Resource indicator Average load value
Network load idle 42 byte/s — outcoming

26 byte/s — incoming

Network load when active 1250 byte/s
CPU utilization 0.08 %
Memory occupied by RAM 6.65 Mb

Hard disk load 1089 byte/s — reading

Julia UBA

& c @ @ ® 127001

Julia Dashboard TrnagHan ) Search

Bpems Cybnexr [leiictBue Mucrpyment Obbext Mecto
23.05.2020 10:52:17 HOnmua  3asepiueHve Nporpammsi C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETPEIT
23.05.2020 10:52:17 HOnua  3aBeplueHWe Nporpammsi C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETP6IT
23.05.2020 10:52:16 HOnua  3aeepiueHue NporpamMmbl C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETP6IT
23.05.2020 10:52:14 HOnua  3asepiueHue Nporpammel C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETP&IT
23.05.2020 10:52:13 (Onua  3asepiueHue NporpaMmbl C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETP6IT
23.05.2020 10:52:13 HOnua 3anyck nporpammsl C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETP6IT
23.05.2020 10:52:11 HOnua 3anyck nporpammsl C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETP6IT
23.05.2020 10:52:11 HOnna  3aeeplueHue NporpaMmbl C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETP6IT
23.05.2020 10:52:10 HOama  3anyck nporpammel C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETP6IT

23.05.2020 10:52:10 HOnua 3ageplueHKe nporpammb C:\Program Files (x86)\Google\Chrome\Application\chrome.exe DESKTOP-JETP&IT

Fig. 5. Web service home page
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Fig. 6. System users

Puc. 6. ITonp3oBaTeny CHCTEMBI

471



Cubupckuil scypHan Hayku u mexvoaoeui. Tom 21, Ne 4

This page is shown in fig. 7.

After clicking the “To generate user profile” button
(Russian: CdopmupoBath mnpodmins moms3oBarens), the
process of creating a user profile is started based on the
currently available statistics. A profile consists of a visi-
ble and a hidden part. The displayed profile contains:

— a list of 10 most frequently used programs;

—a list of the 10 most frequently used network re-
sources;

— a list of 10 most used files.

The top programs used by the user are shown in fig. 8.

The most used network resources are shown in fig. 9.

Top file resources used are shown in fig. 10.

The hidden part of the profile is a model of Markov
chains written to a JSON file. The contents of the hidden
part are shown in fig. 11.

Driver component. The development of the Driver
component was carried out in the C programming lan-

5 Lo~

Fnamman

Julia Dashboard

guage [20] in the Visual Studio Community 2019 devel-
opment environment.

The driver reads from a special configuration file a list
of file resources to which access must be controlled. Then
the driver compares any access to the system files with
the list of monitored resources. If the file is included in
the set of controlled resources, then the driver further
checks the value of the flag variable, which serves as an
indicator of trust in the user. By default, the flag is not
selected, which means trusting the user and granting ac-
cess to resources. The “Agent” component can change the
flag by sending the appropriate control signal to the
driver.

To check the operation of the file system driver, a con-
trol signal has been simulated to deny access to the “New
text document.txt” file (Russian: «HoBbBIi TEKCTOBBIH
nmokyMeHT.txt»). The driver successfully blocked access to
the text file, as shown in fig. 12.

CratucTuka aelicTeuii Yegor cobpaHa B TedeHuM

Chapmmponars npoduns noassosatenn

MNocneaHue ageictema nonszoeatens Yegor

Bpama AeAcTane HHETRYMEHT

21052020 230216 flocryn x cetenony pecypey
21052020 230107 JocTyn k CeTeROMy pecypoy
21052020 225743 [loctyn x cetesomy pecypcy
21052020 22:5742  OocTyn k CeTesomMy pecypoy

21.05.2020 22:57:38  OocTyn k ceTepoMy pecypcy

CAProgram Files\Mozilla Firefox\firefox.exe
C\Program Files\Mozilla Firefox\firefox.exe
C\Program Files\Mozilla Firefox\firefox.cxe
CAProgram Files\Mogzilla Firefox\firefox.exe

CA\Program Files\Mozilla Firefox\firefon.exe

Ofuext Muecre

20985233119 DESKTOP-730124D
93.186.225.208 DESKTOR-7301940
le-in-f198 1100.net DESKTOP-730124D
209.85.233.119 DESKTOP-730194D

srvb-203vkontaktery  DESKTOP-7301940

Fig. 7. User specific page
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Puc. 8. IlonynspHble UCIIONIB3YEMBbIE IIPOrPAMMBI
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Julia Dashboard

[nasHar

Ton ncnonb3yembix CeTEBbLIX PECYPCOB

| Top usar natwork achivity

Fig. 9. Popular online resources

Puc. 9. [lonynspHble ceTEBBIE PECYPChI

Ton ucnons3yemeix painnos
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g
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Fig. 10. Popular documents used

Puc. 10. [TomynspHble HCHONb3yeMble JOKYMEHTHI

Database component. A ready-made software prod-
uct, PostgreSQL 12 DBMS [21] is used as the Database
component.

To store data related to user activity, an uba database
has been created, which has a structure in accordance with
the diagram in fig. 13.
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Database component implements the conceptual data
model of user action, which has the following form:
[TIME] [DATE] [SUBJECT] [ACTION] [OBJECT] from
[LOCATION] using [TOOL].

Decision module component. The development of
the Decision module component was carried out in Py-
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thon in the PyCharm Community Edition development tion. Then the decision module loads the profile of the
environment. given user.

The decision module receives a notification from the The user profile is a calculated Markov chain. From
database component if a new record (new user action) is  the Markov chains, the decisive module learns the prob-
added to the database. Then the decision module loads a  ability of such an action by a given user.
new record from the database. From this entry, the deci- Thereafter the specificity of the user is calculated by
sion module recognizes the user who performed the ac-  the formula (1).

It
% "action to_action": {

"3anyck nporpares C:\\Program Files (x86)“\\AII Technologies\\ATI.ACE\\Core-Static\\MMLoadDrv.exe": {
OTPaMMEL Program Files\\Mozilla Fir %Y x.exe™:
\\DOzera\\Yegor\\Downloads\\mexmm or\\ne

oo e

) o

\hZEpb_dnllih,

i I
= "Cozmasme jaiina C:\\Users\\Yegor‘\\AppData\\Local\\Temp\\tmpexnTga4cpycharm-management\\setuptools-40.8.0\\setuptools\\tests\\test_archive_util.py": {
"Cosgenme dajima C:\\Users\‘\Yegor\\AppData‘\Local\\Temp\\tmpexn7gadcpycharm-management\\setuptool ‘\3etuptools\\tests\\test_dep_util.py":

Mo R

104.244.42.193": |
152.199.19.161": .

=
T

o

o

o

o

o
oo oo

o

o

8
2
o
1
B
[}

gl

oo

o

o

o
mowomomom o

lt-in-£19.1el00.net": B

\\Program Files (x86)\\Microsoft Visual Studic\\Installer\\rescurces\\app\\ServiceHub\\Services\\Microsoft.VisualStudio.Setup.Ser
1q-in-£102.1e100.net": .

ec2-52-35-83-137.us-west-2.compute . aMazonaws . com” :

o

Fig. 11. Snippet of hidden user profile

Puc. 11. OTpBIBOK CKPBITOrO MPOQHUIIS TOJIb30BATEIS

DaBKa @ ba "Fs " yCnewHo OCTaHOBJ

C\Users\User\Desktop\HoBwi# TekcToBsIA AOKYMEHT. txt
! OToyTCTBYIOT paspelleHa Ha oTKpeITHe 3Tor0 Gaitna. Obpatutecs
BAagensuUy $aiina uam a34MYHWCTPaTOPY CeTM.

o

‘yz DebugView on \\DESKTOP-GIIGJ3T (local) — o X

File Edit Capture Options Computer Help

zdd ] @- A EBT 7 A

>

$ Time Debug Print

3...1 Returned: 0

3. posSt create is r ing

3.. Compare: \Device rddiskVolume3\Users\User\Desktop\Hopsdi TexcroBsii goxymest.txt and \Device\HarddiskVolume3\U...
3. !1!Access denied!!!

3.. ned: 4

3.. : \Device\HarddiskVolume3\Users\User\Desktop\HoBuif TeRCTOBLI ONOKYMeHT.TXTt and \Device\HarddiskVolume3\U...
3.. ess denied!

3.. 4

3. o re: \Device\HarddiskVolume3\Users\User\Desktop\Hoeaiz TexcToBml gorymMexT.txt and \Device\HarddiskVolume3\U...
3. !'Access denied!!!

3 Returned: 4 v

Fig. 12. The observed behavior of the file system driver confirms the correct operation of the component

Puc. 12. HaGmonaemoe noBeneHue paiiBepa (aiiioBoii cucTeMbl MOATBEPkKIaeT KOPPEKTHOCTH pabOTHI KOMIIOHEHTA
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workstations

id

SERIAL
wior kstation_name CHARACTER WVARYING(255)

object_types

subjects
i INTEGER
actions
accourt_name CHARACTER WVARYING{255)
id SERIAL
subject INTEGER Va )
action SMALLINT Vo » objects
instument  INTEGER Fa id SERIAL
object INTEGER Fa object_type SMALLINT Vs
wor kstation INTEGER Va L extra_data  TEXT
timestamp CHARACTER(12) object_name CHARACTER WARYING(255)

id SMALLSERIAL
type SMALLINT

description CHARACTER WVARYING(255)

Y

action_types

id

SMALLSERIAL
description CHARACTER WARYING(255)

Fig. 13. Database component schema

Puc. 13. Cxema komnoneHnTa «ba3a TaHHBIX»

To apply formula (1), the decision module storages
the following variables for each user:

— the last user action;

— the current specificity of the user;

— the length of the chain of typical actions;

— the length of the chain of atypical actions.

The parameters that are the same for all users are:

— the maximum chain length;

— the reduction factor.

These parameters in the decision module are specified
as constant variables.

Conclusion. The client-server architecture was chosen
as the software architecture for constructing a system for
profiling user actions. The choice is based on the need to
provide ergonomic parameters and statistics on the num-
ber of computerized workplaces in organizations. The
system software is broken down into several main com-
ponents:

— Agent;

— Driver;

— Database;

— Web Service;

— Decision module.

The software of each component has been successfully
designed and developed. The development results have
been verified. The software implementation of the com-
ponents of the user profiling system has shown the viabil-
ity of the proposed approach to access control based on
user behavior analysis.
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