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The S-box is the most important component of modern cryptographic algorithms which largely determines the qual-
ity of cryptographic transformation. The modern method of estimating the S-boxes quality employs their representation
as component Boolean functions to which cryptographic quality criteria are applied. Such criteria include: nonlinear-
ity, correlation immunity, an error propagation criterion, and a strict avalanche criterion. Nevertheless, it is obvious
that a cryptanalyst is not constrained in the ways of representing the cipher components, in particular, using the func-
tions of many-valued logic. The design features of modern cryptographic algorithms allow their representation in the
form of 4-logic functions, which determines the need to research cryptographic properties of the S-boxes represented as
component 4-functions. In the literature today there are methods for measuring the nonlinearity of 4-functions; never-
theless, there are no similar methods for researching the differential properties of 4-functions, in particular, involving
their compliance with the strict avalanche criterion. In this paper the strict avalanche criterion is generalized
to the case of 4-functions and the compliance of the S-boxes component 4-functions of the “Magma” cryptoalgorithm to
the strict avalanche criterion has been researched. All balanced 4-functions of length N = 16 satisfying the strict ava-
lanche criterion were synthesized using the restricted brute-force method. The basic properties of the constructed class
of 4-functions are determined, and bijective S-boxes based on them are constructed. It has been established that S-boxes
of length N = 16 satisfying the strict avalanche criterion, both in terms of component Boolean functions and in terms of
4-functions, also possess optimal nonlinear properties. This circumstance allows us to recommend S-boxes satisfying
the strict avalanche criterion of component 4-functions for use in modern cryptographic algorithms.

Keywords: many-valued logic functions, strict avalanche criterion, S-box.
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Baoicnetiwum KoMNOHEHMOM COBPEMEHHbIX KPUNMOSPAGUUECKUX AN20PUMMO8, KOMOPbI 60 MHO2OM Onpeoensiem
Kauecmeo kpunmonpeobpazosanus, aeisiemcs S-onox. CogpemMenHas MemoouKa oyeHKU Kkavecmea S-610K08 npeonoia-
eaem ux npeocmasierue 6 gude KOMRHOHEHMHbIX O)Y1e8bIX QYHKYUL, K KOMOPLIM NPUMEHAIOMCA KpUMepUuu Kpunmozpa-
@uueckoeo Kawecmea, maxKue KaxK HeMUHEUHOCMb, KpUmMepull pacnpoCcmpanerus owubKy, cmpocuii 1a6uHHbLI Kpume-
puil, Koppenayuonuvlii ummynumem. Tem He MmeHee OUeBUOHbIM AGIACMCA MOM QAKM, YUMo KPURNMOAHATUMUK He
cmecHeH 6 cnocobax npeocmagienuss KOMHOHEHM wugpa, 8 YacmHOCMU U ¢ NOMOWBIO PYHKYULL MHOLOSHAYHOU TOSUKU.
Koncmpyxmuehvie 0cobenHocmu co8pemMenHbix Kpunmoanzopummos OOnycKaiom ux npeocmaeienue 8 euoe QyHKyuil
4-nocuxu, 4mo Ouxmyem HeOOXOOUMOCMb UCCIEO08AHUA KPUNMOPpADUUECKUX c80ucme S-010K08, nPeOCmAasieHHbIX
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6 6U0e KOMNOHEHMHBIX 4-QynKyuil. B tumepamype ce2o0Hs umeomcs Memoovl usMepeHus: HeluHeuHocmu 4-gyynkyuil,
mem He MeHee OmMCYymcmayionm nodobHvie Memoosl 05l U3yueHUs OUPPepeHyuanbHbIX C80UCME 4-@yHKYuUll, 8 YaCMHO-
cmu, UX COOMEEemCcmeust Cmpo2oMy IAGUHHOMY Kpumepulo. B nacmosuweti cmamve cmpoeuti 1a6uHHbII Kpumepuil
0006wen na cayuail 4-@yHkyuil, npoeedeHbl UCCIeO08AHUSI COOMBEMCMEUSL CIPO2OMY JIAGUHHOMY KPUMEPUI0 KOMNO-
Henmublx 4-ynxyuti S-610x06 kpunmoanzopumma «Maemay. Memodom ozpanuuenno2o nepebopa CUHMEIUPOBAHbL
6ce coanancupogannvie 4-gynkyuu onunvt N = 16, yoosnemegopsiowue cmpozomy nagunHomy kpumepuio. Onpeodenenvl
bazogvle c80lCMBa NOCMPOEHHO20 KLAcCa 4-@hyHKyull, a makdice NOCMpoenvl buekmusHvle S-OJ10KU HA UX OCHOBe.
Yemanoeneno, umo S-6noxu onunvt N = 16, yoosnemeopsiowue cmpo2omy 1a6UHHOMY KPUMEPUIO KAK ¢ MOYKU 3PeHUsl
KOMNOHEHMHbIX OY1e6blX QYHKYUil, Max u ¢ MmouKu 3penus 4-@yuxyuil, 061a0aiom maxice OnmuUMAIbHbIMU Heauneli-
HulMU ceoticmeamu. JJannoe 0OCmosmenbcmeo no38oJsem peKoMeH008ams S-010Ku, YO06LIemeopsiowue Cmpo2omy
JIABUHHOMY KDUMEPUIO KOMIOHEHMHBIX 4-hyHKYUll, K UCNONb306AHUIO 8 COBPEMEHHBIX KPUNMOAIZOPUMMAX.

Kniouesvie cnosa: ¢pynxyuu MHO2O3HAUHOU N02UKU, CMPOSULL TAGUHHBLIL Kpumepuil, S-6J10K.

Introduction and problem formulation. The prob- The research of the Boolean function compliance with
lem of further improvement of modern cryptographic in-  the strict avalanche criterion is based on the following
formation protection systems is closely related to the tasks  definitions.
of constructing higher quality cryptographic primitives. In Definition 1 [11]. A derivative in the direction u €V,
many ways the strength of a symmetric cryptographic

] 4 : HH of the Boolean function f is the Boolean function
algorithm is determined by a substitution box (S-box) [1].

Currently, the quality of S-boxes is determined by the D, f(x)=f(x)® f(x®u), (1)
following main criteria for cryptographic quality [2]:

1. The algebraic degree of nonlinearity. where V), is the linear vector space of binary vectors of

2. The distance of non.linear.ity.' . length n, @© is the modulo 2 addition.

3. The error propagation criterion, a particular case of Definition 2 [11]. The Boolean function f(x) satis-

which is the strict avalanche criterion (SAC), as well as
the criterion of maximum avalanche effect.

4. The matrix of the correlation coefficients of the S-
box output and input, as well as the associated criterion of ~ balanced function, i. e.

fies the propagation criterion with respect to the vector
ueV, — PC(u) if its derivative in the direction u is a

the component Boolean functions correlation immunity. _ ®uN=0.5 o)
All of these criteria are based on the representation of pif()=fx®u)=0.5. @
the S-box as a set of Boolean functions. However, other Definition 3 [11]. The Boolean function f(x) satis-

mathematical constructions describing a cryptoalgorithm,
in particular, the apparatus of many-valued logic func-
tions can be used to launch an attack.

This circumstance requires the research of all possible  to all vectors u of weight 1<wt(u)<k,i.e.
forms of S-boxes representation, in particular, using the
component functions of many-valued logic. pif(0)=/(x®u);=0.5, Vuel,, 1<wtw)<k. (3)

The cryptoalgorithms used in practice often have Definition 4 [11]. The Boolean function f satisfies

the strict avalanche criterion (SAC) if it satisfies the
propagation criterion of the degree 1 — PC(1)

fies the propagation criterion of the degree k— PC(k) if
it satisfies the propagation criterion PC(u) with respect

S-boxes of length N multiple of 4, for example, N =16
as in the “Magma” cryptoalgorithm [3] or N =256 as in
the Nyberg S-boxes [4; 5] in the AES cryptoalgorithm [6].
Thus, the research of the cryptographic quglity of S—ques P =f(x®u) =05, Yuel,,
represented as component 4-functions is of practical

value. Let us consider the S-box synthesized in [10] and its

The 4-nonlinearity criterion for S-boxes was intro-  decomposition into component Boolean functions
duced and a method for synthesizing S-boxes with a

wt(u)=1. (4)

maximum 4-nonlinearity value was proposed in [7] on the 47214113 8111512 6 10 59 30
basis of the Vilenkin—Chrestenson transformation. How- 61001101 1 0O0O01T1T1O0
ever, at present in the literature there is no definitonof §={0 1 1 1 0 0 0 1 1 0 1 1 0 O I O
the strict avalanche criterion as applied to the representa- 1101 01001 1101000
tion of S-boxes as 4-logic functions.

This paper is devoted to the research of the strict ava- 000 Lot bbb b0l 0100
lanche criterion of 4-functions, as well as the synthesis of ®)
S-boxes whose component 4-functions satisfy the strict Let us give an example of researching the Boolean

avalanche criterion.

The propagation criterion of the Boolean functions.
The strict avalanche criterion is one of the main criteria
which characterize resistance to differential cryptanalysis
[8]. Methods for the synthesis of S-boxes that satisfy the F(xXp%y,%5,%4) =
strict avalanche criterion are practically in demand, and 01 0011011000T11T10. (6
well-known [8-10].

function of four variables which is the first component
function of the S-box (5) on compliance with the strict
avalanche criterion
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Table 1
Example of finding derivatives of the Boolean function
VACY) SX®0001) | Dy f | [(XDO010) | Dyyof | [(XDOI00) | Dy f | f(XD1000) | Dy f
£(0000)=0 £(0001) =1 1 £(0010)=0 0 £(0100) =1 1 £(1000) =1 1
(0001 =1 £(0000)=0 1 f£(0011)=0 1 f1on=1 0 f(100H)=0 1
f(0010)=0 f(0011)=0 0 £(0000)=0 0 f(0110)=0 0 f£(1010)=0 0
f£(0011)=0 £(0010)=0 0 £(0001) =1 1 f11) =1 1 f(@1o1n=0 0
f(0100)=1 f101)=1 0 £(0110)=0 1 £(0000)=0 1 f(1100) =1 0
foron=1 f(0100)=1 0 fO11n=1 0 f(0001) =1 0 faron=1 0
f(0110)=0 f11n=1 1 £(0100)=1 1 £(0010)=0 0 fa110)=1 1
f(011) =1 £(0110)=0 1 f(0101) =1 0 £(0011)=0 1 fa11n=o0 1
£(1000) =1 £(1001)=0 1 £(1010)=0 1 f(1100)=1 0 £(0000)=0 1
f(1o01)=0 £(1000)=1 1 faoin=o0 0 faron=1 1 f(0001) =1 1
f£(1010)=0 faoin=o0 0 £(1000) =1 1 fa110)=1 1 £(0010)=0 0
f101H)=0 £(1010)=0 0 £(1001)=0 0 fa11n=o0 0 £(0011)=0 0
f(1100)=1 faron=1 0 fa110)=1 0 f(1000) =1 0 £(0100) =1 0
faion =1 f(1100)=1 0 farn=o0 1 f(100)=0 1 fo1on=1 0
f110)=1 fain=o0 1 f(1100)=1 0 f(1010)=0 1 f£(0110)=0 1
fa11Hy=0 f(1110)=1 1 faion=1 1 f(@1o011=0 0 f111)=1 1

To do this, in accordance with Definition 3 and Defi-
nition 4, we need to find the derivatives of the Boolean
function (6) in all directions of the Hamming weight
wt(u) =1, i.e. in directions {001}, {010} and {001} . The
results are shown in tab. 1.

The presented results lead to the conclusion: all de-
rivatives D, f are balanced, i.e. wi(D,f)=N/2, where

N is the length of the truth table of the Boolean function.
Thus, the Boolean function (6) satisfies the SAC.

Extension of the strict avalanche criterion to the
case of 4-functions. However, in the case of attacking the
cryptographic algorithm a cryptanalyst is not constrained
by the means used and can use the approximation of ci-
pher elements by any available means including methods
of many-valued logic as it is shown in research carried out
in [12]. Thus, when constructing S-boxes it makes sense
to consider not only binary affine functions, but also af-
fine functions of many-valued logic through which the S-
box of a given size can be represented.

Definition 5 [13]. The mapping

{0,1,2,....g-1}" >{0,1,2,...,¢g -1} is called the function
of the g -valued logic of # variables.

Definition 5 is the definition of Boolean functions
when ¢ =2 . Definition 5 is the definition of 4-functions
as mappings {0,1,2,3}" —1{0,1,2,3} when ¢ =4. Thus, a
4-function is a rule that uniquely associates the vector of

k coordinates that take values 0, 1, 2, 3 with a value of 0,
1,2 or 3.

For example, the S-box (5) can be represented using
two component 4-functions

47214113811 15126105930
§=<032 21103 3 0221130,
1103032233 121200

()
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the cryptographic properties of which also determine the
properties of the S-box itself but at the level of quaternary
logic.

We propose a general scheme for which the Boolean
function and 4-function will be special cases.

Let us consider the ¢ -function of 7 variables f(x).
Let u =(u1,u2,...,un) .

Definition 6. The weight @w(u) of a g -valued vector
is the number of its nonzero components.

Definition 7. The derivative of the function f with
respect to the direction of the vector u is the function

D, fx)=r1 (x@qau) —f(x) (modg) , ®)

where @ means the modulo ¢ addition.
q

Definition 8. The function of ¢ -valued logic f(x)

satisfies the propagation criterion with respect to the vec-
tor ueV, — PC(u) ifits derivative in the direction # is

a balanced function, i. e. values 0,1,...,g—1 are taken
with equal probabilities: p(D,f (x):i(modq)):l for
q

all i=0,1,...,¢g—1. In other words, K’ =K'=..=K7",
where K’ is the number of sets of variable values for
which the derivative takes the value 7.

Definition 9. The function of ¢ -valued logic f(x)
satisfies the propagation criterion of degree k — PC(k)
if it satisfies the propagation criterion PC(u) with re-
spect to all vectors # of weight 1 <w(u)<k .

Definition 10. The function of ¢ -valued logic f(x)
satisfies the strict avalanche criterion (SAC) if it satisfies
the propagation criterion of degree 1 — PC(1) .

In accordance with the definitions introduced,
we consider the example of researching the first
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4-function of the S-box (7) for compliance with the strict
avalanche criterion.

Data analysis in tab. 2 allows us to say that the first
component 4-function of the S-box (7) does not satisfy the
strict avalanche criterion. Thus, being optimal in terms
of the strict avalanche criterion in a binary sense, the
S-box (7) is not optimal in terms of the strict avalanche
criterion in a quaternary sense.

We illustrate our reasoning with examples of well-
known cryptoalgorithms.

Research of S-boxes of the “Magma” crypto-
graphic algorithm. The approach in which S-boxes were
considered as a long-term key was used in the common
GOST 28147-89 cryptoalgorithm. In the new edition of
the standard GOST R 34.12-2015 the following set of S-
boxes was defined [3]

2 4 6 210 511 9 148 137 0 3 151
6 8 2 3 910 5 121 14 4 7 1113 0 15
113 5 8 21510131417 4129 6 0
28 2 1134156 7 0105 314 911
§= 7 15510 8 1 613 9 4 11 4 2 127
5 13 15 9 2 121011 7 8 1 4 3 14 0
8 14 2 6 9 1 1215 4 11 0 1310 3 7
|1 7 1413 0 5 8 3 41510 6 9 12 11 2|
(€)]

Tab. 3 shows the values of the basic criteria for the
cryptographic quality of S-boxes (9).

The data analysis in tab. 3 dictates the need for further
improvement of the substitution constructions of the cryp-
toalgorithm “Magma” and similar ones.

Table 2
Example of finding the derivative of 4-function
f(X) u=01 | Dyf | u=02 | Dy,f | u=03| Dyf | u=10 | Dyf | u=20 | Dyf | u=30 | Dy f
£(00)=0 3 3 2 2 2 2 1 1 3 3 1 1
f(@1)=3 2 3 2 3 0 1 1 2 0 1 1 2
f(02)=2 2 0 0 2 3 1 0 2 2 0 3 1
f(03)=2 0 2 3 1 2 0 3 1 2 0 0 2
f(10)=1 1 0 0 3 3 2 3 2 1 0 0 3
fan=1 0 3 3 2 1 0 0 3 1 0 3 2
f(12)=0 3 3 1 1 1 1 2 2 3 3 2 2
f(13)=3 1 2 1 2 0 1 2 3 0 1 2 3
f(20)=3 0 1 2 3 2 3 1 2 0 1 1 2
f2H=0 2 2 2 2 3 3 1 1 3 3 1 1
f(22)=2 2 0 3 1 0 2 3 1 2 0 0 2
f(23)=2 3 1 0 2 2 0 0 2 2 0 3 1
f(30)=1 1 0 3 2 0 3 0 3 1 0 3 2
f3n=1 3 2 0 3 1 0 3 2 1 0 0 3
f(32)=3 0 1 1 2 1 2 2 3 0 1 2 3
f(33)=0 1 1 1 1 3 3 2 2 3 3 2 2
Table 3

The values of the main criteria for the cryptographic quality of the “Magma” cryptoalgorithm S-boxes

S-box Algebraic degree of Nonlinearity Maximum absolute values of Compliance Compliance with
nonlinearity distance the matrix of correlation coef- | with the SAC the SAC
deg(S) SNI ficients max { ¢, } in a binary sense | in a quaternary
i U0 sense
S, 2 4 0.5 - -
S, 2 4 0.5 - -
S, 3 4 0.5 - -
S, 3 4 0.25 - -
S; 2 4 0.5 - -
S, 3 4 0.5 - -
S, 2 4 0.5 - -
Sq 3 4 0.5 - -
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Experimental search for S-boxes satisfying SAC in
a quaternary sense. The problem of finding S-boxes that
satisfy the SAC in a quaternary sense is important from a
practical point of view. Nevertheless, we note that even
the search for 4-functions of length N =16 (that is,
the smallest of those having practical sense) satisfying
the SAC in a quaternary sense is associated with consid-
erable computational difficulties because the number
of 4-functions of this length is 4 294 967 296.

However, it is known that the construction of bijective
S-boxes is possible only on the basis of balanced
4-functions [14].

Obviously, the total number of balanced 4-functions of

length N =16 is J =Cj,-C},-Cq - CJ = 1820-495-70-1 =
=63063000, which is significantly less than the total

number of 4-functions of length N =16.

We experimentally (by exhaustive search of all vari-
ants) established that in a given volume of balanced
4-functions there are 7680 functions satisfying the SAC in
a quaternary sense.

Direct verification established the properties of the
functions of this set.

Definition 11. Let us call a new sequence
=4}, j=N-1LN-2,.0 a mirror image of the
sequence T1=1{t;}, i=0,1,..,.N-1.

Property 1. The sequence obtained as a result of mir-
roring a balanced sequence satisfying the SAC in a qua-
ternary sense also satisfies the SAC in a quaternary sense.

For example, let us consider one of the 4-functions
satisfying SAC in a quaternary sense

5o :{0001023212312133}. (10)

Performing its mirroring we obtain a new 4-function,

which also satisfies the SAC in a quaternary sense
£ ={3312132123201000} . (11)

Property 2. Sequences obtained by applying the fol-
lowing 8 of the 24 possible single-valued mappings of the
alphabet of the sequence satisfying the SAC in a quater-
nary sense also satisfies the SAC in a quaternary sense

01 2 3] 01 2 3] 01 2 3]
01 2 3/ 03 2 1) 1 03 2
01 2 3] 01 2 3 0123.(12)
1 2 3 0o 21 0 3|’ 230 1)
01 2 3) 01 2 3
301 2 3 21 0f

Let us consider an increasing sequence
negative integers from 0 to 7 —1

—_—

of non-

u={0,1,2,3,..,n—1}. (13)

Definition 12 [15]. By the dyadic shift operator we shall mean the matrix of the size nxn, each row of which is ob-

tained in accordance with the following rule

Dyad;(n)=u, ®i,

where the sign © means addition modulo 2.

Thus, the 16™ order dyadic shift operator has the following form

0o 1 2 3 4 5 6 7
1 0 3 2 5 4 7 6
2 3 0 1 6 7 4 5
32 1 0 7 6 5 4
4 5 6 7 0 1 2 3
5 4 7 6 1 0 3 2
6 7 4 5 2 3 0 1

Dyad(16) = 7 6 5 4 3 2 1 0
8 9 10 11 12 13 14 15
9 8 11 10 13 12 15 14
10 11 8 9 14 15 12 13
11 10 15 14 13 12
12 13 14 15 8 9 10 11
13 12 15 14 9 8§ 11 10
14 15 12 13 10 11 &8 9
15 14 13 12 11 10

187

(14)
8 9 10 11 12 13 14 15]
9 8 11 10 13 12 15 14
10 11 8 9 14 15 12 13
1110 9 8 15 14 13 12
12 13 14 15 8 9 10 11
13 12 15 14 9 8 11 10
14 15 12 13 10 11 8 9
15 14 13 12 11 10 9 8

. (15)
0 1 2 3 4 5 6 7
1 0 3 2 5 4 7 6
2 3 0 1 6 7 45
32 1 0 7 6 5 4
4 5 6 7 0 1 2 3
5 4 7 6 1 0 3 2
6 7 4 5 2 3 0 1
7 6 5 4 3 2 1 0
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Property 3. Sequences obtained by applying the dyadic shift operator to the original sequence satisfying the SAC in
a quaternary sense also satisfies the SAC in a quaternary sense.
For example, the following 16 sequences that satisfy the SAC in a quaternary sense can be obtained by applying the

dyadic shift operator (15) on the basis of the sequence (11) satisfying the SAC in a quaternary sense

{0001023212312133};
{0010202321131233};
{0100320231123321};
{1000232013213312};
{0232000121331231};
{2023001012332113};
{3202010033213112
{

2320100033121321¢;

>

j
B
j
j

{1231213300010232};
{2113123300102023};
{3112332101003202};
{1321331210002320};
{2133123102320001};
{1233211320230010};
{ i

3321311232020100
{3312132123201000

I
j

(16)

Definition 13. By the 4-shift operator we shall mean the matrix of the size nxn each row of which is obtained in
accordance with the following rule

where the sign @ means addition modulo 4.
4

4ad(n):ui(-?i s

Thus, the 16™ order 4-shift operator has the following form

4ad(16) =

1
O 0 9 &N i A W N~ O

S N Y
AW NN = O

15

O A 9 N L O W N =

—_ = —_
[ O Uy )

12

14
15
12
13

AN N B9 = O W

—_
© o =

10
15
12
13
14

1
2
3
0

6
7
4
5
10
11

2
3
0
1

o

10 11
11 8

o - o L A
e S S
A W N =~ o © X©
— —_— —
wn A W X o
—
N L A O X
p— ek
W N L o

—
S
—_
(V)]
—_
[\
—
w
—_
N

N O R W= O
A9 OO W N =
[ N S e N =TV I V)
AN A NN = O W

O 00 9 &N i A WD~ O

—_
(=]

11

—_ = = =
D W

O A 9 N L O W N~

—_
—_ O

8

nNn A 9 O = O W PN

—_— =
® - o

9

—_
© o =

10

AN N BN = O W

an

(18)

Property 4. Sequences obtained by applying the 4-shift operator of the original sequence satisfying the SAC in a
quaternary sense also satisfies the SAC in a quaternary sense.
For example, the following 16 sequences that satisfy the SAC in a quaternary sense can be obtained by applying the

4-shift operator (18) on the basis of the sequence (11) satisfying the SAC in a quaternary sense

e et Bate Rate et late late Tate)

0001023212312133};
0010232023111332};
0100320231123321%;
1000202311233213
0232123121330001%¢;
2320231113320010¢;
3202311233210100
2023112332131000¢;

}
b
}

}
|5
}

{1231213300010232};
{2311133200102320};
{3112332101003202};
{1123321310002023} ;
{2133000102321231};
{1332001023202311};
{3321010032023112};
{3213100020231123)

188
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Table 4

Cryptographic properties of the proposed set of S-boxes

S-box Algebraic de- Nonlinearity Maximum absolute values of Compliance with Compliance with
gree of nonlin- distance the matrix of correlation coeffi- | the SAC in a binary | the SAC in a qua-
earity deg(S) SNI cients max { c } sense ternary sense

s i,j
ij
S,...Sq 3 4 0.5 + +
On the basis of the obtained 7680 balanced the output and input vectors. Thus, the constructed S-

4-functions which satisfy SAC in a quaternary sense
it was possible to construct 245760 bijective S-boxes.
8192 of them simultaneously satisfy the SAC in a binary
sense. It was established experimentally that in addition to
compliance with the SAC in a quaternary and binary
sense each of the 8192 built S-boxes of length N =16
has the maximum nonlinearity distance SN/ =4, the al-
gebraic degree of nonlinearity deg(S) =3, and the maxi-

mum absolute values of the correlation coefficient matrix
max{|ci ]|} =0.5.
i,j >

Thus, the high cryptographic quality of S-boxes
simultaneously satisfying the SAC in a quaternary and in
a binary sense is proven. It seems to us reasonable to rec-
ommend them for practical use in cryptoalgorithms, for
example, in “Magma”. We present one of the possible
replacement tables composed of the S-boxes constructed
by us and satisfying the SAC in a quaternary and binary
sense

0O 1 3 714 210 9 6 12 11 4 13 8 15 5

1 0 2 615 3 11 8 7 13 10 5 12 9 14 4

32 0 4131 9 10 5 15 8 7 1411 12 6

_ 2 3 1 5120 8 11 4 14 9 6 15 10 13 7
5= 8 9 120 3 7 2 115 5 1310 11 6 4 14

9 8 131 2 6 3 0 14 4 12 11 10 7 5 15

1 10 15 3 0 4 1 2 12 6 14 9 8 5 7 13
110 11 14 2 1 5 0 3 13 7 15 8 9 4 6 12]
. (20)

Tab. 4 shows the cryptographic properties of the set of
S-boxes proposed for practical use, which are the same
for the entire set.

Conclusions. We note the main results obtained in the
paper:

1. The strict avalanche criterion is extended to the case
of functions of ¢ -valued logic for an arbitrary value
of g.

2. The S-boxes of the “Magma” cryptographic algo-
rithm were researched. The research showed that they do
no satisfy the strict avalanche criterion both in terms of
Boolean functions and in terms of 4-logic functions.

3. All balanced 4-functions that satisfies the strict ava-
lanche criterion were found experimentally. The class of
S-boxes which satisfies the strict avalanche criterion both
in terms of Boolean functions and in terms of 4-logic
functions is constructed on the basis of the found set of 4-
functions. These S-boxes also have the maximum possible
distance of non-linearity and the algebraic degree of non-
linearity, as well as an acceptable level of correlation of
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boxes can be recommended for practical use including the
use in the “Magma” cryptoalgorithm.
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