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Jna 3aeKkmpoHHOU annapamypvl KOCMUYECKUX CUCEM, U 8 Nep8yio ouepedb YCMPOUCME NAMAMU, aK-
MyanvHa 3a0aya 3auumsl Om 6030etiCEUs. UOHUSUPYIOWE20 KOCMUYLECKO020 USYYEHUs U OPY2UX 6HEeUHUX
Ghakmopos, uckadxicarowux XpaHumyio u obpabameieaemyio ungopmayuro. B dannotl pabome npeonosicen
eon0epapuueckuti. Memoo KOOUpO8arus, NO3GOIAIOWUL B0CCMAHABTUBAMb UHGOPpMAYUIO NPU OOTLULOM
yucne owudbox. Memoo ocHo8an Ha 3anucu 8 NAMAmMsb BMeCmo UCXOOHBIX OAHHBIX YUPDPOBOLU 20102PAMMbL
BUPMYATBLHO20 YUPP0B020 06veKkma, coomaememaylouje2o 010Ky danuvix. Mcnoavsosano ceoticmeo oenu-
MOCMU 207102PAMMbL, NO3BOJIAIOWEEe 60CCIMAHOBUMb 3ANUCAHHBIN OJIOK OAHHBIX NO e20 Gpaemenmy. [Jocmu-
2aembvlil YPOBeHb NOMEXOYCIMOUMUBOCTIU ONPEOCTAENC pa3mepom eoroepammsl. [na 8-paspsaonoeo 6aoka
OaHHBIX 3anucy 256-paspsaonoil 20102pammsl obecneduusaem 60CCmMaHo8ieHue uHpopmayuu npu nomepe 75
% 3anucanHou 2onozpammsl. Paspabomannviii dexodep Koppexmupyem naxem 3A8UCUMBIX (2pYNRUpyio-
wuxcs) ouuUOOK, UCKAXCAIOWUX 6ce Oumvl 2ono0epammsl. Konuuecmeo ciyyaiiHblX He3a8UCUMBIX OUUOOK,
Komopbvle Koppekxmupyem oexooep, modxcem cocmasnimv 00 40 % zanucanuou ungopmayuu. Cucmema
XpaHeHus uHpopmayuu, YCmonuuueas K UOHUUPYOWeEMy U3IyHeHuio, npedcmasisiem cobot Maccus namsi-
MU YBeIUHeHHOU eMKOCIU C YYemoM BblOPAHHO20 KOIDGuyuenma uz0bimoyHOCmuy, U KOHMPOIEp Namsi-
mu, 0CyWecmeisiouull 20102papuueckoe KOOUposanue npu 3anuc UHGOpMayul 4 0eKoouposanue ¢ as-
MOMAMUYECKUM UCHPABIEHUEeM OWUDOK Npu YmeHuu ungopmayuu. Aneopumm pabomvt camozo KOHMpOJi-
zepa modicem Ovbimb pPeanu308an 8 UOe NPOSPaAMMUPYEMOU T0SUHLeCKOU UHMESPATbHOU cXxembl, aubo xpa-
HUMCA 8 NOCMOAHHOM 3ANOMUHAIOWEM YCMPOUCmee, He NOOBEPHCEHHOM GIUAHUIO UOHUSUPYIOWe20 U3TY-
YeHUS.

Kniouesvie cnosa: eonozpaguyeckoe koouposanue, Koppekmupyrowuli Koo, UCNpasienue CIyYyaHblx U
2PYRRUPYIOUUXCSL OUUOOK.
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For electronic equipment of space systems, and primarily memory devices, the task of protection from
the effects of ionizing cosmic radiation and other external factors that distort stored and processed
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information is relevant. This paper proposes a holographic coding method that allows to restore
information in the event of a large number of errors. The method is based on recording into memory,
instead of the original digital hologram data, a virtual digital object corresponding to a data block. The
divisibility property of a hologram is used, which makes it possible to reconstruct a recorded data block
from its fragment. The achieved level of noise immunity is determined by the size of the hologram. For an
8-bit data block, recording a 256-bit hologram provides information recovery if 75 % of the recorded
hologram is lost. The developed decoder corrects a package of dependent (grouping) errors that distort all
bits of the hologram. The number of random independent errors that the decoder corrects can be up
to 40 % of the recorded information. The information storage system, resistant to ionizing radiation, is a
memory array of increased capacity, taking into account the selected redundancy factor, and a memory
controller that performs holographic encoding when recording information and decoding with automatic
error correction when reading information. The operating algorithm of the controller itself can be
implemented in the form of a programmable logic integrated circuit, or stored in a read-only memory
device that is not affected by ionizing radiation.

Keywords: holographic coding, correction code, correction of random and clustered errors.

Introduction

There is a significant assignment to protect electronic equipment of space systems, and primarily
memory devices the effects of ionizing cosmic radiation and other external factors that distort stored
and processed information [1]. Radiation effects and cosmic particles create a large number of accu-
mulated errors in memory devices. Using the known methods of error-resistant information coding
produces an effect for a limited time, until the number of errors becomes too large. The critical sys-
tems use ECC-memory; it is a type of computer memory that automatically recognizes and corrects
spontaneous changes (errors) of memory bits: one error per one machine word. With a machine word
length being 64 bits, the number of corrected errors is < 1.5%.

To increase the reliability of information storage, we could focus on a form of data recording that
ensures the recovery of a block of information from its fragment - a holographic recording method
using the divisibility property of a hologram (the ability to recover a complete image of an object from
a fragment of a hologram) [2].

Holographic method of information recovery

The idea of using holographic coding principles was formulated in [3; 4], but full digital simulation
of a hologram required large computational resources, therefore, pseudo-holographic coding was
considered. In accordance with the proposed method, the elements of a digital two-dimensional array
are uniformly mixed in a certain way, as a result of which a reduced copy of the original array can be
reconstructed from any part of the reordered array. The research [5—8] continued studying pseudo-
holographic methods. The described methods have a scope limited to the tasks of encoding informa-
tion arrays with large internal redundancy, and they are an analogue to the interleaving method [9],
used in communication systems to combat error bursts.

The research [10] has proposed using full holographic coding for error correction. The considered
method is based on modeling a hologram as an interference pattern of a flat image formed by a matrix
representation of the original digital data block. Encoding and decoding operations in this case require
quite large computing resources. However, the complexity of calculations can be significantly reduced
if we take into account that for a digital hologram the number of points, but not their relative position,
is of decisive importance. The research [11] shows that coding efficiency is maintained when moving
from a matrix hologram to a linear one with the same number of points. Therefore, it is rational to use
one-dimensional data arrays and one-dimensional holograms.

The holographic method of error-correcting coding, which corrects multiple errors, consists of ma-
thematical modeling of a digital hologram of a virtual object being a block of input data. During the
encoding process, the k-bit binary code of the input data block is converted into a secondary block —
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a unit positional code with the number of positions n = 2*. In this case, information redundancy is es-
tablished with the number of bits » = n—k. The secondary block has (n—1) zeros and one one at the
position specified by the original data. Therefore, the input data block is used as the address of the unit
position in the null sequence of the unit position code of the secondary block. Holographic coding in-
volves the formation of a linear hologram of a secondary block, considered as a virtual optical object.
The research [11; 12] describes the procedure for forming a hologram and reconstructing the original
object from the hologram. The research [13; 14] has proposed using a holographic method of convert-
ing information to increase the resistance to ionizing radiation of information processing and storage
systems. We could consider the possibility and effectiveness of using the holographic method of
noise-resistant coding in memory devices exposed to external factors leading to the appearance of ran-
dom and deterministic (burst) errors.

Modelling results

The study of the corrective ability of the holographic code was carried out by modeling in the
MATLAB environment the process of distortion of the Hyhologram by random and burst errors.

Fig. 1 demonstrates a linear hologram of an 8-bit input data block with a value of X = 99, with the
size of the hologram recorded in the memory is 256 bits, the redundancy factor is 32.

0 50 100 150 200 250

Puc. 1. I'onorpamma Hy mis X=99

Fig. 1. Hologram H,, for X=99

Figure 2 shows the result of Ay decoding, where the maximum position ¥ = 99 obtains the
information about the encoded value. The resulting array contains a small decoding noise, due to the
finite number of discrete values of the hologram, and the noise does not interfere with the extraction of
information value.

) I I | | |
0 50 100 150 200 250 ¥

Puc. 2. BoccranoBieHHbIH MaccuB A ipu n = 256, ¥ =99

Fig. 2. Restored Ay array at n =256, Y =99

We consider the code robustness to erasures, random and burst errors.
The view of the hologram at the decoder input when erasing (losing) 75% of the hologram size
n =256 is shown in Fig. 3.
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Puc. 3. T'onorpamma Hy nna X=99. Iotepu 75 %
Fig. 3. Hologram Hy for X=99. Losses 75 %
Figure 4 shows the result of restoring a data block for the remaining 25%. The maximum point at

position Y = 99 corresponds to the transmitted value X = 99 and uniquely determines the value of the
encoded block.
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Puc. 4. BoccranoBienHnsiit MaccuB Ay pu notepsix 75 %, n =256, Y =99 =X

Fig. 4. Restored Ay array with 75 % loss, n =256, Y=99=X

Holographic coding provides resistance to both information loss and to random errors. The occur-
rence of errors is modeled by replacing a part of the hologram with a binary random sequence (noise).
Fig. 5 presents the array reconstructed from a hologram of size n = 256, containing 75% noise.
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Puc. 5. BoccraHOBIEHHBIH MacCUB A IpH AIMHE HIYMOBOII ocnenoBaTenbHOCTH 75 %, n =256, Y =99 =X

Fig. 5. Restored Ay array with noise sequence length 75 %, n =256, Y =99 =X

An increase in the size of the hologram leads to an increase in noise immunity. If n = 2'*= 16394 ,
successful information recovery occurs when the length of the noise sequence is up to 95 % of the ho-
logram size.

36



Pazden 1. Unpopmamuka, 8blUUCIUMENbHASL MEeXHUKA U YNpasieHuUe

When replacing part of the hologram with binary noise, the number of errors that arise is less than
the number of noise positions, since about half of the noise positions will coincide with information
bits and will not create errors. Therefore, the maximum possible number of independent random errors
in a sufficiently large hologram is 50 % of the number of bits in the hologram. If the number of errors
is more than 50%, the errors are dependent, and 100 % of errors corresponds to the completely deter-
ministic case - bit-wise inversion of the hologram.

The most difficult situation for decoding is the number of random errors approaching 50%. The
correcting ability of a holographic code depends on the size of the hologram . Statistics of the simula-
tion results shows that with n = 256, the probability of a decoding error is 10~ with the number of er-
rors at the decoder input being 30 %. With an error rate of 25 % and a number of trials of 10,000, no
decoding errors were recorded. If n = 1024, a decoding error probability of 10~ is achieved with 41%
errors are in the hologram.

The studied examples of information recovery are typical for cases with independent random
errors. Simultaneously, most binary information systems are characterized by a correlation between
errors and their combination into packages [15]. Burst errors occur under intense exposure to ionizing
radiation, when recording information is in data storage, as well as in communication channels [16].

To correct errors occurring during information storage, noise-resistant codes are widely used. One
of the most effective is the Reed-Solomon code (RS code), widely used in data recovery systems from
CDs, when creating archives with information for recovery in case of damage, and in noise-resistant
coding [17]. The limit of the correcting ability of a RS code is determined by the Singleton limit [18],
due to which, in order to correct errors, the code must have at least two check symbols per error. With
a high degree of redundancy, the number of corrected errors approaches 50% of the length of the code
word. The specific feature of the RS code is that it demonstrates such a high correcting ability only for
burst errors [15], inferior, for example, to the Reed-Muller code (RM code) in correcting independent
random errors. The RM code with a codeword length n = 2" corrects 2" *~1 errors of any kind [18],
occupying almost 25% of the code combination.

The basic holographic code decoder, like the RS code, eliminates errors occupying no more than
50% of the code word. However, due to the specific feature of the holographic method of presenting
information, it is possible to build a universal decoder that corrects any number of grouped burst errors
up to 100% of the hologram size, that is, when all symbols are distorted.

The task of correcting 100% of errors is trivial: to perform this, it is enough to invert each bit of the
codeword. However, here for all codes except holographic, the problem arises of choosing one of two
equally probable decoding results - direct or inverted. A holographic code gives a matching decoding re-
sult, both for an undistorted codeword and for a codeword containing 100% errors. Fig. 6 exhibits the result
of decoding an inverted block containing 100% errors. This shows that burst errors lead to inversion of the
maximum in the restored array, but its position is preserved, so information is restored correctly.
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Puc. 6. BoccranoBnennsiit MaccuB Ay (¥ = 100), uncno ommbdok — 256 (100 %)

Fig. 6. Restored 4y array (¥ = 100), number of errors — 256 (100 %)
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Recovery is more difficult when the number of burst errors is about 50 %. To solve this problem,
the decoded data block is divided into two equal parts and each part is decoded in direct and inverted
form. Each of the four decoding options produces a complete output array, with all implementations
having different noise levels (Fig. 7). Joint analysis of these arrays allows to determine the value of the
decoded data block.

50 100 150 200 250 50 100 150 200 250

50 100 150 200 250 50 100 150 200 250

Puc. 7. Pe3ynbTarhl paboThl YETHIPEX JACKOACPOB

Fig. 7. Results of four decoders

Fig. 8 presents a fragment of one of four arrays when decoding a hologram containing 128 errors
with n =256 (50 % errors), coded value ¥ = 100. It shows that, despite the absence of an extremum at
point ¥ = 100, the value of the input block can be recovered from a characteristic combination of
symmetrically located four side maxima.

.20 | 1 | | | | |
80 85 a0 95 100 10% 110 11% 120

Puc. 8. ®parMeHT rucTorpaMmbl BOCCTaHOBIICHHOTO MaccuBa A, (Y= 100)

Fig. 8. Fragment of the histogram of the reconstructed 4, array (Y= 100)

Modelling has shown that a universal decoder containing 4 decoders and a maximum extraction
block corrects any number of burst errors - from 0 to 100% of the recorded data block. This decoder is
effective in eliminating random and burst errors. When the number of errors is less than 50%, they are
random and the decoder provides information recovery with 41% of errors in the codeword. When the
number of errors is more than 50%, they are dependent and form the right side of the graph (Fig. 9).
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Puc. 9. BeposTHOCT OLIMOKH Ha BBIXOJIE ICKO/ICPa B 3aBUCHUMOCTH OT YHCIIa OIIHOOK
Ha BXOJI€ IEKOJIepa JUlsl roJIorpaMM pasMepoM n = 256 u n = 1024

Fig. 9. Probability of error at the decoder output depending on the number of errors
at the decoder input for holograms of size n =256 and n = 1024

Therefore, holographic coding corrects errors if their number is less than 40 or more than 60
percent of the codeword length for n = 1024 (Fig. 9). This makes it possible to increase the reliability
of data recovery in information storage systems exposed to ionizing radiation, temperature and other
factors that cause degradation of the parameters of the element base.

Conclusion

The information storage system, resistant to ionizing radiation, is a memory array of increased ca-
pacity, taking into account the selected redundancy factor, and a memory controller that performs ho-
lographic encoding when recording information and decoding with automatic error correction when
reading information. The operating algorithm of the controller itself can be implemented in the form of
a programmable logic integrated circuit, or stored in a read-only memory device that is not affected by
ionizing radiation.

The equipment can be used on any computer architecture. To perform this, it is necessary to modify
the memory controller by installing an encoding/decoding module in it.
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