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Annomayus. Pazeumue 0ecnuiomuvlx aBUAYUOHHBIX CUCMEM CMAHOBUMCS OOHUM U3 KIHOUe8blX
HANpagieHull HAyyHo-mexHono2uyeckoeo pazeumusa Poccuu. B pamxax ymeepocOénnol cmpamecuu 00
2030 e. naanupyemcs Gopmupoganue HOBOU OMPACIU IKOHOMUKU, CHEYUATUSUPYIOUENICS HA CO30aHUU
U UCNIOTIL30BAHULU 2PANCOAHCKUX OCCRUTOMHUKOS, ONpedesieHbl NPUOPUMemHble HANPAsIeHUs pa3eumus
becnunommuvlx mexnoao2uu. bonvuioll nomenyuan npumenenus OeCHIOMHBIX aANNAPAMO8 HAOIOAEMCsl
8 CO30aHUU 2eONPOCMPAHCMBEHHbIX OA3 OaHHbIX. B c643u ¢ smum, npu ucnoIb308aHUU ABMOHOMHBIX ABUA-
YUOHHBIX NAAmMopm 071 aspozeoPusuyeckux pabom npuoopemaion aKmyaibHOCms 6ONPOCHL COBEPULIEH-
CMBOBAHUSL U PA3GUMUSL UHDOPMAYUOHHO-UBMEPUMENBHBIX CUCIEM, NPUMEHSEMbIX HA MAKUX HOCUMEISX,
a makaice BONPOChl NOO2OMOBKU ONEPAMOPOS CUCTHEM AIPO2eOPUIUYECKO20 HA3HAYeHUs. BascHoe 3naue-
Hue npuobpemaem pa3pabomra arcOPUMMUHLECKO20 U NPOSPAMMHO20 0becneueHuss UHGOPMAYUOHHO-
UBMEPUMENbHBIX CUCIEM HA OCHO8E BHEOPEHUsl panee Yice CO30AHH020 INEKMPOHHO20 KOHMEHma: cnpa-
BOUHBIX MAMEPUATO8, UHCMPYKYULL NO pabome, SIKCHIyamayuu npubopHol npooyKyuu, npomoxoios oopa-
OomKuU NOAYyHaemMvlx pe3yibmamos, Memoouxu npuuamus peweHui u Op. OOHAKO npumeHeHue maxozo
2NIEKMPOHHO20 KOHMEHMA Hecem PUCKU CHUNCeHUs Kauecmea CbeMouHulx padbom. OOHUM U3 cnoco6os
OYEHKU PUCKOB SBTAEMCA COBMEUeHUe MPAOUYUOHHO20 KAUEeCMBEHHO-KAMEe2OPUIHO20 N0OX00A COBPEMEH-
HO20 DPUCK-MEHEONCMEeHmMA ¢ MHO20VPOSHeSOU penpe3eHmayuell Uepapxuu aspecupoeanusi 3KCnepmuo-
OYEHUBAECMBIX PUCKOB 8 COCMABE CEOOHBIX U UHMESPAILHO20 PUCKO8 NYMeM NPUMEHEeHUs annapama MaeKux
BBIMUCACHU. [l cucCmeMamusayuy 1 npuopume3ayull puckos npedideaemcsi UCnoib308anue WKal 2pa-
OYUPOBAHUA U MEPM TUHESBUCTIUYECKUX NEPEMEHHBIX COCABTIIIOWUX PUCKO8, CEA3AHHBIX C 8EPOSIMHOCTIbIO
603HUKHOBEHUSl CHUJICEHUSI KA4eCmed KOHMEHMA UH@OOPMAYUOHHO20 00ecneyenust CUcCmem noo2omosKu
onepamopos, ¢ NOMEHYUANbHOU BeTUNUHOU 803MONCHO20 Yulepoa npu 603HUKHOBEHUU (DAKMA CHUNCEHUS
Kayecmea UH@GOpMayuoHHozo obecneyenus. B pezynomame cmanogumcs 603MOUCHbIM pazpabomra Mooe-
JIU PUCK-OYEHKU, npedcmasisiioueli cobol npoyedypy cheyupuyeckozo nOCmpoeHus Mampuy nocieoCcmeul
u eepossmuHocmell 015 OMOETbHbIX PUCK-NoKA3ameneli OYeHKU UHmezpayuu 1eKmMpoOHHO2O KOHMeHma
6 uHgopmayuonnoe obecneyenue cucmem NOO2OMOBKU ONEPAMOPO8 UHPOPMAYUOHHO-UMEPUMENbHBIX
cucmem aspoceousuneckoeo HasHavenus. Jannas npoyedypa ecmb JO2UYECKds OCHO8A Ol paciema
CBOOHbIX U UHMESPATbHO2O 3HAYEHUl PUCK-NoKazamenell OYeHKU, a makdce 2padyuposanus yposHell
pucka.

Kniouesvie crosa: noocomoska onepamopos un@opmayuoHHO-U3MEPUMENbHLIX CUCTEM APOo2eoqhu3u-
YecKo20 HA3HAYEHUs, PUCK-NOKA3amenu OYeHKU UHMeZpayuu, 31eKmpOoHHbII KOHMEHm, mepMbl JUHSUC-

muvecKux nepemernnuix.
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Abstract. The development of unmanned aircraft systems is becoming one of the key areas of Russia's
scientific and technological development. Within the framework of the approved strategy until 2030, it is
planned to form a new industry specializing in the creation and use of civilian drones, and priority areas
for the development of unmanned technologies have been identified. The great potential for the use of un-
manned vehicles is observed in the creation of geospatial databases. In this connection, when using auto-
nomous aerial platforms for aerogeophysical works, the issues of improvement and development of infor-
mation-measuring systems used on such carriers, as well as the issues of training of operators of aerogeo-
physical systems become relevant. The development of algorithmic and software of information-measuring
systems on the basis of implementation of previously created electronic content: reference materials, in-
structions for work, operation of instrumentation products, protocols for processing of obtained results,
decision-making techniques, etc. is becoming important. However, the application of such electronic con-
tent carries risks of reducing the quality of surveying works. One of the ways of risk assessment is to com-
bine the traditional qualitative and categorical approach of modern risk management with multilevel rep-
resentation of the hierarchy of aggregation of expert-assessed risks in the composition of summary and
integral risks by applying the apparatus of soft computing. For systematization and prioritization of risks it
is proposed to use gradation scales and terms of linguistic variables of risk components associated with the
probability of occurrence of a decrease in the quality of content of information support of operator training
systems, with the potential value of possible damage in the event of the fact of a decrease in the quality of
information support. As a result, it becomes possible to develop a risk-assessment model, which is a proce-
dure for the specific construction of matrices of consequences and probabilities for individual risk-
indicators of the assessment of the integration of electronic content in the information support of training
systems for operators of information-measuring systems of aerogeophysical applications. This procedure
is a logical basis for calculation of summary and integral values of risk-indicators of assessment, as well
as gradation of risk levels.

Keywords: training of operators of information-measuring systems of aerogeophysical application,
risk-indicators of integration assessment, electronic content, terms of linguistic variables.

Introduction

The List of priority areas of scientific and technological development of Russia, approved by De-
cree of the President of the Russian Federation dated June 18, 2024 No. 529, includes "Intelligent
transport and telecommunication systems, including autonomous vehicles" and specifies the List of the
most important science-intensive technologies, which highlights such areas as:

—transport technologies for various areas of application (sea, land, air), including unmanned and au-
tonomous systems;

—monitoring and forecasting the state of the environment and climate change (including key areas
of the World Ocean, the seas of Russia, the Arctic and Antarctica), technologies for preventing and
reducing the risks of natural and man-made emergencies, negative socio-economic consequences.

In this regard, the development of information and measurement systems for acrogeophysical
purposes, increasing the efficiency of organizing aerogeophysical research, optimizing data processing
processes, ensuring the reliability of the information received, and training operators of such systems
are becoming especially relevant.
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Risk assessment in the development of information and measurement systems, the efficiency of us-
ing previously created electronic content is a critically important process that ensures the reliability
and efficiency of systems, minimizes possible losses and optimizes the costs of their implementation
[1]. To improve the quality of the assessment, the model must be iterative.

Risk assessment of integration of electronic content into information support

One of the main blocks of the iterative risk assessment model for integrating electronic content
(EC) into the information support (IS) of the training systems for operators of information and meas-
urement systems for aecrogeophysical purposes (IMS AP) includes risk assessment based on soft com-
puting. The logical and algorithmic implementation of the block is based on regulatory and technical
documents of modern risk management [2—4] and is used, among other things, in information systems
[5-7].

The assessment of any risk of EC integration assumes a reasonable construction of the matrix of
this risk assessment and is the conclusion of the probability of occurrence of unacceptable conse-
quences and potential damage. Risk assessment indicators are determined by an iterative procedure
through aggregation of the values of simpler indicators included in their composition, are presented
through aggregating associations of i...j risk indicators from the composition of the family of the sim-
plest indicators. A large number of levels of such aggregation leads to the synthesis of a hierarchy of
risk indicators.

To systematize and prioritize risks, it is proposed to use the following scales for grading risk com-
ponents, obtained by processing an expert survey using methods of analytical hierarchy of matrices of
pairwise comparisons of individual opinions of each of the k surveyed experts:

—the probability of a decrease in the quality of the content of the IS systems for training operators
of the IMS AP due to the integration of EC materials into their composition (Table 1) (the probability
pij of a decrease in the quality of the content, where i and j are the elementary indicators of the quality
of the IS, the levels of decrease are represented by a scale of values of the verbal interpretation of the
requested data);

—potential value of possible damage in the event of a decrease in the quality of the IS of the training
systems for operators of the IMS AP (Table 2) (damage y;, where i and j are elementary indicators of
the quality of the IS, the levels of damage are represented by a scale of values of the verbal interpreta-
tion of the requested data).

The levels of risk of reducing the quality of the content of the information resource are determined
in accordance with the opinions of experts (the number of experts is k), and u; is a multiplicative
convolution of the levels of risk manifestation according to the elementary indicators of the quality of
the information resource, and are measured on the basis of ordinal or quantitative scales.

Using the results of studies [8—11], a five-level scale of risk levels with color identification by gray
gradation can be implemented in the model: from black (highest risk) to white (lowest risk) (Table 3).

Table 1
Scale of levels of probability of reduction in the quality of IS systems for training operators of the IMS AP due
to the integration of EC into their composition

Ne Verbal name of levels and Description of the distinctive creature, General
their identification designation corresponding boundary features explanations
1 Definitely It is obvious that the quality of the means of IS sys- The highest prob-
tems for training operators of the IMS AP due to the ability of occur-
p;- DEFINITELY integration of EC into their composition will be low rence
2 | Cxopee Bcero More likely It is very possible that the quality of the means of IS
systems for training operators of the IMS AP will be
pii- «VERY LIKELY» reduced due to the integration of EC into their com-
position
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End of Table 1
Ne Verbal name of levels and Description of the distinctive creature, General
their identification designation corresponding boundary features explanations
3 | Quite possible There is reason to believe that the quality of the
means of IS systems for training operators of the IMS
p;: EXPECTED AP will be low due to the integration of EC into their
composition
4 | Minimum allowable Individual manifestations and properties of the con-
tent used can lead to a decrease in the quality of the
p;- UNLIKELY IS systems for training operators of the IMS AP due
to the integration of EC into their composition
5 | Rarely occurring, extremely There is no reason to believe (expect) that the quality | Least likely
rare manifestation of the IS systems for training IMS AP operators will
pi: EXTREMELY RARE be reduced due to the integration of EC into their
composition
Table 2

Scale of damage levels from the reduction in the quality of the IS systems for training operators of the IMS AP

due to the integration of EC into their composition

Ne Verbal name of levels Description of the distinctive creature, corresponding boundary features
and their identification Signs of a decrease in the efficiency of training of IMS AP operators using
designation automated tools, EC
Motivational, Motivational, Motivational, psychological
psychological and psychological and and organizational
organizational organizational
I Unimportant, neglected There is no evidence of | Minor, comparable It is possible to eliminate the
small, super small a decrease in the moti- | with the measure- shortcomings of the use of IS
vation of the specialists | ment method error tools by the organizers of the
v ULTRA SMALL being trained; there are process of training IMS AP
isolated, non-systemic operators
facts of a decrease in
motivation
II Noticeable, small, visible | A fragmentary de- Average, noticeably | It is possible to eliminate the
crease in the motiva- significant, requir- shortcomings of the use of IS
v VISIBLE tion of trained special- | ing intensification of | tools by specialized support
ists when working with | preparation units, with the involvement
the use of automated of additional data sources
training tools, EC is
noted
III | Noticeable, moderately A systematic decrease Significantly impor- | It is possible to eliminate
significant, average in the motivation of tant, high, requiring | deficiencies in the applica-
trained specialists to compensation tion and operation of IS tools
Vi AVERAGE work with the use of through additional by specialized external or-

automated training
tools, electronic con-
tent, in general, is
noted

time and other re-
sources

ganizations - representatives
of the developer, with the
involvement of consulting
and competence support
from external providers
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End of Table 2
Ne Verbal name of levels Description of the distinctive creature, corresponding boundary features
and their identification Signs of a decrease in the efficiency of training of IMS AP operators using
designation automated tools, EC
Motivational, Motivational, Motivational, psychological
psychological and psychological and and organizational
organizational organizational
IV | Essential, significant, A critical decrease in Very important, There remains a small

large, strong

the motivation of
trained specialists is

Vi STRONG noted both for work compensation tion and operation of IS
with the use of individ- | through additional tools, but they are possible
ual means of auto- time and other re- only with the involvement of
mated training, and sources the developer.

with electronic content
in general

chance to eliminate the
shortcomings of the applica-

large, requiring pri-
ority and significant

Critical, catastrophically
strong, irreparable

vi: VERY STRONG

A complete loss of
motivation of trained
specialists is noted
both for work with the
use of individual
means of training au-
tomation, and with
electronic content in
general.

The identified software and
technological shortcomings,
structural and semantic er-
rors in the implementation of
the IS require a complete
reworking of the automation
tool for training, which has
damaged the training course
for IMS AP operators

Irreparable losses of
IMS AP operators
within the current
training course

Table 3
Scale of grading the levels of risk of reducing the quality of content of the IO systems for training operators of
the IMS AP due to the integration of EC into their composition

Fast color identifica-
tion, conventional bar-
identification of the

Ne Verbal name of levels and their
identification designation

Description of the distinctive creature, corre-
sponding boundary features

term of a linguistic
variable

1 | Critically dangerous, emergency Requires immediate and massively decisive
corrective actions with the involvement of all
available resources (from training managers to
developers of the means of IS systems for train-

ing operators of the IMS AP)

ri(uz): EMERGENCY

2 | Dangerous, requiring urgent
response

Requires urgent corrective actions with partial
and planned involvement of external resources,
as well as informing the developer of the IS

ri(u;): DANGEROUS tool, to eliminate the identified deficiencies

3 Controlled, controlled-
compensated

Requires planned corrective actions with partial
involvement of additional resources, as well as
development of the full implementation of all
functional capabilities of the means of IS sys-
tems for training operators of the IMS AP, em-
bedded in it by the developer

r(uy): CONTROLLED
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End of Table 3
Ne Verbal name of levels and their Description of the distinctive creature, corre- Fast color identifica-
identification designation sponding boundary features tion, conventional bar-

identification of the
term of a linguistic

variable
4 Localizable, low It is hedged and/or localized within the frame-
work of standard schemes of daily functioning,
ri(u;): LOW damage is prevented in the volume of planned

mandatory procedures of fine-tuning, individu-
alization of preparation

5 | Insignificant, not influencing It is monitored periodically in order to promptly
identify changes, discrepancies, etc.
ri(u;): INSIGNIFICANT

Application of soft computing apparatus to assess the risk of integrating electronic content in-
to information support

The need for mathematical convolution of the values of the simplest risks into the values of the
summary 7, and the integral R, risk indicators for assessing the integration of the EC into the IS of the
operator training systems of the IMS AP determines the need for a quantitative expression of the spe-
cified gradations of the risk components p; and y; based on the application of the mathematical appara-
tus of soft computing: the algebra of linguistic variables using the theory of fuzzy sets.

Thus, in particular, based on the apparatus of linguistic variables indicated in Tables 1 and 2, the
designations of the levels that constitute the simplest risks of integrating EC into the IS of the systems
for training operators of the IMS AP can be considered as the corresponding terms of the following
linguistic variables:

L=<the likelihood of a decrease in the quality of the IS content>; )
L,=<damage from the reduction of the quality of the content of the IS>. 2)

The theoretical basis (the basic concepts, the corresponding algebras from the theory of fuzzy sets,
etc.) of working with linguistic variables (1) and (2) corresponds to the section of modern mathematics
of soft computing — the theory of linguistic variables, the theory of fuzzy sets [12—14]. In view of the
above, in substantiating and synthesizing the presented quality assessment model, it is the specific as-
pects of the scientific and methodological application of the introduced linguistic variables L, and L,,
(1) and (2), that are investigated, while the aspects of constructing their term sets, assigning specific
variable identifiers, etc. can be attributed to the generally known. In general, each of the linguistic va-
riables L; and L, is defined as a certain set-theoretic generalization of L":

LN =(B,F N(B),X",G\N"), (3)

where 3 — a verbal identifier that acts as a name for a linguistic variable; F\() — a family of values
(terms) of a linguistic variable 3, the so-called term set. This is a family (i.e. indexed set) of verbalized
values of a linguistic variable [, in which each of such terms, values, is a fuzzy variable with domain
of definition X; G" is a syntax rule — grammar that generates concretized values o of fuzzy variables
for terms of the linguistic variable B (a*eF"(B))); N is a semantic rule that determines the correspon-
dence of each fuzzy variable a”eF~(j3)) to the corresponding fuzzy subset [15].

The main source of data on non-numerical "measurements" of the simplest risks and their compo-
nents in this subject area is a human expert. For him, the essence of such a "non-numerical measure-
ment" for the value of a particular risk indicator consists in a non-metric assessment of the degree of
coincidence of the current picture of the possible occurrence of damage according to the risk indicator
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under consideration with some reference model of the ideal picture of the current situation. It is the
degree of such coincidence with the specified ideal that in the mind of the expert acts as a measure of
non-instrumental measurement, the difference:

AU, =U,; -U,, 4

where U; —level of risk manifestation according to the i-th risk assessment indicator; U, —the reference,
ideal level of risk manifestation for the i-th risk assessment indicator, recognized by the expert.

To represent the risk components p; and y; based on the application of the mathematical apparatus
of soft computing as linguistic variables L1 and L2, i.e. (1) and (2), of the mathematical form L" in
accordance with (3), with the term set of values defined on the scales presented in Tables 1 and 2, a
correspondence was established between the gradations of the assessment scales of the specified pa-
rameters as fuzzy sets identified as terms (values) of the specified linguistic variables. In other words,
it is methodologically accepted that when assessing the components of the simplest risks, experts are
required to use precisely the terms — values of the linguistic variables L1 and L2, respectively. The
synthesis of terms, fuzzy sets for linguistic assessment scales, is implemented using well-known me-
thods for constructing membership functions of fuzzy numbers [15].

In particular, within the framework of the proposed model of iterative risk assessment of the inte-
gration of EC into the IS of the training systems for operators of the IMS AP, the well-known method
of relative frequencies [15] is used as a mathematical apparatus for synthesizing the membership func-
tions of fuzzy numbers - terms of linguistic variables L1 and L2. In this case, the values of linguistic
variables, according to the methods from [15], can be specified (i.e. synthesized) as fuzzy numbers in
the form of (L-R)-functions, or as so-called triangular fuzzy numbers (TFN), which is shown in Fig. 1.

U, Uy
a 6

Puc. 1. HccnenoBanuble GyHKIIMY IPUHAUIEKHOCTH /1 TEPMOB JIMHIBUCTUYECKUX IIEPEMEHHBIX B (hopMe:
a — TPEYroJbHbIX HEUETKUX ducen; 6 — (L-R)-pyHkuuii

Fig. 1. Investigated membership functions for terms of linguistic variables in the form of:
a — triangular fuzzy numbers; 6 — (L-R)-functions

Based on the descriptions of the scales of the levels of probability of reduction and the levels of the
magnitude of potential damage from the reduction in the quality of content for the IS systems for train-
ing operators of the IMS AP due to the integration of the EC materials into their composition, shown
in Tables 1 and 2, the membership functions of fuzzy sets p(u) are analytically determined, defining
the terms-values of the linguistic variables L, and L,. For such a synthesis of u(u«), a standardized ma-
thematical submodel for calculating membership functions based on expert assessment data is used.
This submodel allows calculating the membership functions MTL of the terms of the variables L; and L,
both in the form of (L-R)-functions and in the form of triangular fuzzy numbers (TFN).

The developed model of iterative risk assessment of integration of EC into IS systems for training
operators of IMS AP is invariant in application to the specified submodel, methodology, apparatus,
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etc. of calculation of membership functions p7” of term-values of linguistic variables L; and L,. Appli-
cation of p;~ with TNC-form is typical for situations of rough, accelerated risk assessment, in case of
more detailed and substantiated analysis of risks of reduction of quality of content of IS systems for
training operators of IMS AP due to integration of EC materials into their composition, due to imple-
mentation of "more cautious" approach to risk assessment, it is necessary to apply p; in the form
of (L-R)-functions.

The calculation of p;” in the form of (L-R)-functions, according to the adopted calculation sub-
model, is determined for each term-gradation of linguistic variables L; and L,, from the ratio

uy" (U) =exp(-a(T -U)?), (%)
where T — the median value of the term for p;” equal to one, as applied to the scales of variables L;and

L, shown in Tables 1 and 2; a=4Ln :’Asz is the matching coefficient; b is the distance between

the inflection points: the points at which the graph of the function p;*, according to (5), takes on the
value 0.5.

The main parameters for calculating the term-gradations of linguistic variables L; and L,, according
to (5), are given in Table 4.

The results of calculating the membership functions p;* of all terms for all levels of the scales of
linguistic variables L; and L,, (1) and (2), according to formula (5) make it possible to obtain quantita-
tive scales for assessing these linguistic variables L, and L,. These quantitative scales make it possible
to make the transition from verbal expert assessments to their fuzzy numerical values with p;".

The membership functions of term-gradations (meanings) of linguistic variables L, and L, in the
form of (L-R)-functions correspond to the following conditions:

[Wh W) =1 ufsUs)=5];
(vB e BA\{BA}) (0<supuel pg g (U)<D);
(VBre BN (uel):(up(U)=1);

(VBY) (uy € R)) (uy €Ry) (u €Uy <u<u,)).

Table 4
Main parameters for calculating term-gradations of linguistic variables L, and L,
A refined form of analytical
o Val t Val t .
rJJn Terms for L, aL}lij Terms for L, aﬁi‘i calculation of the member-
Hr Hr ship function of terms
1 No probability 0 No damage 0 u (U= 12U
2 Extremely rare 1 Ultra-small 1 H; (U)=e 310U I
3 Unlikely 3 Visible 3 k(U) = e 46007
4 Expected 5 Average 5 HEU) = e 0H0Y 7
5 Very likely 7 Strong 7 whU) = 027007
6 Definitely 9 Very strong 9 ukwy= e 0160-0)?
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Thus, the set of membership functions of fuzzy numbers — terms (values) of linguistic variables L,
and L, together form a quantitative scale for conducting fuzzy assessment of the corresponding com-
ponents of the simplest risks of reducing the quality of the content of the IS systems for training opera-
tors of the IMS AP due to the integration of EC materials into their composition.

A generalized form of graphical representation of such a scale for the simplest risk indicator is giv-
en using the example of the linguistic variable L, and is presented in Fig. 2.

Lack Extremely
rare
1

1

Unlikely

Expected ——— Very likely T Certainly

08

[N SO SRRSO | SN S NONRU SURRY.Y SSUUNSE SRt i SRS SO A S Y SHUUE. USRS SRR 9SS SRS
N

04

e i Al S ST

Puc. 2. IlpeacraBnenue mkaasl ypoBHEH BEPOSITHOCTH CHIDKeHHS kadecTBa MO
n3-3a uHTerpanuu B ux cocras OK (Tab:. 1) B BUIe TepM-MHOKECTBA 3HAUEHUH
JIMHTBUCTHYECKOH NEPEMEHHON L

Fig. 2. Representation of the probability level scale for the decrease in information support
quality due to the integration of electronic content (Table 1) in the form of a term set
of values for the linguistic variable L,

Further, it is possible to interpret the meaning of the scales of the simplest risk indicators in the hi-
erarchy of risk assessment of a decrease in the quality of the content of the IS systems for training
APP operators due to the integration of EC materials into their composition as a product of member-
ship functions p;~ of fuzzy numbers - term values of linguistic variables L; and L, for each of the sim-
plest risk indicators.

Methodically, according to the classical canons of risk management, risk assessment is a synthesis
of the matrix of consequences and probabilities, which links input parameters such as the values of the
assessment of the probabilities of adverse events and the values of the assessment of potential damage
(at the input) with the integral conclusion on the level of risk-hazard (at the output). The response to
the risk value in the form of corrective, influencing complexes of measures is the essence of risk
management. Thus, the block of assessment of the simplest risks based on soft calculations of the
developed risk assessment model, in essence, is a procedure for the specific construction of matrices of
consequences and probabilities for individual risk indicators of assessment of the integration of EC
into the IS of the systems for training operators of the IMS AP. This procedure is a logical basis for
calculating the summary and integral values of the risk indicators of assessment.

Accordingly, for the iterative risk assessment model of EC integration into the information support
of the IMS AP operator training systems, the block of simplest risk assessment based on soft comput-
ing of the developed risk assessment model is reduced to a logical and mathematical apparatus for en-
suring the calculation of risk assessment values by indicators in accordance with the structure of the
risk assessment hierarchy while preserving the essence of the logic of synthesis of the corresponding
consequence and probability matrices. The specified logic consists of the traditionally accepted grad-
ing of risk levels (danger of damage) with the corresponding differential-color representation. An ex-
ample of this grading of risk levels with the corresponding differential-color representation for the
purposes of iterative risk assessment of EC integration into the information support of the IMS AP
operator training systems, taken as a basis in the developed model and shown in Table 3, is shown in
Fig. 3.
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1. Certainly

2. Very likely

3. Expected

4. Unlikely

5. Extremely rare

i. Ultrasmall ii. Visible iii. Medium | iv. Strong v. Extremely strong

Puc. 3. BapuanT MaTpuIbl IOCIEICTBUNA 1 BEPOATHOCTEH OLEHKH PUCKOB 110 OJHOMY
W3 IPOCTENIINX MOKa3aTenei

Fig. 3. A variant of the matrix of consequences and probabilities of risk assessment based
on one of the simple indicators

The presented interpretation of the meaning of the scales of the simplest risk indicators in the hier-
archy of risk assessment of the reduction in the quality of the content of the IS systems for training
operators of the IMS AP due to the integration of EC materials into their composition as a product of
membership functions p;* of fuzzy numbers — term values of linguistic variables L, and L, makes it
possible to consider each of the cells of the matrix of consequences and probabilities of risk assess-
ment by the simplest indicator as a fuzzy number L;;:

L;;" = (the value of the assessment for this risk indicator)

where, in relation to the simplest risk indicators, it is true that the specified value L,-j* is the product of
fuzzy numbers of the i-th term from L, and the j-th term from L,:

L

g

*

i J
L xL,.
.

Membership functions MTL ¥ for the values of L,-j* are found according to the rules of multiplication
operations of fuzzy numbers from the algebra of soft computing [15].

Conclusion

The visual appearance of the matrix of consequences and probabilities of risk assessment by one of
the simplest indicators, in which the expert, risk assessor, works, can be compared with a fuzzy-
numeric representation that expresses his assessing opinion quantitatively in the categories of fuzzy
numbers. This makes it possible to use such fuzzy numerical expressions of assessments by the sim-
plest indicators in the course of convolution of these assessments into summary and integral risk indi-
cators of assessment of the integration of EC into the IS of the operator training systems of the IMS
AP, based on the algebra of soft computing. In this case, the matrix of consequences and probabilities
of risk assessment by one, any of the simplest indicators is a scale of risk assessment of the integration
of EC into the IS of the operator training systems by this indicator. Then the assessment of its current
value by the expert assessor consists in the justified identification of the corresponding cell of the
above-mentioned matrix of consequences and probabilities, as well as the fuzzy value of the risk as-
sessment corresponding to this cell. The essence of the specified risk assessment process is shown in
Fig. 4. Consequently, on the basis of (1) and (2), the risk assessment scales themselves based on the
simplest indicators and the assessments based on these scales are reduced to one-dimensional fuzzy
scales and the values of the assessments on them, as the value of L; .

The constructive innovation of the developed model of iterative risk assessment of EC integration
into information support of IMS AP operator training system is the combination of the traditional qua-
litative-categorical approach of modern risk management with a multi-level representation of the hier-
archy of aggregation of expert-assessed risks in the composition of summary and integral risks of the
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considered integration by using the soft computing apparatus. This approach made it possible to im-
plement the transition from a qualitative-conceptual representation of the risk of the considered inte-
gration to a quantitative one.

P

1. Certainly
2. Very likely -----------
3. Expected -
4. Unlikely
5. Extremely rare
i. Ultrasmall ii. Visible iii. Medium iv. Strong | v. Extremely strong
y

Puc. 4. CyHIeCTBO OLICHMBAaHUs pHUCKa I10 HpOCTeﬁHIeMy IIOKa3aTecIo

Fig. 4. The essence of risk assessment based on the simple indicator

Thus, the proposed block of assessment of the simplest (directly measured or assessed) risks in the
model of iterative risk assessment of EC integration into information support of IMS AP operator
training systems and the approach to establishing the value of the current risk for this simplest indica-
tor makes it possible to use such values in calculating the values of summary and integral risk indica-
tors.
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