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SOFTWARE PROTECTION OF THE MAGLEV TRANSPORT 
CONTROL SYSTEM

Background: The article examines the issues of regulation and the development of 
methodological approaches to ensuring the security of the software system for the management 
of magnetic-leaving transport at all stages of the life cycle, as well as the development of a tool 
to detect high-level (logical) software vulnerabilities. 

Aim: Development of a methodology for the creation of an error-free and impact-
resistant software for the management system of magnetic-levitational transport.

Methods: In the development of the methodology, the existing practices of searching 
for errors and vulnerabilities in software and approaches to the algorithmization of program 
code were studied.

Results: During the study, a methodology was developed for creating an error-free 
and impact-resistant software for the management system of magnetic-levitational transport, 
which makes it possible to exclude the possibility of errors in the software, which significantly 
increases the safety of the overall transportation process.

Conclusion: The application of the developed technique will improve the security of 
software for magnetic levitation transport control system from destructive external influences.

Keywords: magnetic levitation transport, error-free software, information security, 
algorithmization
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ЗАЩИТА ПРОГРАММНОГО ОБЕСПЕЧЕНИЯ  
СИСТЕМЫ УПРАВЛЕНИЯ МАГНИТОЛЕВИТАЦИОННЫМ 

ТРАНСПОРТОМ

Обоснование: Рассматриваются вопросы нормативного регулирования и 
формирования методологических подходов к обеспечению безопасности программного 
обеспечения системы управления магнитолевитационным транспортом на всех этапах 
жизненного цикла, а также разработки инструментального средства обнаружения 
высокоуровневых (логических) уязвимостей программного обеспечения.

Цель: Разработка методологии создания безошибочного и устойчивого к 
воздействиям программного обеспечения системы управления магнитолевитационным 
транспортом.

Методы: При разработке методологии были изучены существующие на данный 
момент практики поиска ошибок и уязвимостей в ПО и подходы к алгоритмизации 
программного кода.

Результаты: В ходе исследования была разработана методология создания 
безошибочного и устойчивого к воздействиям программного обеспечения системы 
управления магнитолевитационным транспортом, которая позволяет с большой вероятность 
исключить наличие ошибок в ПО, что значительно повышает безопасность перевозочного 
процесса в целом.

Выводы: Применение разработанной методики позволит повысить уровень 
защищённости ПО системы управления магнитолевитационным транспортом от 
деструктивных внешних воздействий.

Ключевые слова: магнитолевитационный транспорт, безошибочное программное 
обеспечение, информационная безопасность, алгоритмизация

INTRODUCTION

Magnetic levitation transport now is one of the most promising and 
environmentally friendly modes of transport. Its advantages include low power 
consumption, low operating costs due to reduced friction between the parts of 
the rolling stock and the track. In addition, the use of the technology of magnetic 
levitation allows the rolling stock to reach speeds of about 500–600 km/h, which 
is comparable with the speed of the aircraft.
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The disadvantages of this approach include the high cost of implementation, 
which is due to the complexity of the technology used, and the inability to use the 
existing infrastructure for this type of transport.

The most active developments in this direction are carried out by the 
following countries: Germany; Japan; China; South Korea.

The greatest progress has now been made by China: at the moment the 
maglev route that runs from Pudong International Airport to the Shanghai Metro 
station Longyang Road is the only one where commercial operation of high-speed 
rolling stock on a magnetic cushion is carried out. The maximum speed reached 
by the train on this track is 430 km/h.

In Russia now a magnetic-levitation transport system is being developed, 
which will be operated on the Port of Bronka (St. Petersburg) – the station 
“Vladimirskaya” (Gatchina, Leningrad region). A distinctive feature of this 
system is its focus on freight traffic. To organize this system will be used many 
subsystems, one of the most important in which is the control system. The basis of 
this subsystem is an automated control system for the magnetic levitation transport.

The safety of control systems is one of the main aspects of its functioning, 
because negative impact on this system can be provided both on critical information 
resources and on the safety of the transportation process.

At the heart of most of the impacts on these systems is the exploitation of 
existing vulnerabilities. At the same time, most of them are caused by errors that 
are present in the software used by these systems.

At the moment, there are many ways that allow you to detect errors and 
vulnerabilities in program code. But their significant drawback is that they are often 
unable to detect such types of medium – and high-level vulnerabilities, such as 
errors in the logic of program execution. Search for these vulnerabilities is currently 
poorly developed and requires the presence of highly qualified information security 
experts.

CONTROL SYSTEM OF MAGNETIC LEVITATION TRANSPORT  
AS AN OBJECT OF INFORMATION SECURITY

Control System of magnetic levitation transport is one of the key parts of 
the magnetic-levitation transport system, as a result of which strict requirements 
are imposed on it for correct and safe operation, including the requirements 
for protecting critical information circulating in it and information security in 
general.

When considering this system as an information security object, it is 
necessary to determine what information resources are available in the system. To 
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do this, it is necessary to allocate the information infrastructure and information 
that should be protected, as well as determine the level of significance of the 
protected information.

The creation and use of error-free and destructive software, which is used at 
various hierarchical levels of the system, occupies an important place in ensuring 
the safety of automated control systems by the movement of magnetic-levitational 
transport. In conjunction with the observed increase every year in the number of 
detected vulnerabilities, the task of their search in the software is critical from the 
point of view of information security.

The existing set of software vulnerabilities can be conditionally divided 
according to their location in the code:

− low-level vulnerabilities (data access errors, errors in calculations, etc.);
− medium-level vulnerabilities (errors in the logic of the software);
− high-level vulnerabilities (errors in the software architecture).
At the moment, most of the ways to find vulnerabilities in the software are 

not satisfactory, because they are aimed at finding only low-level vulnerabilities 
and can not always provide full coverage of the code and functionality of the 
investigational product. Therefore, it is proposed to develop a methodology for 
creating error-free and impact-resistant software for the control system of magnetic 
levitation transport.

METODOLOGY FOR CREATING ERROR-FREE AND IMPACT-
RESISTANT SOFTWARE FOR THE CONTROL SYSTEM OF 

MAGNETIC LEVITATION TRANSPORT

The proposed methodology is aimed at finding errors and vulnerabilities in 
the control system software and includes three main steps:

− creation of built-in control mechanisms in microprocessor devices as 
elements of the system of functional control and diagnosis;

− verification and testing;
− confirmation of conformity of software, which can be used at all stages 

of its life cycle.
According to these directions, the model of the investigated subject area 

was drawn up, presented in Fig. 1 and containing the areas of vulnerability life in 
different representations of the software.

Based on this model, an algorithm was developed for creating error-free and 
impact-resistant software for the system, as shown in Fig. 2.

As the source data, you must use the machine or source code of the software 
under investigation, which will be converted at the first stage of the algorithm 
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(as a rule, they will consist in removing comments from program texts and other 
redundant syntactic constructions).

The next step is to look for low-level vulnerabilities in the resulting code 
using existing methods at the moment. To ensure a higher percentage of coverage, 
several methods can be shared. Next, the code is algorithmized using the DRAKON 
language – a visual algorithmic programming language and modeling that provides 
greater visibility [3, 7]. The rules for creating diagrams in the DRAKON language 
were created with an emphasis on the requirements of ergonomics, so they were 
initially optimized for the perception of algorithms by a person mainly using 
computer graphics.

Fig. 1. Model of subject area

Fig. 2. Algorithm for creating error-free and impact-resistant software
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The schemes developed with the help of the specified language are simple 
and understandable even to a person far from programming, which will allow to 
expand the circle of specialists who can use the developed methodology. This is 
due to the fact that the DRAKON focuses on the visual component, which greatly 
improves the readability of the program. In its usual form, block diagrams allow 
you to graphically display the logic of the program, but with a sufficiently large 
amount of code, they become cumbersome and lose visibility. Schemes in the 
DRAKON language, in turn, allow us to depict the solution of complex problems 
in an extremely clear and clear form. This is achieved by using special rules of 
ergonomic algorithms: for example, the intersection of algorithm lines is forbidden 
in them, which usually complicates its understanding by the user.

Unlike the classical block diagrams, the exit to the left of the condition is 
forbidden in the dragon-scheme, and routes are drawn according to the principle 
“the right is the worse”, i.e. the more to the right of the algorithm is a block, 
the more unpleasant situation it describes. This makes it easier to understand the 
finished schema. Another advantage of dragon schemes is that at the moment 
they cover most of the popular and most commonly used high-level programming 
language. Thus, the scheme obtained at the third stage of the algorithm will make 
it possible to obtain a visual representation of the investigational software.

At the fourth stage, both medium- and high-level vulnerabilities are 
searched. At the same time, this stage can be conducted either manually by an 
expert in information security, or automated. To automate the work at this stage, it 
is necessary to develop specialized programs that allow analyzing block diagrams 
and identifying critical locations in them.

At the last stage of the methodology, in accordance with previously identified 
vulnerabilities, recommendations are made for their elimination. After making the 
necessary changes to the program code, it is necessary to re-pass through the stages 
of the algorithm in order to make sure that there are no previously detected and 
those that appeared after fixing the vulnerabilities.

CONCLUSION 

The currently available methods for finding errors and vulnerabilities 
in software are usually aimed at finding low-level vulnerabilities and can not 
always provide full coverage of the code and functionality of the product under 
investigation. The proposed methodology will allow the creation of software that 
is likely not to contain any errors and vulnerabilities, which is critical when using 
such software in traffic control systems.
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